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1 Introduction

The internet was invented to be a distributed and open system
for everyone. Yet in the 21st century, the decay of its users’
privacy is an ongoing problem [1]. This is because machines
are the endpoints within the internet and not the users. To be
able to track and store users, online services implement the
authentication layers themselves, sometimes with the help of
an Identity Provider, such as Facebook or Google. As such,
they create user profiles that are strongly tied to the online
behaviour of the users. That is problematic, as this encour-
ages for example massive data mining which can be valuable
to companies, governments, and even malicious parties [2].

By a survey of InnoValor, it became clear that (Dutch) cit-
izens are feeling a lack of control and a desire to be in more
control of their online identities [3]. This is where the no-
tion of a self-sovereign identity is introduced. It gives people
back their authority over their own digital identities. Christo-
pher Allen has proposed 10 principles that should be satisfied
by this self-sovereign identity (SSI) [4]. Several implementa-
tions for SSI have been proposed in academic literature, for
example, several blockchain approaches of which one is a so-
lution for Dutch digital passports [5]. However, not many
critical reviews on the current SSI technology have been pro-
posed. One of the biggest problems posed for blockchain-
based implementations is guarantying privacy to its users [6].

This research aims at finding the technical limitations
for privacy protection of the current blockchain-based SSI
implementations. It also tries to propose solutions to these
limitations supported by a Proof-of-Concept implementation
and, where appropriate, mention the possible adoption issues
of these proposals.

Our work focuses on the following overarching research
question:

What are the technical limitations for privacy protec-
tion in current blockchain-based SSI implementations?

The paper will be structured using a bottom-up approach,
where the main research question is split up into the following

sub-questions:
* What are the privacy issues that SSI tries to solve?

* How does blockchain technology address privacy and
what are its limitations?

* What are the current blockchain-based SSI implementa-
tions and how do they perform?

* How can we create a privacy-aware blockchain-based
SSI implementation?

* What practical adoption issues arise for the current and
proposed blockchain-based SSI implementations?

First, we will examine the privacy-related issues that are
present in the technology we use today and that SSI tries to
solve. We then look at current SSI technology and in partic-
ular the blockchain-based SSI implementations. From here
the research will continue to focus on blockchain technol-
ogy and its issues regarding privacy. What follows next is
an overview of blockchain-based SSI implementations in an
attempt to show the current shortcomings related to privacy
protection and how to resolve these. This section also pro-
vides an implementation flowchart based on the trade-offs re-
lated to privacy. At last, we regard a more practical view
of the privacy problem and the adoption issues that the cur-
rent implementations might have. These issues will be further
demonstrated via a Proof-of-Concept implementation.

The Proof-of-Concept implementation supplements the
literature study in a practical way that is required to com-
pletely answer the main research question. First, it will
demonstrate how current technology works and how it en-
capsulates and protects privacy through all the layers of the
currently existing implementations. This will be done on
a particular implementation created here at TU Delft, the
Trustchain-superapp'. Secondly, where applicable, it shows
how to improve the current implementation to achieve better
practical privacy protection. The combination of a theoretical
review of the current technology and the Proof-of-Concept
implementation will provide a clear and complete picture of
the current state of privacy protection in blockchain-based
SSI. This allows for conclusions to arise on, for example, the
question of possible adoption issues. It also provides a good
reference point for future research on the subject.

'https://github.com/Tribler/trustchain-superapp



2 Problem Description

The past five years there have been a rise in literature on
blockchain technology [7]. The original use-case of this tech-
nology, Bitcoin, has enabled a technology to truly enable de-
centralized computer networks [8]. Now this area is explored
to find other application domains. One prominent domain is
digital identity management. Like the monetary system, iden-
tity management is currently a mainly centralized business.
As presented in the introduction of this paper the motivation
to decentralize identity management is clear. Self-sovereign
identities provide a conceptual solution to decentralized iden-
tity management.

The original article by Christopher Allen provides a
technology independent description of SSI. In the years after
this publication several types of SSI implementations have
been proposed in both white papers and academic articles.
The current trend in SSI solutions is based on blockchain
technology, a natural catalyst of decentralization. However,
blockchain technology also has its shortcomings. A recent
survey on blockchain technology regarding privacy shows
that there are still problems to be discussed and improved [9].

This problems translates naturally to blockchain-based
SSI implementations. A repository of identity related
blockchain applications shows the amount of different initia-
tives 2. These initiatives are not bound to a specific type of
blockchain technology and thus use many different solutions
in the broad spectrum of blockchain [10]. There is however
a lack of research of blockchain-based SSI implementations
regarding privacy.

This research compares current blockchain-based SSI
implementations based on the underlying blockchain models.
The pros and cons of each model will be explained and the
trade-offs in terms of privacy will be discussed. Furthermore,
the notion of privacy is not a static one. Privacy needs and
expectations are as various as the different cultures and so-
cieties around the world [11]. This should be accounted for
in the deployment of blockchain-based SSI and thus will be
included in the discussion.

3 Evaluation

3.1 Privacy

3.2 Blockchain Technology
3.3 SSI Implementations

3.4 Privacy Evaluation

3.4.1 Flowchart
3.4.2 Deployment

4 Experimental work
No results yet.

5 Responsible Research

Reflect on the ethical aspects of your research and discuss the
reproducibility of your methods.

*https://github.com/peacekeeper/blockchain-identity

6 Discussion

No discussion yet.

7 Conclusions and Future Work

No conclusion yet.
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