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Abstract

Digital identity management has been established
in a mainly centralized manner. In response to a
lack of control, the concept of Self-Sovereign Iden-
tity (SSI) was defined to enable decentralization.
Recently, this concept gained traction and several
implementations have been proposed. The decen-
tralized nature of blockchain technology was com-
bined with the concept of SSI. However, no crit-
ical review on the privacy protection of this tech-
nology in combination with SSI currently exists.
This research provides an overview of blockchain
technology and current blockchain-based SSI im-
plementations regarding privacy protection. It pro-
poses a model for determining the privacy protec-
tion that specific solutions can offer. Furthermore,
the practical adoption issues of current implemen-
tations in terms of privacy are considered. The re-
sult is a model for comparing different blockchain-
based SSI solutions and the trade-offs that can be
deduced. In the light of the practical adoption is-
sues, arguments for a more localized deployment
of blockchain-based SSI are given.

1 Introduction
The internet was invented to be a distributed and open sys-
tem for everyone. However, in the 21st century, the decay of
its users’ privacy is an ongoing problem [1]. This is because
machines are the endpoints within the internet and not the
users. To track and store users, online services implement the
authentication layers themselves, sometimes with the help of
an Identity Provider, such as Facebook or Google. As such,
they create user profiles that are strongly tied to the online be-
haviour of the users. That is problematic, as this encourages,
for example, massive data mining, which can be valuable to
companies, governments, and even malicious parties [2].

By a survey of InnoValor, it became clear that (Dutch) cit-
izens feel a lack of control and a desire to be in more con-
trol of their online identities [3]. This is where the notion of
a self-sovereign identity is introduced. It gives people back
their authority over their own digital identities. Christopher
Allen has proposed ten principles that should be satisfied by

this self-sovereign identity (SSI) [4]. Several implementa-
tions for SSI have been proposed in academic literature, for
example, several blockchain approaches of which one is a so-
lution for Dutch digital passports [5]. However, not many
critical reviews on the current SSI technology have been pro-
posed. One of the biggest problems posed for blockchain-
based implementations is guarantying privacy to its users [6].

This research aims at finding the technical limitations
for privacy protection of the current blockchain-based SSI
implementations. It provides a clear overview of blockchain
technology of several existing solutions regarding privacy
trade-offs and, where appropriate, mention the possible
adoption issues of these solutions.

Our work focuses on the following overarching research
question:

What are the technical limitations for privacy protec-
tion in current blockchain-based SSI implementations?

The paper will be structured using a bottom-up approach,
where the main research question is split up into the following
sub-questions:

• What are the privacy issues that SSI tries to solve?

• How does blockchain technology address privacy, and
what are its limitations?

• What are the current blockchain-based SSI implementa-
tions, and how do they preserve privacy?

• How can we create a privacy-aware blockchain-based
SSI implementation?

• What practical adoption issues arise for the current
blockchain-based SSI implementations regarding pri-
vacy protection?

First, we will examine the privacy-related issues that are
present in the technology we use today and that SSI tries to
solve. We then look at current SSI technology and, in partic-
ular, the blockchain-based SSI implementations. From here,
the research will continue to focus on blockchain technol-
ogy and its issues regarding privacy. What follows next is an
overview of blockchain-based SSI implementations to show
the state of privacy protection. This section also provides an
implementation flowchart based on the trade-offs related to



privacy. At last, we regard a more practical view of the pri-
vacy problem and the adoption issues that the current imple-
mentations might have. This provides a good reference point
for future research on the subject.

2 Problem Description
In the past decade, there has been a rise in the literature on
blockchain technology [7]. The original use case of this tech-
nology, Bitcoin, has enabled a technology to truly enable de-
centralized computer networks [8]. Now this area is explored
to find other application domains. One prominent domain is
digital identity management. As the monetary system, iden-
tity management is currently a mainly centralized business.
As presented in the introduction of this paper, the motivation
to decentralize identity management is clear. Self-sovereign
identities provide a conceptual solution to decentralized iden-
tity management.

The original article by Christopher Allen provides a
technology-independent description of SSI. In the years after
this publication, several SSI implementations have been pro-
posed in both white papers and academic articles. The cur-
rent trend in SSI solutions is based on blockchain technology,
a natural catalyst of decentralization. However, blockchain
technology also has its shortcomings. A recent survey on
blockchain technology regarding privacy shows that there are
still problems to be discussed and improved [9].

This problem translates naturally to blockchain-based
SSI implementations. A repository of identity-related
blockchain applications shows the amount of different ini-
tiatives 1. These initiatives are not bound to a specific type
of blockchain technology and use many different solutions in
the broad spectrum of blockchain [10]. There is, however,
a lack of research on blockchain-based SSI implementations
regarding privacy.

This research compares current blockchain-based SSI
implementations based on the underlying blockchain models.
The pros and cons of each model will be explained, and the
trade-offs in terms of privacy will be discussed. Furthermore,
the notion of privacy is not a static one. Privacy needs and
expectations are as varied as the different cultures and soci-
eties around the world [11]. This should be accounted for
in the deployment of blockchain-based SSI and thus will be
included in the discussion.

3 Evaluation
+- 5 pages total

3.1 Privacy
In the 21st century, privacy awareness is more present than
ever before [12]. Privacy is defined as ”someone’s right to
keep their personal matters and relationships secret” by Cam-
bridge Dictionary2. This isn’t just limited to this definition.
The fact that privacy is a right is part of our legislation, and
with the recent addition of the GDPR in Europe, it is present
in all digital services. However, privacy protection is still not

1https://github.com/peacekeeper/blockchain-identity
2https://dictionary.cambridge.org/dictionary/english/privacy

up to the expectations of a lot of people. This became ap-
parent after a survey by InnoValor, stating that citizens feel a
lack of control of their digital identity. [3].

The current digital environment is mainly maintained
in a centralized manner. When an online service is used, digi-
tal identity management is implemented either by this service
or by a Federated Identity Management (FIM) platform such
as Facebook. The digital identity is stored, monitored, and
owned by the service. Clearly, a lot of trust is necessary from
the user of such a service. Yet, there is often not an alterna-
tive. This makes privacy abuse a real concern, take, for ex-
ample, the controversy around Facebook’s real-name policy
[13].

Solutions to provide anonymization already exist.
Users can try to stay anonymous online by using VPN’s or
more advanced solutions such as TOR [14]. However, this
does not solve the problem around centralized identity man-
agement and the requirements that a service can pose upon a
user. We need a decentralized solution that returns the control
of the identity management to the identity owner. The notion
of a Self-Sovereign Identity (SSI) is introduced to make this
possible. It defines a solution where you are in control of
your own identity. In ”The Path to Self-Sovereign Identity”,
Christopher Allen motivates this concept, including ten prin-
ciples that are still used today as a foundation for SSI tech-
nology [4].

The movement to a decentralized solution is not new.
One of the most popular examples is the decentralization
movement of money via Bitcoin [8]. This heavily influenced
the SSI development. The underlying blockchain technology
allows for decentralization by creating a peer-to-peer consen-
sus protocol that no longer needs a centralized intermediary.
Already there are a lot of initiatives for a blockchain-based
SSI solution [15].

3.2 Blockchain Technology
Blockchain technology is characterized by a distributed
ledger maintained in a decentralized way and secured by
cryptography. By itself, the technology is not new. The first
known blockchain started in 1995 and is still being published
in the New York Times [16]. The technology took off after
the Bitcoin white paper. It has since been seen as the catalyst
of decentralization.

Soon after the decentralization of money via cryptocur-
rencies, other application domains were considered as well
[17]. One of these domains is digital identity management,
which fits naturally with the notion of SSI. However, SSI has
more prerequisites than just decentralization. Privacy protec-
tion is the main concern. Data should only be disclosed to a
party when consent is given. Moreover, the right to be for-
gotten that the European Union enforces should be complied
with. This has strong implications on the underlying technol-
ogy, and this is where problems start to arise.

Traditional blockchain solutions such as Bitcoin can
be classified as permissionless blockchains. This means that
there is no permission policy in place. All the users of the
network can participate in any role they desire. It is based on
zero trust, where the underlying technology maintains con-
sensus and security. Anyone can view the data, and once data



has been processed into the blockchain, it is there to stay for-
ever unless 51% of the users decide differently.

The open-access and immutable data structure contra-
dict the necessities for SSI. Thus a trade-off between full de-
centralization and privacy is present. To counter these limi-
tations, Decentralized Identifiers (DIDs) are introduced [18].
DIDs are globally unique identifiers designed to function in
a decentralized environment. The goals are Decentralization,
Control, Privacy, Security, Proof-based, Discoverability, In-
teroperability, Portability, Simplicity, and Extensibility. Con-
sequently, there is an important overlap between the goals of
DIDs and the principles that define SSI. Regarding privacy it
promises to enable entities to control the privacy over their
data and related attributes.

Aside from permissionless blockchain there is also a
permissioned variant. It provides extra security by adding
an access control layer to the blockchain. Users of the
blockchain take on specific functions, determined by the
authoritative party that regulates the blockchain.

2. How can blockchain contribute to SSI
3. Why is blockchain chosen by major implementations
4. What types of blockchain technology are there

3.3 Privacy Trade-Offs: Blockchain Technology
+- 1 page

1. What are the pro’s and cons of each type in terms of
privacy ( Table ? )

2. Trade-offs -¿ when do you choose what regarding
privacy, what purpose

3. flowchart, centralized, permissioned, permissionless
to visualize.

3.4 Overview Blockchain-Based SSI
+- 1 page

1. What are the most prominent implementations
2. What technologies do they use?
3. What is there motivation in terms of privacy, if

present?
4. Privacy evaluation per implementation

3.5 Privacy Trade-Offs: Blockchain-Based SSI
+- 1.5 page

0. Flowchart
1. Explanation of flowchart
2. Provide implementations in this flowchart
3. What are possible privacy-aware solutions that one

can choose based on trade-offs from the evalution of technol-
ogy and evalution of implementations.

3.6 Adoption Issues
+- 0.5 page

3. Practical limitations problems relating privacy
4. Localized / global solutions

4 Responsible Research
No results yet. +- 0.5 page

5 Discussion
No discussion yet. +- 0.5 page

6 Conclusions and Future Work
No conclusion yet. +- 0.5 page
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