


  

Tribler-lab

Why: monopolisation of the digital economy

How: craft public critical digital infrastructure

What: blockchain-based self re-enforcing trust

Lesson for today:
Blockchain Engineering is being 95% less productive
(or cheat with central servers)











  
https://mitsloan.mit.edu/ideas-made-to-matter/will-regulating-big-tech-stifle-innovation







  

TUDelft early work
1999: “Musicbrainz.org”,

2 years pre-Wikipedia.org
“a single code base for different distributed 
public writable databases”
https://www.usenix.org/conference/2000-usenix-annual-technical-conference/
presentation/open-information-pools

 2007: “Creating and Maintaining Relationships in 
Social Peer-to-Peer Networks”

 2007: “bandwidth as a currency”, BBC News
 2008: widgets / Distributed Apps / Smart 

contracts



  

2008: P2P Widgets

Distribute Python code

Share with strangers

Votes by strangers

Trust that?
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Blockchain 1.0: Bitcoin

• Proposed in 2007 by Satoshi 
Nakamoto (pseudonym)

• Your public key is your wallet 
address

• With the private key, you can 
sign transactions











Gossip of ledger updates

No mining
No double spending prevention
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Bartercast: early distributed ledger (2007)

 ledger for bandwidth exchanges
 Uploaded and downloaded bytes
 Unbounded scalability
 Incentive compatible
 Has no global consensus
 Insecure: free to lie

 Solve freeriding, superior to T4T
 2007: initial Bartercast 

deployment

Source: Seuken et al.“work accounting mechanisms: theory and practice”, 2010,
Harvard + Delft + Berkeley,  www.ifi.uzh.ch/ce/publications/Accounting_Mechanisms.pdf

1 2
40

you

rely on voluntary reports



Bartercast: Information Exchange



Bartercast: Information Exchange



Bartercast: Information Exchange
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Trustchain (2012)
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Chaining transactions

A

B

Tx

C
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Tx
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Tx

A B C D

Tx units:
 - TorCoin (Lira, GoldStar, Par..)
 - BittorrentSeeding
 - Bandwidth credits

Tx = A gives 10 units Tx = A gives 25 unitsTx = A takes 35 units



4
1

Hash A

B

Tx

Hash

Tx = A gives 10 units

Hash A

D

Tx

Hash

Tx = A gives 25 units

Hash C

A

Tx

Hash

Tx = A takes 35 units

Tx = 10 + -35 + 25 = 0 unitsTx Tx++

Ledger counting
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Decentralized market (in Beta)

• Goal: design, deploy and evaluate a decentralized, 
blockchain-regulated market for general asset 
trading
– Assets: Bitcoin, credits, stocks, euros etc.

• Ask/bid creation and dissemination

• Transactions on the blockchain (TradeChain)

• (Scalable) reputation mechanism

https://github.com/Tribler/tribler/issues/
2559
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Outcome: fully autonomous economic entities,
independent of creator, only temporary leaders,
no dependence on any single machine

New class of distributed systems: nobody owns them

Critical infrastructure with self-governance
scientific challenge: foundations of trust

“Leveraging trust and distrust for sybil-tolerant voting in online social media”, Privacy and Security in Online Social 
Media, 2012
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2022: decentralised Google
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Reflection: 23 years of focus on building trust

• 1999: “Open Information Pools”

• 2007: primitive distributed ledger

• 2017: blockchain-lab.org

• 2030: (re-)organise our economy?


