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1 Introduction

Citizens must be able to comprehend their digital world,
select how they want to interact with it, and act au-
tonomously. At the moment, this is not obvious in the
digital realm. Although technology is getting simpler to
use, it is becoming more difficult to comprehend precisely
how it operates and how data, whether personal or not, is
used. This may be enhanced by, among other measures,
reducing data acquisition. In order to reduce the current
data economy, the European Union, and accordingly, the
Dutch government is striving to develop an alternative
to the current data economy, which relies too much on
vast data collecting and processing [1]. With the Data
Governance Act [2] and the Data Act [3], the European

Commission is pushing a data economy in which user-
friendly systems are the standard for controlling data.
And wherever firms and governments have legal access to
the data they need without obtaining it from parties that
do not respect European principles. With the European
Data Act, the European Union is developing standards
for fair access to and use of non-personal data, including
the right to access data and the ability to readily transfer
data to other parties. The new Data Act addresses gen-
uine rights to access and use data. A new, more privacy-
friendly method of processing data, in which people are
given actual options, does not spontaneously appear. Eu-
ropean citizens will obtain a digital identity that is widely
useable so that they may securely identify themselves in
the digital world and have more control over their own
data - similar to using a passport in the physical world
[4]. These means of identification enable us to estab-
lish our identity. By using digital identification, we can
streamline interactions and save time. Digital identity
tools are presently available from a variety of private and
public suppliers, for instance enabling consumers to uti-
lize online banking or various public services. There are
several levels of security and reliability offered by digital
IDs, the most universal European standard (and solely
used in this paper) is the Level of Assurance provided in
the eIDAS regulation [5]. At the moment, large platforms
allow their users to login to a variety of online services,
like shopping and reading the news, but these logins do
not provide consumers complete choice over the infor-
mation they submit to identify themselves with online
services. These means of identification provided by Big
Tech control most of the market share [6] and induce pri-
vacy issues [7]. Although the European Commission has
not set a strict release date for the new European digital
identity, the first toolbox to experiment with implemen-
tation should be released by 30 October 2022 [8]. The
most innovative aspect of the new regulation with regard
to the new European digital passport is that everyone will
be entitled to a European Digital Identity Wallet that is
recognized by all Member States. However, there will not
be any obligation either. The European Digital Identity
Wallet will be designed as a Self-Sovereign Identity Wallet
where users choose to disclose their personal information
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with online services, enabling people to digitally identify
themselves, as well as store and manage identity data and
official documents in an electronic format. These may
include a driver’s license, a prescription, or educational
certification. With the wallet, users will be able to ac-
cess internet services, transfer digital documents, or sim-
ply confirm a certain personal trait, such as age, without
disclosing their identity or other personal information.
While the European Digital Identity will be required to
be recognized by public services and some commercial ser-
vices, its security characteristics entice all private service
providers to recognize it for services that demand rigor-
ous authentication, opening up new economic prospects
which could lead to a 3 to 13% increase of GDP by 2030
if integrated successfully [9]. Three of such potential eco-
nomic prospects is the integration of the Company Regis-
ter from the Netherlands Chamber of Commerce, the Ve-
hicle Registry of the Netherlands Vehicle Authority, and
the Netherlands Personal Records Database. These insti-
tutions will be Qualified Trust Service Providers, and will
serve as an anchor for legal certainty for Dutch persons
and businesses. In this work, we will provide alignment of
notions within Self-Sovereign Identity, eIDAS, and EBSI,
provide a framework for eIDAS and EBSI integration in
a Self-Sovereign Identity environment such as the coming
European Digital Identity Wallet, and implement a use
case in collaboration with the Netherlands Chamber of
Commerce, Netherlands Vehicle Authority and the Per-
sonal Records Database.

2 Problem Description

In utopia an user would have full control, independence
and access over all their data where their rights are pro-
tected, sharing of data is done minimally and with con-
sent. Nonetheless, the system should be transparent, in-
teroperable, portable and persistent [10]. This vision with
regard to identity is often seen as the preeminent Self-
Sovereign Identity (not all opinions are aligned on this
matter [11, 12]), where people or organizations have ex-
clusive ownership of their digital and analog identities,
as well as control over the sharing and use of their per-
sonal data. Aforementioned, the European Commission
envisions a similar perception with the upcoming Euro-
pean Digital Identity wallet [13]. However, the steps that
should be taken from the current means of identification
and authentication to a fully operational Self-Sovereign
Identity, such as the European Digital Identity, have a
steep slope. Below is a list of the current challenges in
the field of Self-Sovereign Identity and the application
thereof [14].

1. Protocols, practices, and rules pertaining to data
management, data interchange, and user experience
should be created and executed with care. The sys-
tem should be user-centric, compliant to regulations,

and consistent with the Privacy by Design and Se-
curity by Design principles.

2. In the Self-Sovereign Identity paradigm, the users
are responsible for key-management and the accom-
panying risks. Numerous examples exist in which
users have lost their cryptographic keys, resulting
in the loss of vital data [15] or irretrievable capital
[16]. Resolving the core management needs of the
Self Sovereign Identity architecture is a prerequisite
for the widespread adoption of Self Sovereign Iden-
tity. Where dependence on decentralized key custo-
dians is one solution to the difficulty of key manage-
ment [17].

3. The user’s consent must be significant, unambigu-
ous, explicit, well-formed, freely granted, and de-
scribe clear choices. This procedure is difficult to
implement and validate using existing identification
models. In addition, requiring users to accept to
several privacy rules and data sharing practices has
resulted in a phenomenon known as consent fatigue
[18], in which the user is inundated with privacy
alerts. Furthermore, consent management, presen-
tation, and enforcement should be considered.

4. Distributed ledger technology is the foundation of
many Self-Sovereign Identity systems. Certain dis-
tributed ledgers are public, enabling any entity to ac-
cess or write to the ledger, whilst others are permis-
sioned and only let a limited number of allowed en-
tities to read or write new data into the ledger. The
permissioned method runs the danger of developing
a centralized and censored architecture comparable
to an oligopoly among the few permitted entities if
it is not properly constructed [19, 20]. The permis-
sionless and public paradigm, on the other hand, are
susceptible to assaults prevalent in open distributed
ledger systems [21].

5. It is essential to recognize and communicate the
necessary level of decentralization required to meet
the preceding mentioned Self-Sovereign Identity vi-
sion. Certain identity management processes, such
as identity claim issuance, identity search, and safe
data storage, may rely on centralization and trusted
intermediates to varying degrees. Some implemen-
tations of Self-Sovereign Identity give considerable
power in the hands of a small number of trusted
entities that must adhere to a shared contractually
binding trust structure, possibly making these enti-
ties the network’s weakest link. An example is of a
governance system using machine-readable showing
several problems in the past [20]. Efforts to find the
optimal balance between centralization and decen-
tralization should be considered.

6. The underlying Self-Sovereign Identity network may

2



be safe, resilient, and decentralized. Nevertheless,
the means for establishing trust among the entities
and the trust in data, including the verified creden-
tials transmitted, must be meticulously constructed.
Data validation may call for a trusted party external
to the blockchain network.

7. As a new identification model, Self-Sovereign Iden-
tity necessitates a number of system architectural
improvements. Important to the success of Self-
Sovereign Identity are dependent on the appropri-
ate technology stacks, deployment methods, user ex-
perience considerations and operating procedures.
Proper design measures must be made to prevent
the fate of several other valuable breakthroughs, e.g.
Pretty Good Privacy [22], which, although being a
helpful technology, has not attained the desired level
of widespread adoption [23].

8. Self-Sovereign Identity is a relatively new venture
with a growing ecosystem, but with limited knowl-
edge on the revenue model [24], and there are user-
acceptance concerns [25]. The adoption of new tech-
nology by users relies on service providers’ support,
and vice versa, which might result in the chicken-
and-egg dilemma in the Self-Sovereign Identity eco-
nomic model.

Altogether, there is enough work to be done to lead Self-
Sovereign Identity to a successful implementation. In
this work the scope will be narrowed to an European
Self-Sovereign Identity use case including interoperabil-
ity of the European Blockchain Services Infrastructure
(EBSI) which is a permissioned peer-to-peer network of
nodes that operate a blockchain-based services architec-
ture. The next Chapter contains relevant literature and
the background necessary to fully comprehend this pa-
per. In Chapter 4, a framework will be devoted to ad-
dress to the aforementioned issues of Self-Sovereign Iden-
tity. Chapter 5 will provide a State-of-the-Art of the eI-
DAS regulation with regard to the technical implemen-
tation of identification and authorization on the highest
level of assurance. Furthermore, this Chapter will give
an overview and expectation of the coming revised eI-
DAS regulation, i.e. eIDAS2. Furthermore, Chapter
6 will entail the details of the infrastructure necessary
to develop a trustworthy Self-Sovereign Identity imple-
mentation, consisting of TrustChain, IPv8 and EBSI.
Thereafter, Chapter 7 elaborates on the anchors of trust
needed to make the Self-Sovereign Identity ecosystem
trustworthy. Specifically, these anchors are the Nether-
lands Chamber of Commerce’s Business Register (KVK
Handelsregister), Netherlands Vehicle Authory Vehicle
Register (RDW kentekenregister) and the Dutch Personal
Records Database (BRP). Consecutively, as mentioned
as the first challenge in Self-Sovereign Identity, protocols
and practices are needed. Accordingly, in Chapter 8 an

EBSI implementation at the Dutch Chamber of Com-
merce and Netherlands Vehicle Authory is realized and
discussed. Providing a template for integrating Qualified
Trust Service Providers in the EBSI. Lastly, in Chapter
9 a conclusion is drawn and future work is discussed.
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• Implement decentralized identification with eIDAS
level high assurance.
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