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Scan of wim.usgs.gov

Scan details

Scan information

Start time 20/04/2018, 18:02:12
Start url wim.usgs.gov
Host wim.usgs.gov
Scan time 18 minutes, 26 seconds
Profile Full Scan

Threat level

Acunetix Threat Level 2

One or more medium-severity type wulnerabilities have been discovered by the scanner. You should investigate each of these
wulnerabilities to ensure they will not escalate to more severe problems.

Alerts distribution

Total alerts found 47
© High

Medium 2
@ Low 1

@ Informational 44



Alerts

Slow HTTP Denial of Service Attack
Affected item Web Server
Affected parameter

Request

Vulnerable Javascript library

Affected item /oldsite/js/jquery-2.1.3.min.js
Affected parameter

Request

GET /oldsite/js/jquery-2.1.3.min.Jjs HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/oldsite/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Clickjacking: X-Frame-Options header missing

Affected item Web Server
Affected parameter

Request

GET / HTTP/1.1

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /1.3.20
Affected parameter

Request

GET /1.3.20 HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/1.3.20/

Cookie:  cfduid=dbl91295fd481654aaabtbadb9a5d692ddl524247348;
AWSALB=P1dMHvZLpjSP1la81l4LKUMrDjATMI9I1i+7fCIu7cxebkwKrEu7TQVxVXI3KgMuxvKrHvAJpOCYTmgIEqu36k6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;
HASH_AWSALB=EED5519A998OEOF6BFF3COOA964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links
Affected item /1.5.0-rc.2
Affected parameter

Request



GET /1.5.0-rc.2 HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/1.5.0-rc.2/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /applications.html
Affected parameter

Request

GET /applications.html HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/applications.html

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item [arcgis/rest/services/BadRiver/INPUTS/MapServer
Affected parameter

Request

GET /arcgis/rest/services/BadRiver/INPUTS/MapServer HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/arcgis/rest/services/BadRiver/INPUTS/MapServer/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /ask
Affected parameter

Request

GET /ask HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/ask/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links
Affected item /badriver/Inputs/index.html
Affected parameter

Request



GET /badriver/Inputs/index.html HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/badriver/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /badriver/NewDataW orth/index.html
Affected parameter

Request

GET /badriver/NewDataWorth/index.html HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/badriver/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /badriver/Results/index.html
Affected parameter

Request

GET /badriver/Results/index.html HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/badriver/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /badriverreview
Affected parameter

Request

GET /badriverreview/ HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/badriverreview

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links
Affected item /cbra

Affected parameter

like Gecko)

like Gecko)

like Gecko)

like Gecko)



Request

GET /cbra HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/cbra/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item [colors
Affected parameter

Request

GET /colors HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/styleguide/

Cookie:  cfduid=dbl191295fd481654aaabba5b9a5d692dd1524247348;
AWSALB=P1dMHvZLpjSP1la8l14LKUMrDIATMI9Ii+7fCJIJu7cxebkwKrEu7TQVxVXI3KgMuxvKrHVAJpOCYTmgIEgqu36k6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;
HASH_AWSALB=EED5519A9980EOF6BFF3COOA964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /css/common.css
Affected parameter

Request

GET /css/common.css HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/css/common.css

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /css/custom.css
Affected parameter

Request

GET /css/custom.css HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/css/custom.css

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*



Broken links

Affected item /css/hover-min.css
Affected parameter

Request

GET /css/hover-min.css HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/css/hover-min.css

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /css/wim_styles.css
Affected parameter

Request

GET /css/wim styles.css HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/css/wim styles.css

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /Decadal
Affected parameter

Request

GET /Decadal HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/Decadal/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /fim
Affected parameter

Request

GET /fim HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/fim/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

like Gecko)

like Gecko)

like Gecko)

like Gecko)



Broken links

Affected item [FishVis
Affected parameter

Request

GET /FishVis HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/FishVis

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item [foia
Affected parameter

Request

GET /foia HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/foia/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /forms
Affected parameter

Request

GET /forms HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/styleguide/

Cookie:  cfduid=dbl191295fd481654aaabbabb9a5d692dd1524247348;
AWSALB=P1dMHvZLpjSP1la8l4LKUMrDjATMmI9Ii+7fCIJu7cxebkwKrEu7TQVxVXI3KgqMuxvKrHVvAIpOCYTmgIEgqu36k6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;
HASH_AWSALB=EED5519A998OEOF6BFF3COOA964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /grid
Affected parameter

Request

GET /grid HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/styleguide/

Cookie:  cfduid=dbl191295fd481654aaabba5b9a5d692dd1524247348;



AWSALB=P1dMHvVZLpjSP1la814LKUMrDjATMO9Ii+7fCJu7cxebkwKrEu7TQVxVXI3KgMuxvKrHVAIpOCYTmgIEgu36k6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;

HASH AWSALB=EED5519A9980EOF6BFF3C00A964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /IEContentLoaded
Affected parameter

Request

GET /IEContentLoaded HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/IEContentLoaded/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /NorEaST
Affected parameter

Request

GET /NorEaST/ HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/NorEaST

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /noreast/js/jquery-2.1.3.min.js
Affected parameter

Request

GET /noreast/js/jquery-2.1.3.min.Jjs HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/noreast/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links
Affected item /noreast/js/main.js
Affected parameter

Request



GET /noreast/js/main.js HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/noreast/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /p/swfobject
Affected parameter

Request

GET /p/swfobject HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/p/swfobject/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /sigl
Affected parameter

Request

GET /sigl HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/sigl/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item [sigl/7
Affected parameter

Request

GET /sigl/7/ HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/sigl/7

Cookie:  cfduid=dbl191295fd481654aaabba5b%9a5d692dd1524247348;
AWSALB=P1dMHvVZLpjSP1la814LKUMrDjATMO9Ii+7fCJu7cxebkwKrEu7TQVxVXI3KgMuxvKrHVAIpOCYTmgIEgu36ke6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;

HASH AWSALB=EED5519A9980EOF6BFF3C00A964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links



Affected item [site/resources/scripts/onload
Affected parameter
Request

GET /site/resources/scripts/onload HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/site/resources/scripts/onload/
Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /sparrowMRB3/sparrowMRB3mapper.html
Affected parameter

Request

GET /sparrowMRB3/sparrowMRB3mapper.html HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/sparrowMRB3/sparrowMRB3mapper.html

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /ss

Affected parameter

Request

GET /ss HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/ss/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /swirends

Affected parameter

Request

GET /swtrends HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/swtrends/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)

Chrome/41.0.2228.0 Safari/537.21
Accept: */*

Broken links



Affected item /team
Affected parameter
Request

GET /team HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/

Cookie:  cfduid=dbl91295fd481654aaabba5b9a5d692ddl1524247348;
AWSALB=P1dMHvZLpjSP1la8l4LKUMrDjATMmI9Ii+7fCIJu7cxebkwKrEu7TQVxVXI3KgqMuxvKrHVAIpOCYTmgIEgqu36k6/
LrIu7gqVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;
HASH_AWSALB=EED5519A998OEOF6BFF3COOA964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /team.html
Affected parameter

Request

GET /team.html HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/team.html

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /tm/2006/tm6A13
Affected parameter

Request

GET /tm/2006/tm6A13 HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/tm/2006/tm6A13/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /typography
Affected parameter

Request

GET /typography HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/styleguide/

Cookie:  cfduid=dbl91295fd481654aaabba5b9a5d692dd1524247348;
AWSALB=P1dMHvZLpjSP1la814LKUMrDIATMI9Ii+7fCJIJu7cxebkwKrEu7TQVxVXI3KgMuxvKrHVAJpOCYTmgIEgqu36k6/
LrIu7gqVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;

HASH AWSALB=EED5519A9980EOF6BFF3C00A964B11B440796DED



Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item Jui
Affected parameter

Request

GET /ui HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/styleguide/

Cookie:  cfduid=dbl191295fd481654aaabba5b9a5d692dd1524247348;
AWSALB=P1dMHvVZLpjSP1la814LKUMrDjATMO9Ii+7fCIJu7cxebkwKrEu7TQVxVXI3KgMuxvKrHVAIpOCYTmgIEgu36k6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;

HASH AWSALB=EED5519A9980EOF6BFF3C00A964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /wetlands
Affected parameter

Request

GET /wetlands HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/wetlands/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /wim-style-guide
Affected parameter

Request

GET /wim-style-guide/ HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/wim-style-guide

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links
Affected item /WLERA
Affected parameter

Request



GET /WLERA HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: http://wim.usgs.gov/WLERA/

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Broken links

Affected item /wiera/12
Affected parameter

Request

GET /wlera/l12/ HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/wlera/12

Cookie:  cfduid=dbl91295fd481654aaabbadb9a5d692ddl524247348;
AWSALB=P1dMHvZLpjSPla814LKUMrDjATm99Ii+7fCIu7cxebkwKrEu7TQVxVXI3KqMuxvKrHVvAJpOCYTmgIEqu36k6/
LrIu7qVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;
HASH_AWSALB=EED5519A998OEOF6BFF3COOA964B11B440796DED

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Email address found
Affected item Web Server
Affected parameter

Request

Error page web server version disclosure

Affected item Web Server
Affected parameter

Request

GET /x9zocjihGY HTTP/1.1

Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Possible username or password disclosure

Affected item /styleguide/css/style.min.css
Affected parameter

Request

GET /styleguide/css/style.min.css HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://wim.usgs.gov/styleguide/

Cookie:  cfduid=dbl191295fd481654aaabbabb9a5d692dd1524247348;
AWSALB=P1dMHvZLpjSP1la81l4LKUMrDjATMI9Ii+7fCIJu7cxebkwKrEu7TQVxVXI3KgMuxvKrHVAIpOCYTmgIEgu36k6/
LrIu7gqVIxA/dZ2I973HQhGt7UOfbRAk3XUOAYFO;

HASH AWSALB=EED5519A9980EOF6BFF3C00A964B11B440796DED



Host: wim.usgs.gov

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*



