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• Open-source Software Collaboration：
• Share knowledge
• Identify and fix bugs
• Deliver promptly

• Workload Increased Massively ：
• Manage communication with contributors
• Review source code
• Handle contributor license
• Discuss issues
• Explain project guidelines
• Run tests and build code
• Merge pull requests

INTRODUCTION



• What is Open-Source Software Bots?
• Serving various roles in social coding platforms, are crucial in automating 

tasks and facilitating interactions.[1]
• A task-oriented bot responsible for automating well-defined tasks on 

GitHub repositories. A GitHub bot behaves similarly to a human user, 
serving as an interface between users and services.[2]

• e.g., Googlebot(ensuring license agreement signing),pdf.js test(running 
automated tests)
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INTRODUCTION

• Open-source Software Bots Problem：
• Impersonation
• Information overload
• Bias
• e.g., Maldeniya investigated the composition and operation of virtual, 

loosely-knit teams. They excluded the activities of automated accounts.
• Identifying Bots Challenges：
• Trigger through a platform's API or directly on the platform's website
• Complexity of their functions and dual roles : social characteristics and 

collaborate in software development
• Accounts may display characteristics indicative of both automated bot 

behavior and human behavior.



INTRODUCTION

• Evaluating OSS Bot Detection Datasets And Models Problems：
• Dataset lack of currency:Bodegha dataset original 5000 accounts 

included, only 2976 could be located via GitHub search. 128 bot 
accounts
• Different datasets may lack sufficient evaluations

• Motivation：
• Data Cleaning
• Expanded Bot Research
• Platform Maintenance



INTRODUCTION

• BotHawk: An Approach for Bots Detection in Open-Source 
Software Projects
• A ground truth dataset:19779 rows, 17 features
• Categorized OSS bots according to their behaviors
• Ensenble Model:State-of-the-art OSS bot detection methods
• OSS Bot Detection Tool and Service

• Solve the Problem：
• How to created a standard groud truth dataset for bot detection.
• What are the categories of behavior patterns for bot accounts
• How effective is our approach compared to the state-of-the-art?
• What features are the best indicators of bot accounts detection?



RELATED WORK
• Taxonomy：

• Lebeuf
• 3 dimensions, 22 aspects.
• Include the bot's environment, internal properties 

exhibited, the interaction between the bot and its 
environment. 

• Problem: their taxonomy is relatively complex 
for bots in the open-source domain

• Erlenhov 
• Identified the characteristics of DevBots (robots 

that support software development) by applying 
an aspect-based taxonomy.

• Problem：limited to bots that support software 
development and does not extend to the entire 
domain of open-source software robots.

• Wessel
• Acquired 351 popular open-source projects 

and detected 93 of them (26%) 
• Categorized into various functions, such as 

"Ensuring License Agreement Signing" and 
"Reporting Continuous Integration Failures." 

• Problem: their classification method is less 
useful for identifying bots using automated 
tools



RELATED WORK
• Datasets for Bot Detection and Feature extraction：

• Golzadeh
• 36K software package registries
• 5,000 GitHub accounts, with 4,473 pertaining to human 

accounts and 527 to robot accounts
• Problem: their features are limited, primarily using 

comment data from issues.

• Zhao - BIMAN
p 461 robot accounts and 13,762,430submissions.
p includes submission metadata, account names, and email 

addresses
p Problem：the account login names for Github accounts 

are absent from the dataset and they lack time-series-
related features.

• Other datasets
p BotHunter: An Approach to Detect Software 

Bots in GitHub
p Effects of Adopting Code Review Bots on Pull 

Requests to OSS Projects
p Problem: not have public tool or model



RELATED WORK
• Algorithms for bot detection：

• BIMAN：studied three machine learning classifiers to recognize commit profile and commit 
comments submitted.

• BoDeGHa：a machine learning-based approach that identifies software robots posting comments 
on issues and pull requests on GitHub by analyzing comment-related features like repetitive 
comment patterns.

• BotHunter：a machine learning-based method to distinguish robot accounts based on 19 pre-
selected features.

Rusult: model F1-score AUC

BoDeGHa 98%

BotHunter 92.4% 98.7%

BIMAN 90%

Bot detection is challenging?



GROUND TRUTH DATASET
• Criterion of Datasets for Bot Detection ：

• Generalization ability : 4 Dataset.  17 Relevant features
• Data extendibility: Seamlessly incorporate new data by GitHub
• Timeliness：Update the labeled data from Open-digger repo



GROUND TRUTH DATASET
• Criterion of Datasets for Bot Detection ：

• Accuracy: Labeling processes, Kappa sore 0.871



GROUND TRUTH DATASET
• BotHawk Dataset：

• 19,779 rows 
• Bot label 756 rows
• 17 features



FEATURE SELECTION

• Bot Behavior Activity Analysis：

• 721 GitHub Apps on the GitHub 
Marketplace as of June 2023

• Behavioral encoding

• Expert validation

• OSS Bot Taxonomy：

• 754 Bot Account + 721 GitHub Apps
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• BotHawk dataset feature：
• 17 Features

• 5 Dimensions

FEATURE SELECTION



• BotHawk dataset feature：
• Account login、Account name、Account 

bio、Account email、Account tag

FEATURE SELECTION



FEATURE SELECTION
• BotHawk dataset feature：

• Number of following、Number of follower

• Counts of activity、Counts of issue、Counts of pull request、Counts of repository、Counts of 
commit



FEATURE SELECTION
• BotHawk dataset feature：

• Text Similarity

p Jaccard Similarity

p Cosin Similarity

p TF-IDF Similarity



FEATURE SELECTION
• BotHawk dataset feature：

• Counts of connection account:
• Median response time
• Periodicity of Activities



CLASSIFICATION MODEL

• Introduction:

• A common approach to binary classification is to use a decision function g(X) that maps the feature 
space to a real number and then applies a threshold T to determine the class label

• Basic Model: Dataset Imbalance



CLASSIFICATION MODEL



RESULT
• Assessment indicators

• Accuracy
• Precision
• Recall
• F1-Score
• AUC

• BotHawk（0.947）、
RandomForestClassifier（
0.639）、SVC（0.536）



Tool And Service

• Website and Service:
• http://139.224.63.134:8000/
• RESTFUL API

• Model and tool:
• https://github.com/bifenglin/BotH

awk



DESCUSSION

• Identifying Bot Accounts:
• BotHawk: Trained on a dataset that includes a wide variety of bot account types, providing 

a more realistic portrayal of bot-related scenarios, and performs exceptionally well.
• BoDeGHa: Excels in identifying bot accounts that exhibit comment-related features but is 

limited to assessing bot behavior within a specific repository, lacking a comprehensive 
perspective.

• BotHunter: Focuses on simplistic features and fails to explore the comprehensive 
behavioral characteristics associated with bots.

BotHawk exhibits outstanding performance in handling datasets that closely emulate 
real-world scenarios, particularly in recognizing CICD and Scanning bots.



DESCUSSION

• Importance of Features:
• 'Tag', 'Number of followers', and 'Number of Issues' show higher levels of importance, 

suggesting a strong positive correlation with the identification performance of OSS bots.



CONCLUSION

• Work：
• A more extensive open dataset on open source bot detection
• Study and categoriy about behavior patterns of OSS bot.
• Find best indicators of bot detection
• A state-of-the-art model of OSS bot detection
• Bot detection tool and service

• Future work:
• Add more features：Graph feature
• Consider more models: GNN
• Multi-label classification task
• More fine-grained recognition tasks：behavior level recognition



THANKS！




