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XRAD @ TECH Declaration

Declaration

THIS DOCUMENTATION IS THE ORIGINAL WORK AND COPYRIGHTED PROPERTY OF XRADIO TECHNOLOGY
(“XRADIO”). REPRODUCTION IN WHOLE OR IN PART MUST OBTAIN THE WRITTEN APPROVAL OF XRADIO AND GIVE
CLEAR ACKNOWLEDGEMENT TO THE COPYRIGHT OWNER.

THE INFORMATION FURNISHED BY XRADIO IS BELIEVED TO BE ACCURATE AND RELIABLE. XRADIO RESERVES THE
RIGHT TO MAKE CHANGES IN CIRCUIT DESIGN AND/OR SPECIFICATIONS AT ANY TIME WITHOUT NOTICE. XRADIO
DOES NOT ASSUME ANY RESPONSIBILITY AND LIABILITY FOR ITS USE. NOR FOR ANY INFRINGEMENTS OF PATENTS
OR OTHER RIGHTS OF THE THIRD PARTIES WHICH MAY RESULT FROM ITS USE. NO LICENSE IS GRANTED BY
IMPLICATION OR OTHERWISE UNDER ANY PATENT OR PATENT RIGHTS OF XRADIO. THIS DATASHEET NEITHER
STATES NOR IMPLIES WARRANTY OF ANY KIND, INCLUDING FITNESS FOR ANY PARTICULAR APPLICATION.

THIRD PARTY LICENCES MAY BE REQUIRED TO IMPLEMENT THE SOLUTION/PRODUCT. CUSTOMERS SHALL BE
SOLELY RESPONSIBLE TO OBTAIN ALL APPROPRIATELY REQUIRED THIRD PARTY LICENCES. XRADIO SHALL NOT BE
LIABLE FOR ANY LICENCE FEE OR ROYALTY DUE IN RESPECT OF ANY REQUIRED THIRD PARTY LICENCE. XRADIO
SHALL HAVE NO WARRANTY, INDEMNITY OR OTHER OBLIGATIONS WITH RESPECT TO MATTERS COVERED UNDER
ANY REQUIRED THIRD PARTY LICENCE.
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1 Bk

Image bR 5 BT T BRANBRAE [ 1F . R G0 R s R hoxt AR RIS 2, LA A OTA T 2t A oo [ 414 14
SOBANGSAE, #HIE] Image BEHUSEMEAITIRE . BESCRIH LUFRE Image BTN IRAIMES I A i3 D RO E AT,
HEFF R T Ml Wl A5 Image MEHRE BRAEA [ 1F .

N IFPEAR Image FRELFIAHICHES, #S8ET SCRS (XR871 Memory Layout Developer Guide) T ffE[b 44T
BRI ANRE . oh, BT OTA Dhieft — R E _LAKH Image Bih, RHAPINAELEYT 7R
41 OTA Thft.

1.1 RS e X

1.1.1 Image X
Image X332 TR 7E Flash X153 SR T A7 B X 38 TP 3% i 2fidid Foem Bl HoAt 07 X 'S Bl
% Image (X3, TTHE SEE R RG T ).

EAEE OTA ThRER), HFEEELE Flash FAEE — Image X1, TFEHSEF prj_config.h 344 AL & Image
(X 45 Ao B AT K/ o

#define PRJCONF IMG FLASH (0)
#define PRJCONF IMG ADDR (0x00000000)
#define PRJCONF IMG SIZE ((1 << 20) - (4 << 10))

% PRICONF_IMG_FLASH A Flash 15 %5 (AR E U275 Flash 3K, H K45 2 Image X3 FT7E 1) E A Flash
W4, % PRICONF_IMG_ADDR £~ Image X3k [fcdn ik, % PRICONF_IMG_SIZE 37~ Image X1 K/IN,
B DA B =N 22 m] AR E — ) Image X35,

TE% & OTA THRERT, F5EALE Flash LFEE A Image X3, HAZE—A Image XA/t _Fid =N Hi5E o
A Image XIRA/NEE— Image X3 K/METF],  [FIFEE %2 PRICONF_IMG_SIZE i€ . 25—/ Image
X3k 1) Flash ¥ &5 AR MG bE @ IS S image.cfg AL B, FCERFIWF:

"OTA" :{"flash": "1", "addr": "0x00100000"},
R =A™ Image X3k 55— Image XIHAEAH A A Flash 4%, ML & AT &1L N
"OTA" :{ "addr": "0x00100000"},

1.1.2 Image sequence

SCRF OTA ThaeRts, ZRTE Flash A A Image X IHCRAZE /4 . Image sequence H T-48 & A5 [A] Image X35
FIE . Image sequence 7EACHS F1E AN T -
typedef enum image sequence {

IMAGE SEQ 1ST = O,
IMAGE SEQ 2ND = 1,
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IMAGE SEQ NUM = 2,
} image seq t;

1.1.3 Section ID

MICHES (XR871 Memory Layout Developer Guide) H11] L& E|, —/~ IMAGE 1% /> Section ZH1%, —~> Section
A5 T S BB AN bin S, HAT RELE B #5405 3E 1 . Section 1D /&2 4F4™ Section HME—H71H . Image B HEHE Section
ID $REXF B[] Section LA K Section P bin. T ELES [l £ 7 ¥ Section ID 3K H [E{-HC B X image.cfg, 1t
i ) Section ID & SLAESCHE image.h FF ORBIAITR ),  RLARIEIX F A4b e SR — 80

#define IMAGE BOOT_ ID 0xA5FF5A00)
#define IMAGE APP ID 0xA5SFE5A01)
#define IMAGE APP XIP ID 0xASFD5A02)

(
(
(
#define IMAGE NET_ID (OXA5FC5A03)
(
(
(
(

#define IMAGE NET AP ID 0xA5FB5A04)
#define IMAGE WLAN BL_ID 0xA5FA5A05)
#define IMAGE WLAN FW ID 0xA5F95A06)
#define IMAGE WLAN SDD ID (OxAS5F85A07)

1.1.4 Segment

A4 R M T L bin SCEEAZ LLAN, FEREAS bin SCHRTIEREIN T — MK 64 ANFEATHIELES, 4 bin
AR RSB LB EIE (5 E . Segment HRTEE Section H11)3L¥ (HEADER). bin ({4 £ (BODY)
2B (TAILER). Segment 7E (A} image.h HH )& LU F -

typedef enum image segment {
IMAGE SEG HEADER = 0,
IMAGE SEG BODY = 1,
IMAGE_SEG TAILER =
} image seg t;

|
N
~

1.1.5 Image validity

£ Section HEADER 3% | HEADER #5431 SR NA1, L2 BODY JiIl TAILER #5753 #) S iAo [ B0 56 1)
45 H Image validity %7, E3CfF image.h 15 AR
typedef enum image validity {

IMAGE INVALID =0,

IMAGE VALID = 1,
} image val t;

1.2 Image 5 OTA

OTA ZHREAIFIAE S HL G SLIIT ) FT AN Image BESREE (9922 L3R5 - 28 E ZAFE M A Image XIRIfir &
K/INEL K Bootloader X3 K /N5 ..
typedef struct image ota param ({

uint32 t flash[IMAGE SEQ NUM];
uint32 t addr[IMAGE SEQ NUM];
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uint32 t image size;
uint32 t ©boot size;
} image ota param t;
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2 1% FH 15 BH

2.1 RIS E

HRAEES %

sdk-code/include/sys/image.h

sdk-code/src/image/image.c

2.2 EOUH

TIHX Image BEBRPR AL 1HE AT ) EUEHT

1. WG Image i, TERGURZI . i NS4 flash. addr Fll size R/~ —A> Image X1 Flash 15
%5 1E Flash GGG HHEAT X IR/

void image init (uint32 t flash, uint32 t addr, uint32 t size);

2. AIUEAK Image FEER .

void image deinit (void);

3. FRHX OTA THEEWIMAILIIZHL, 4% I AE Image BERAIUGL 2 Ja A RE M - HI NS % param 72 OTA Zhfg
QUL GEER ey AR NS R

void image get ota param(image ota param t *param);

4. WEMIKRG RS MEE F) Image sequence. F T OTA DIfESR &€ LR ) WA Image X351 1 [i]
o FINZEL seq KR PTIEFEE £F) Image sequence.

void image set running seg(image seq t seq);

5. FREUIK RG0S 3) Com#c A & 44 Image sequence. i NS4 seq »2 H T 3KE[E £ Image sequence [
ekt .

void image get running seq(image seq t *seq);

6. FRELCIN#RAE R b £F i 52 Section ) HEADER 1E Flash FRACIEHIIE . S NS5 id NHE %E [ Section ID.
PAT I, IR EIAVEMbE SATRIE, IR [EITE A AL IMAGE_INVALID_ADDR.

uint32 t image get section addr (uint32 t id);
7. BEHCC AR R E IR . A S id M seg I T4 € A& Section Il Segment, HiiAZ

H offset 7R FTiEE X AR IR HuiE AT 95 € Segment JAREAHBIE RS, NS HL buf A size 3 7R ~iL
HOEAE A7 Buffer MFREHAFT S EOR AR BE o 3R 01 T3 808 (O 1
uint32 t image read(uint32 t id, image seg t seg, uint32 t offset, void *buf, uint32 t size);
8. [r) N AL R AR b 48 e X B N B . BT NS EL id FIl seg H T4 72 LK Section 1 Segment, HiAS
H offset Fun TS X IR IAHBIEA X T4 58 Segment ALUAHIIEII WA, N ZSHL buf F size 73R RE
NEAEAT R Buffer (IFREHAET S HAR K . IR 115 NS (K

uint32 t image write(uint32 t id, image_seg t seg, uint32 t offset, void *buf, uint32 t size);
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9. & Buffer FH5E KEEHE N 16-bit ZINF. FiNZE buf N Buffer [F84F, HiASEL len K R Buffer
A 16-bit ENAIEIEKE . iR [E] 16-bit BN H 45

uintlé t image get checksum(void *buf, uint32 t len);
10. #2356 HEADER #4311 16-bit ZNAT. % NS $2 HEADER S5 RJRIIFE4EN . 16-bit BMAR @, iR A|
IMAGE_VALID, ;I3 [7] IMAGE_INVALID.

image val t image check header (section header t *sh);

11. K55 BODY il TAILER #43¥] 16-bit SRINFI. fI ASH/Z HEADER S5 MK [1F %5t (HEADER £ & 24T ELxt
[ 16-bit RINAD . %I NZ%L body 1 body_len 43737~ BODY 557 24 1) Buffer ¥R A . i AS 4L
tailer Al tailer_len 4;%)3K 7/~ TAILER #rHHE 1 Buffer FREFFIKE . 16-bit RINAKZ I EIL, & [H
IMAGE_VALID, ;I3 [7] IMAGE_INVALID.

image val t image check data(section header t *sh, void *body, uint32 t body len,
void *tailer, uint32 t tailer len);

12. 156 Flash L4685 Image X3 (OTA ZhatA WM E ) Image X380 [E44 1145 7€ Section 1] HEADER.
BODY A TAILER #4711 16-bit ZINA1. Hi NZ% seq A id 45 7€ Image [XIHA1 Section. 16-bit Z NI LK
i#iL, iR[Al IMAGE_VALID, 75i%[A] IMAGE_INVALID.

image val t image check section(image seq t seq, uint32 t id);

13. K5 Flash 35 7E Image X3 (OTA ZhaeH PN s E 441 Image X380 [E{4-¥I BT A Section [1) HEADER.
BODY Al TAILER #4rH 16-bit ZINAl. HIASE seq FEE Image X1, 16-bit EMAL K@, &[Al
IMAGE_VALID, ;I3 [7] IMAGE_INVALID.

image val t image check sections (image seq t seq);

2.3 fE R

I /2 bootloader 111 Image Mt I T
1. WIUEA Image FRBR,

image init (PRJCONF IMG FLASH, PRJCONF IMG ADDR, PRJCONF IMG SIZE);

2. ZRELOTA Thfielaatb i 24

image get ota param(&param);

3. R4 OTA ThEEWIAEAL S B IWZ 15 5CHF OTA ThRE, JEHEINEMES Image XIRAIE )5, ¥ & Image

sequence.

image set running seq(*image seq);
4. M Flash H1i52HL IMAGE_APP_ID X} Section H HEADER, JfE:%: HEADER ] 16-bit EHNF1.

image read (IMAGE APP ID, IMAGE SEG HEADER, 0, &sh, IMAGE HEADER SIZE);
image check header (&sh);

5. M Flash H1i2HU IMAGE_APP_ID %M. Section ] BODY (Bl bin SCA-44), 31846 BODY 1) 16-bit &A1,

image read (IMAGE APP ID, IMAGE SEG BODY, 0, (void *)sh.load addr, sh.body len);
image check data(&sh, (void *)sh.load addr, sh.body len, NULL, O)

6. VIUELL Image FRHR,

image deinit();
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