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XRAD @ TECH Declaration

Declaration

THIS DOCUMENTATION IS THE ORIGINAL WORK AND COPYRIGHTED PROPERTY OF XRADIO TECHNOLOGY
(“XRADIO”). REPRODUCTION IN WHOLE OR IN PART MUST OBTAIN THE WRITTEN APPROVAL OF XRADIO AND GIVE
CLEAR ACKNOWLEDGEMENT TO THE COPYRIGHT OWNER.

THE INFORMATION FURNISHED BY XRADIO IS BELIEVED TO BE ACCURATE AND RELIABLE. XRADIO RESERVES THE
RIGHT TO MAKE CHANGES IN CIRCUIT DESIGN AND/OR SPECIFICATIONS AT ANY TIME WITHOUT NOTICE. XRADIO
DOES NOT ASSUME ANY RESPONSIBILITY AND LIABILITY FOR ITS USE. NOR FOR ANY INFRINGEMENTS OF PATENTS
OR OTHER RIGHTS OF THE THIRD PARTIES WHICH MAY RESULT FROM ITS USE. NO LICENSE IS GRANTED BY
IMPLICATION OR OTHERWISE UNDER ANY PATENT OR PATENT RIGHTS OF XRADIO. THIS DATASHEET NEITHER
STATES NOR IMPLIES WARRANTY OF ANY KIND, INCLUDING FITNESS FOR ANY PARTICULAR APPLICATION.

THIRD PARTY LICENCES MAY BE REQUIRED TO IMPLEMENT THE SOLUTION/PRODUCT. CUSTOMERS SHALL BE
SOLELY RESPONSIBLE TO OBTAIN ALL APPROPRIATELY REQUIRED THIRD PARTY LICENCES. XRADIO SHALL NOT BE
LIABLE FOR ANY LICENCE FEE OR ROYALTY DUE IN RESPECT OF ANY REQUIRED THIRD PARTY LICENCE. XRADIO
SHALL HAVE NO WARRANTY, INDEMNITY OR OTHER OBLIGATIONS WITH RESPECT TO MATTERS COVERED UNDER
ANY REQUIRED THIRD PARTY LICENCE.
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xrap €2 Tech
1 BRI

1.1 i 4

Mbedtls 37— nas4H4E, 4% SSL/TLS @{SHEE. TCP/IP B S, my Akt
RNG #Ht, Cipher filt, PK fid, X.500 #idk, I Hix Lokt n] DL i Be B SO dE TS fd
Fl. SSL/TLS bR (Lafh 22 4 HESL, TCP/IP B R ML R Z MBS 10, Hash i At
HI5E; RNG BB HERENLEL; Cipher BIBRFEMEXI AR N 5% X509 HEHHIESAHCHE: .

XR871 B AH A<y mbedtls2.2.0, 4 7 T A58 PREFE 2 2 e ik g5 . MR,
£ mbedtls 452 F1PE 1A B XCHIE 50085 8 5 e Al 1k — B i3, ASO B R i D T
FRARMIA AR . RT3 F5oR, 130 T LA EL#E I ] mbedtls $2 8L JE4GE 1, JRAXAD
et T RERNFIRER S,

1.2 R E
MBEDTLS source sdk/src/net/mbedtls-2.2.0
header sdk/include/net/mbedtls

= 1-1 mbedtls 344
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2 BREE O

MBEDTLS mbedtls_socket mbedtls_sock* mbedtls_socket(int nonblock)

Purpose : Q&M% E R .
Param : nonblock: JERHZERE
Returns : i&[8] | R 3C4a%F

mbedtls_init_context = mbedtls_context* mbedtls_init_context(int client)
Purpose : g tls R,
Param: client: 4TRSS NZ ) v B IR 25 i o
Returns : #&[A] tls FF3C

mbedtls_deinit_conte void mbedtls_deinit_context(mbedtls_context *context)

& Purpose : Bl tls bR 3o
Param: context: tls | N CHgET
Returns : G

mbedtls_closesocket int mbedtls_closesocket(mbedtls_sock* fd)
Purpose : B4 E R .
Param: fd: M T CHRER
Returns : JR[EPIRZES (0: ok)

mbedtls_config_conte int mbedtls_config_context(mbedtls_context *context, void *param, int verify)

. Purpose : FCE tls b T 3.
Param: context: tls |- N 4Rl
param: {8 %42 5 (server/client) [HI¥gEl
verify: IEFRIRAR
Returns : JR[EPIRZES (0: ok)
mbedtls_handshake int mbedtls_handshake(mbedtls_context *context, mbedtls_sock* fd)
Purpose : #U1T tls 2 F-IifE .
Param: context: tls I~ C4REF
fd: 2% E R SCHRET
Returns : IR [FPIRZS (0: ok)
mbedtls_send int mbedtls_send(mbedtls_context *context, char *buf, int len)
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Purpose : A I%EHHE

Param: context:tls I~ XfR%E

buf: &i% buffer FI¥E%F
len: AIRHHR A

Returns : IR [FPIRZS (0: ok)
mbedtls_recv int mbedtls_recv(mbedtls_context *context, char *buf, int len)

Purpose : FZUCEHE -

Param: context: tls I~ C4REF

buf: HUL buffer 15 E
len: FZUK buffer I &

Returns : 3 [EI4ZIS ) 7T K 2
mbedtls_recv_pendin  int mbedtls_recv_pending(mbedtls_context *context)
& Purpose : T2 il tls JZ%) T AR e B Hds

Param: context: tls I~ 484

Returns : &[] 215K

mbedtls_connect int mbedtls_connect(mbedtls_context *context, mbedtls_sock* fd, struct
sockaddr *name, int namelen, char *hostname)

Purpose : B4 i%Hz .

Param: context: tls | N CHREF
fd: 2 A4S BT
name: f55 4 sockaddr
namelen: name HKCJE
hostname: server [1J35 %

Returns : JR[EPIRZES (0: ok)

mbedtls_accept int  mbedtls_accept(mbedtls_context *context, mbedtls_sock *local_fd,
mbedtls_sock *remote_fd)

Purpose : BidER.

Param : context: tls |-~ C#REN
local_fd: A< £% |~ 3¢
len: C¥i 2% | F L

Returns : i [ JE# FPRA
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3 B O BIFE

AT LA A O RG], FREE: DA 51k R, SRS B S ARUD, ANEEEEZEAT - shttpd
5 httpclient AR [ 22 A AL FALH], #0221 Eib B O R seil, 523 7 A3 HTTPMbedTLSWrapper.c. io_ssl.c
HE ISR

HR: AFASHBR mbedtls FAEABEOKWMEH, AXBRHEFTUSEET FLH
(sdk/src/net/mbedtls-2.2.0/programs/ ).

3.1 HAHRE
B R L F X
B

/0 B ZE ) 4% _EF ST
mbedtls sock*netfd = mbedtls socket (0);

IR 55 4% -

/1B BH ZE F M 2% | 7R ST

mbedtls sock remote fd;
mbedtls sock*local fd = mbedtls socket (0);

B BIEIEHIATE ts BRI

B i«

J/BVEEFFRIUEAL tIs & i bR S
mbedtls context *pContext = (mbedtls context *)mbedtls init context (0);

Hi 55 45 -

/B IR tls 55 8% £ 3L
mbedtls context *pContext = (mbedtls context *)mbedtls init context(1);

W= WE s BT

B i :
J/BCE tls & bR 3¢
if ((ret = mbedtls config context (pContext, (void *) &client param,
MBEDTLS SSL CLIENT VERIFY LEVEL)) = 0) {

HC ERR(("https: config failed.."));
return -1;
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Hi 55 45 -

//CE tls F ) bR 3
mbedtls config context(ssl context, (void *) &server param,
MBEDTLS_ SSL_SERVER VERIFY LEVEL);

ERE: L% 05 o5 & & ZANEB 2 HRA RN, 1§25 BARAH.
2% i 55 5% A E B I IE R GE W R AR, RS ae A B e R AR 7 s AOAE F
EUpI I VACEA

P i
[/EFE RS2
if ((ret = mbedtls connect (pContext, (mbedtls sock*) &net fd, ServerAddress,
namelen, hostname)) != 0) {
HC ERR(("https: connect failed.."));
return -1;
}
55 2%
% N R

et = mbedtls accept (mbedtls context *context, mbedtls sock *local fd,
&remote fd);

B T

[/ PAT IR TR
if ((ret = mbedtls handshake (g pContext, &g httpc net fd)) != 0)
return -1;

NG RIE RN
/1 RE K

if ((ret = mbedtls send(g pContext, buf, len)) < 0)
return -1;

/YR

if ((ret = mbedtls recv(g pContext, buf, len)) < 0)
return -1;
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BEP: Bts B

[/ tls R 3

mbedtls deinit context (g pContext);
)P B R
% i

[R5 R 3

mbedtls closesocket (net fd);
R 55 5 -

J/RET 4% 1R

mbedtls closesocket (local fd);
mbedtls closesocket (remote fd);
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4 HAACE

1. @it Makefile HHEC B k0

config-xr-mini-cli.h /13X F client
config-xr-mini-cliserv.h  //>C§F client/server

config-xr-mini-serv.h // 3 #F server

A IR =FhC B AN L S N ER, 7 B R AC B A RC Bk O

2. FBETER T O g E Sk SCfE D

#tdefine MBEDTLS_DEBUG_C k4T ITi%%:

3. Fo B A buffer K/ (A7 FBe B KSR

#define MBEDTLS_SSL_MAX_CONTENT_LEN (6*1024)
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