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XRAD @ TECH Declaration

Declaration

THIS DOCUMENTATION IS THE ORIGINAL WORK AND COPYRIGHTED PROPERTY OF XRADIO TECHNOLOGY
(“XRADIO”). REPRODUCTION IN WHOLE OR IN PART MUST OBTAIN THE WRITTEN APPROVAL OF XRADIO AND GIVE
CLEAR ACKNOWLEDGEMENT TO THE COPYRIGHT OWNER.

THE INFORMATION FURNISHED BY XRADIO IS BELIEVED TO BE ACCURATE AND RELIABLE. XRADIO RESERVES THE
RIGHT TO MAKE CHANGES IN CIRCUIT DESIGN AND/OR SPECIFICATIONS AT ANY TIME WITHOUT NOTICE. XRADIO
DOES NOT ASSUME ANY RESPONSIBILITY AND LIABILITY FOR ITS USE. NOR FOR ANY INFRINGEMENTS OF PATENTS
OR OTHER RIGHTS OF THE THIRD PARTIES WHICH MAY RESULT FROM ITS USE. NO LICENSE IS GRANTED BY
IMPLICATION OR OTHERWISE UNDER ANY PATENT OR PATENT RIGHTS OF XRADIO. THIS DATASHEET NEITHER
STATES NOR IMPLIES WARRANTY OF ANY KIND, INCLUDING FITNESS FOR ANY PARTICULAR APPLICATION.

THIRD PARTY LICENCES MAY BE REQUIRED TO IMPLEMENT THE SOLUTION/PRODUCT. CUSTOMERS SHALL BE
SOLELY RESPONSIBLE TO OBTAIN ALL APPROPRIATELY REQUIRED THIRD PARTY LICENCES. XRADIO SHALL NOT BE
LIABLE FOR ANY LICENCE FEE OR ROYALTY DUE IN RESPECT OF ANY REQUIRED THIRD PARTY LICENCE. XRADIO
SHALL HAVE NO WARRANTY, INDEMNITY OR OTHER OBLIGATIONS WITH RESPECT TO MATTERS COVERED UNDER
ANY REQUIRED THIRD PARTY LICENCE.
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1 Bk

OTA 15y RS- ALAE L [ AF (1 TR . G SCRY H AR U R OTA BEHRAH SCHES A X, NI S
REAEH SDK H1) OTA J7 . OTA HEAE — @ FEfE KM Image B, 5 Image AHICI A 25 AT LS 2% S0
{XR871 Image Developer Guide).

1.1 OTA AZJFE

SDK 1) OTA Jy ST XT A~ Image XAt AT S Fe AR SERURT [ A1 T+, A Image X380~ P

Image [X 18— Image [X 18, —
-~
BC.)Ot Bootloader Boot config
size
app app
Image < net net
size

[E 1-1 0TA HFEAA Image Xig~EE

P Image X A/NHTE, 22154 Image size. Image size N1Z K T B0 EE TS FRIE A Ko 1E4E, Image [X 15
N5 Flash AT #EERHON 55 . Image X 35— B #9555 SE PR [E 1 24 AH 7], 5T Boot size K/ X I/ Bootloader .
Image [X I [ HI Boot size K/INIIX 1A Boot config. Boot size Z i X 15k f) Ecdis 5 52 b [F A s AH /] (R
Image [X 1% 174 Bootloader, Xt N.AZ B N Boot config) . K It OTA J+ZK 5}, Bootloader 145, #5248 IN%Y; Image
[X % —[¥] Bootloader. Bootloader & I 23 FEAE X OTA TH2 8 I 28 B A A DX 32k Fy [ 4 B s

RG: 5 s, In#k Image X3 — ) Bootloader, Bootloader #R 4% Boot config Fic.3%, FIWT /5 S NZMF1 Image
DX 338 1T T A2 540 o

OTA FHER[EFFRY, RGHYE Boot config Iic %, WA K BHT A Image DX I [l 44 o [l 5 8 s B FF A%
IiE L 5, B Hr Boot config, HE S R4R. RS )05 SR B 5 Boot config NEHGHT 1 B 54
SR [ 2 SR R B 56 R W, IAME X Boot config, R4St e shATisR in#k OTA F+ 2% wir 1) [l 44 s
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1.2 MBS E X

1.2.1 Boot config

RS E B, M Boot config SRHUINZELME /S Image [X 435 & 14 1) {5 /2. - Boot config 1 3 LAl 45 # A 2K  ota_cfg_t
B , 45 KRR ota_cfg_t IITEAN R 51 2584 43 71 N ota_image_t Al ota_state_t. ik 3 /N HHEAE image.h
HE TR

typedef enum ota image {
OTA IMAGE 1ST = 1,
OTA IMAGE 2ND = 2,

} ota image t;

typedef enum ota state {
OTA STATE UNVERIFIED
OTA STATE VERIFIED =1,
} ota state t;

|
o
~

typedef struct ota cfg {
ota image t image;
ota state t state;
} ota cfg t;
ota_image_t s& Image X8/ /F 5, OTA_IMAGE_1ST %7 Image [X1#—, OTA_IMAGE_2ND %75 Image [X1% .,
ota_state_t & [HfF AL I IRAS, OTA_STATE_UNVERIFIED FR[E A6 M, OTA_STATE_VERIFIED FR[E AL

U85 878
M Boot config 2L F| ota_cfg_t KRMEHE/G, HPIA I ota_image_t Al ota_state_t FIMEZHA U1

1. OTA_IMAGE_1ST Al OTA_STATE_VERIFIED: f#T CAR I8 i i [ AE A2 T Image X3 —, W RSt J5 30 M Image
X3k —n#[E 2F, OTA FFZFHE#T Image X35 — B[l 1.

2. OTA_IMAGE_1ST il OTA_STATE_UNVERIFIED: Image [X Ik — /)RR 5@, W RG)HSIM Image X 15K
mEkE A, OTA FH2 ST Image [X 35k — [ 14

3. OTA_IMAGE_2ND Al OTA_STATE_VERIFIED: fz T CLAR 568 i ) & 4452 T Image X35k —, | R 48 )5 21 M Image
X3k gk 4, OTA FH FE T Image [X 38— [ [& £F

4. OTA_IMAGE_2ND Al OTA_STATE_UNVERIFIED: Image [X 18 — [ {F ARSEEE, W ARSEIIM Image [X
gk E A, OTA T4 58T Image X 3k — f [&E £F.

1.2.2 OTA protocol

OTA protocol 7~ OTA FHZe iy T~ #E i 7E image.h HHE LU

typedef enum ota protocol ({
OTA PROTOCOL FILE = 0,
OTA PROTOCOL HTTP =1,
} ota protocol t;

2 HI SDK W SZHFiE L Hitp A1 File A BibACT 480
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1.2.3 OTA verify

OTA verify 70 F 8 5E B AF FIREI6 H12 . ARIEELFTE OTA FEAIEES Flash i FE A A 4, 7T KA CRC32.
MD5. SHA1 BY SHA256 Hi2:%} {4 HEAT RS 5

typedef enum ota verify ({
OTA_VERIFY NONE
OTA VERIFY CRC32
OTA_VERIFY MD5
OTA VERIFY SHAl
OTA VERIFY SHA256 =
} ota verify t;

~

S wWw N O
~

~

~

~
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2 1% FH 15 BH

2.1 RIS E

HRAEES %

sdk-code/include/sys/ota.h

sdk-code/src/ota/

2.2 EOUH

IR OTA Mg R 1 BEAT f] 2L ] o

1. VIiHtk OTA Bidk, #IANZE param NYIGHSE L RTEE, VGBS ETEIT Image BLELER AL I 12
Il image_get_ota_param()#f5. S8+ BEAFEH S Image XA E . K/NPL L Bootloader [X 3k /N
B PUTHI, JR[E] OTA_STATUS_OK; 4T, JR[A] OTA_STATUS_ERROR.

ota status t ota init (image ota param t *param);

2. JR¥IUEAK OTA Bibk,

void ota deinit (void);
3. LH Boot config 15 &, 54t JH Bl A {4+ I AR 45 Boot config 15 2+ Image X35 il A ZHHN config
FIFa%Er. PATHELT), IR [A] OTA_STATUS_OK; $H4T4RIM, %[5 OTA_STATUS_ERROR.

ota status t ota read cfg(ota cfg t *cfg);
4. 5 N Boot config {55, FERNT Nk 1 FIR 5 5 58T Boot config 158 . HIASHUN config HIFREN. 1
1T, IR[F] OTA_STATUS_OK; AT, iR[A] OTA_STATUS_ERROR.

ota status t ota write cfg(ota cfg t *cfg);
5. JERFRE T EE M. HASEL protocol JYFIERE N B FEI PR . HIASHL url Dy G B
SENFF. FEUNIN, iR[A] OTA_STATUS_OK; R#kKM, iR[F] OTA_STATUS_ERROR.

ota status t ota get image (ota protocol t protocol, void *url);

6. LR EHIERI T EIE L, RIS R B Boot config 15 5. BIMEANK A HAAL I 520 1%
VA% 4% 1 S 55387 Boot config 15 2 (VEIE S W) « 5i NS5 verify 4R & FIRLES B0 5 NS4 value
O IE R I8 i 8 I AR BRI . AT IS CHRBREIAT I, AN TRRERD, R [A]
OTA_STATUS_OK; HATRIM (8 BREFAT R, AN TR IGA @), IR [F OTA_STATUS_ERROR.

ota status t ota verify image(ota verify t verify, uint32 t *value);

7. BHBZRA

void ota_ reboot (void);
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2.3 fEF 5

2.3.1 RG B3

Tl & &4t )5 )15} Bootloader Hif FH OTA 5 bR422 1) 4511

//HIEEM OTA 153, 24 param BT H 1 image get ota param() K15
ota init (&param) ;

//BE Boot configfE R

if (ota read cfg(&cfg) != OTA STATUS OK) {
------ // HEE b

/ /1R4E Boot config 5 EEH Image X1

if (((cfg.image == OTA IMAGE 1ST) && (cfg.state == OTA STATE VERIFIED))
|| ((cfg.image == OTA IMAGE 2ND) && (cfg.state == OTA STATE UNVERIFIED))) {
*image seq = IMAGE SEQ 1ST; //1EFE Image XiH—

} else if (((cfg.image == OTA IMAGE 2ND) && (cfg.state == OTA STATE VERIFIED

))
| | ((cfg.image == OTAﬁIMAGEilST) && (cfg.state == OTAﬁSTATEiUNVERIFIED) ) )
{
*image seq = IMAGE SEQ 2ND; //IEF Image XK
} else {

""" / / i EE AL ER

2.3.2 FrREH

PL Http BT 2 9, RS [ 2R url 9 http://192.168.1.100/0TA/xr_system.img, J12% [E4F (IR0 R «

char url[] = "http://192.168.1.100/0TA/xr system.img";

/ /i Btep PMICT R IE AR

if (ota get image (OTA PROTOCOL HTTP, url) != OTA STATUS OK) {
...... //'EH%ALI\IE

[ /B, AR IR AT HAMR IS FIER S, A 4% TR B8 Boot config fE R
if (ota verify image (OTA VERIFY NONE, NULL) != OTA STATUS OK) {
...... //'EH%ALI\IE

/I EJRRS

ota reboot ();

2.3.3 ThilF &

OTA FLER CL3R fit Http Al File PIRT BT AREF, BEAME SRR R HAR L. & FEPMLITT 2N
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1. FESCF ota.h Hedy B USCkD 78 3 B 25 ota protocol t.

typedef enum ota protocol ({

OTA PROTOCOL FILE = 0,
OTA PROTOCOL HTTP = 1,
OTA_PROTOCOL XXXX = 2,

} ota protocol t;
2. SEILYT R VRSO FE AR B PRAN EE R L,  [B R R AAE SC A ota_inh HE XN . ]2 Hitp PN
File P 9/ 018 BB B0 S (ota_http.h. ota_http.c. ota_file.h. ota_file.c).

typedef ota status t (*ota update init t) (void *url);
typedef ota status t (*ota update get t) (uint8 t *buf, uint32 t buf size,
uint32 t *recv _size, uint8 t *eof flag);

3. R EMIATPIA [B1 I BR O M 2SI ota.c BRI ota_get_image().

case OTA PROTOCOL FILE:

return ota update image (url, ota update file init, ota update file get);
case OTA PROTOCOL HTTP:

return ota update image (url, ota update http init, ota update http get);
case OTA PROTOCOL XXXX:

return ota update image (url, ota update xxxx init, ota update xxxx get);
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