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1 Introduction

In the past two years since the publication of the Equihash paper there have
been several relevant research and community contributions that warrant a revi-
sion of the algorithm or at least its parameters used in Zcash and several other
crypto-currencies. These advances include: new studies and tradeoffs for the Gen-
eralized Birthday and related problems [10, 7, 4]; dedicated Equihash studies [5,
6, 1]; other research on asymmetric PoWs [2, 3]; theoretical studies of memory
and bandwidth hardness; Equihash code-optimizations (Zcash Mining Contest
and further improvements); dedicated mining hardware for Equihash and other
memory-hard functions.

2 Technical Approach

The following research questions will be studied:

– Parallel sorting algorithms and their hardware implementations.
– Possible FPGA and ASIC optimizations for Equihash (200,9) and other pa-

rameters in the 1-4 GB range.
– For which parameters Equihash offers best ASIC resistance, while still being

mineable on commodity hardware (e.g. most popular GPUs).
– Is Equihash still an adequate solution for ASIC-resistant mining or a new

algorithm would be a better choice.

3 Team and Equipment

The team that would work on the project would consists of PI Alex Biryukov,
and postdoctoral researcher, Dag Arne Osvik. We might use expertise from other
members of CryptoLUX team if necessary. Our implementations will be run on
our own equipment (we have Virtex 5, Zynq and Kintex UltraScale) one more
acquired FPGA and possibly on cloud FPGA services.

4 Evaluation plan

The outcome would be new PoC efficient implementations of Equihash for dif-
ferent parameters, including FPGA implementations. A research paper will be
written (and submitted to a conference) describing this work, including recom-
mended Equihash parameters, their memory footprint and speed; tweaks or ideas
for new algorithms. A reference web-page with these findings will be maintained.



5 Security considerations

This project helps ensure ASIC resistance for Zcash and other Equihash-based
cryptocurrencies.

Security goals and assumptions The main goal is to make mining as decen-
tralized as possible, with as low a barrier to entry as possible. The motivation
would be to slow down ASIC dominance in the mining landscape and make it less
profitable, even if completely barring ASIC is probably impossible. The benefit
would be more decentralization and more time for the community to react to
new ASICs before they completely take over the coin. We probably should note
that skepticism to ASIC-resistance [11] is not a new phenomenon [8, 9] and while
some reservations are valid, there are few new arguments in that discussion. A
relatively new issue with cross-chain mining on commodity hardware is rentable
51% attacks. This is an issue of incentives and cross-chain governance.

The goal is to build a PoW which is computable on general purpose hardware
and ASIC resistant to a factor of 10-100 (compared to 100,000 in non-resistant
PoWs) in terms of performance. General purpose hardware meaning CPU or
GPU, but this can be also consumer-level FPGAs. One of the main goals of this
study would be to check if this is possible with the current Equihash for certain
parameters, a tweaked Equihash, or if neither of them, then with some other
approach.

Thinking of the Equihash mining ecosystem it might be beneficial if different
coins would adopt different Equihash parameters, since this would still allow
relatively simple switching between coins for the GPU (or FPGA) miners, but
a generalized Equihash ASIC miner would be significantly more expensive in
development cost and less efficient than one dedicated to specific parameters.

6 Schedule

We have already started working on this project, and will probably continue
even if we are not selected for funding in this round (however in such a case our
person-month effort would probably be reduced to one person working on this
project). The project would take 9 person months of work, which are divided in
the following way and order:

1. Task: Parallel sorting algorithms and their hardware implementations. Sur-
vey existing algorithms to extract ideas for how to create our own list sorting
algorithms. This includes spreading the work over several FPGAs or ASICs.
Testing on toy models to see advantages of different strategies. (1 PM)

2. Task: Academic literature update. Incorporate relevant tradeoffs and opti-
mizations from the new literature and the community. Explore related prob-
lems, check if it is worth switching to the original GBP problem from the
single list problem. (1 PM)



3. Task: Possible FPGA and ASIC optimizations for Equihash (200,9), (144,5),
(156,5) and other parameters:
– Sorting algorithms adapted to exploit high on-chip bandwidth and re-

duce the effect of limited I/O capacity. (1 PM)
– Tradeoffs to reduce the memory footprint. (1 PM)
– Divide and conquer with multi-chip implementations. (1 PM)

4. Task: For which parameters does Equihash offer the best ASIC/FPGA resis-
tance, while still being mineable on commodity hardware (ex. most popular
GPUs). Exploring the parameters and their effects on our hardware opti-
mizations as well as on software implementations. (2 PM)

5. Task: Is Equihash still an adequate solution for ASIC-resistant mining. Are
tweaks of Equihash necessary or would a new algorithm be a better choice.
If time permits, explore alternatives like MTP and estimate the complexity
of their hardware design. (2 PM)

Industrial timeline (taking into account ”community’s urgent need for clarity
on FPGA/ASIC efficiency of the current parameters, and whether there are plau-
sible Equihash parameters that are robustly GPU-friendly and FPGA/ASIC-
resistant.”):

Faster preliminary feedback on (200,9), (144,5) or other parameters could be
given to projects that are committed to fork (from 2-4 weeks from the time of
the request).

Duration: 6 months. Work effort: 9 PM

Milestones plan We consider the following milestones, where the work would
cover 6 months overall:

– After 1 month Tasks 1 and 2
– After 3.5 months Task 3
– After 5 months Task 4
– After 6 months Task 5

7 Budget

Our budget would be 25,500 USD, which would cover around 9 person months of
work and includes about 3K for FPGA equipment/cloud services. However since
recommended scale is 1-6 months we can scale down our proposal accordingly.
In such case we can implement the parts of the proposal which are seen as the
most pertinent by the review committee/Zcash community. We are also open to
collaboration with related proposal number 25.
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A Q and A

Some relevant questions were raised in ”Issue #25”, and we try to answer them
here.

1. Q: Is a PoW change worthwhile considering that long-term it’d only limit
ASICs to ”2x to 10x” advantage (and that’s assuming we’re ”successful”)?
A: Yes, 1000 or 10 makes a big difference in the time it takes an ASIC man-
ufacturer to conquer the mining space. Putting controls on ASIC dominance
is useful.

2. Q: Is it important that the PoW be asymmetric, and to what extent?
A: Yes. To avoid DOS, support lightweight clients, etc.

3. Q: What’s the maximum acceptable proof size?
A: Good question, depends on many factors.

4. Q: What devices would validation need to be done on?
A: Verification on mobile phones, mining on high end GPUs or consumer
FPGAs?

5. Q: Is it still considered important that it’d be do-able from Ethereum smart
contracts.
A: Probably yes.


