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linux-cve-announce.vger.kernel.org archive mirror

| search | help / color / mirror / Atom feed

Search results ordered by [date|relevance] view[summary|nested|Atom feed]

download mbox.gz: | results only ||| full threads |

. CVE-2024-26626: ipmr: fix kernel panic when forwarding mcast packets

- by Greg Kroah-Hartman @ 2024-03-06 6:46 UTC [4%]

. CVE-2024-26628: drm/amdkfd: Fix lock dependency warning

- by Greg Kroah-Hartman @ 2024-03-06 6:46 UTC [6%]

. CVE-2024-26627: scsi: core: Move scsi_host_busy() out of host lock for waking up EH handler

- by Greg Kroah-Hartman @ 2024-03-06 6:46 UTC [6%]

. CVE-2023-52592: libbpf: Fix NULL pointer dereference in bpf_object__collect_prog_relos

- by Greg Kroah-Hartman @ 2024-03-06 6:45 UTC [6%]

. CVE-2023-52591: reiserfs: Avoid touching renamed directory if parent does not change

- by Greg Kroah-Hartman @ 2024-03-06 6:45 UTC [6%]

. CVE-2023-52590: ocfs2: Avoid touching renamed directory if parent does not change

- by Greg Kroah-Hartman @ 2024-03-06 6:45 UTC [6%]
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Just one bad packet can bring down a
vulnerable DNS server thanks to DNSSEC

"You don't have to do more than that to disconnect an entire
network' E/ Reg told as patches emerge

A Thomas Claburn Tue 13 Feb 2024 23:27 UTC
UPDATED A single packet can exhaust the processing capacity of a vulnerable

DNS server, effectively disabling the machine, by exploiting a 20-plus-year-old
design flaw in the DNSSEC specification.
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We depend on tools to automatically find bugs

FALLVM
‘ ﬁINFRASTRUCTURE
- V LVI | Documentation » Reference » > e
= libFuzzer — a library for coverage-guided fuzz
testing.

oss-fuzz oss-fuzz ~ w All issues ~ Q_ Type=Bug label:clusterfuzz -status:Duplicate, WontFix v £ Signin
1-1000f38361 Next>  List  Grid  Chart SyZbOt | Linux ¥|
D ~ Type ~ Component ~ Status ~ Proj ~ Reported ~ Owner ~ Summary + Labels ~ : . y . N .
#® Open [946] | |= Subsystems| | # Fixed [S111]| | # Invalid [12230]| | # Missing Backports [83]
Out-of-memory in freetype2_fuzzer ClusterFuzz -
17 Bug — Verified freetype2  —

Reproducible

Crash in sqlite3ExprCodeTemp ClusterFuzz

47 Bug —= Verified sqlite3 = epioducible
59 Bug . Verified I Crash in t1_builder_add_point ClusterFuzz Instances [Mpﬁ]:
Reproducible Name Last active Uptime Corpus Coverage (i) Crashes Execs
Heap-buffer-overflow in
62 Bug — Verified libchewing — _Inner_InternalSpecialSymbol ClusterFuzz
Reproducible
i- - now 3h02m 31360 473977 10 769655
64 Bu . Verified T Heap-buffer-overflow in ChewinglsChiAt ClusterFuzz = qemu upstream
9 9 Reproducible ci-gemu-upstream-386 now 2h53m 30998 481789 77 518064
65 Bug = Verified libchewing — Crash in GetUint24 ClusterFuzz Reproducible ci-qemt12-arm32 now 3h1l1lm 19480 28089 3 196968
67  Bug — Verified libchewing — ':jsg:f:s:overﬂow I YESINE G ci-qgemu2-arm64 now  2h36m 9853 15986 1 49283
ca Bug - Verified bl — I:ES:)t(ij\L/‘:i:ze-param in ChewingKillChar ClusterFuzz c1—qem112—arm64—com1yit now 2h48m 9701 15525 47246
g ci-qgemu2-arm64-mte now 3he2m 37199 50867 174128
69 B . Verified libchewing — Heap-use-after-free in GetUint16 ClusterFuzz
ug e Ibchewing Reproducible Ci-qemuz-risc\/64 now 3h09m 381 36935 51 3317
- B . Verified T Floating-point-exception in OpenSymbolChoice ci-upstream—bpf—kasan-gc_e now 14h32m 17911 139168 13 795393

ClusterFuzz Reproducible
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Static Data-flow Analysis Unit Testing

Formal Methods Memory Error Detection
Model Checking Sanitization

Static Symbolic Execution Dynamic Symbolic Execution
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Fuzz Testing

Automatically providing unexpected data to a program

Normal Tests

bash -¢ "echo this is a test"

message="Hello World"; bash -c echo $message

Fuzz Tests

A='() { B <a Kb «c «d e «f «g «h «i «j «k «1 «m; }' :

A=) {xO) {2503 xO {2; } «a; }' bash —c : Shellshock
A='O § ;> [$(30)] { echo hi; id; 3' bash -c : 2014



Fuzz Testing
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How does Fuzzing Work™?

Generate Input Execute Input Find Crashes
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Fuzzing large systems is difficult




Fuzzing large systems is difficult

syzkaller - kernel fuzzer

go report A+ codecov | 63% J GO reference
License Apache 2.0

syzkaller ( [si:z'ko:1lsa])is an unsupervised coverage-guided kernel fuzzer.
Supported OSes: Akaros , FreeBSD, Fuchsia, gvisor , Linux , NetBSD,

OpenBSD , Windows .

~600k Lines of Code to fuzz a single system



Generating Inputs to Large Systems is Difficult

Generate Input Execute Input Find Crashes
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Security Researchers spend effort generating better inputs

Generate Input Execute Input Find Crashes

___// —_— ¢¢ —>@
l
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Reshaping makes large targets conducive to fuzzing with
small modifications to the execution and feedback stages

Generate Input Execute Input Find Crashes

L a(C

l
o®

Collect Feedback



Reshaping: modifying a target to make it conducive to
fuzzing without granular harnesses/grammars
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Reshaping: modifying a target to make it conducive to
fuzzing without granular harnesses/grammars

Grammar: Teaching the fuzzer to play Basketball
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Reshaping: modifying a target to make it conducive to
fuzzing without granular harnesses/grammars

Reshaping: Making Basketball Easier to play



Reshaping: modifying a target to make it conducive to
fuzzing without granular harnesses/grammars

Thesis:

Input-space reshaping is more effective
than grammar-based harnessing
approaches for fuzzing complex targets.
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Research Questions

Is reshaped fuzzing...
RQ1: effective at finding bugs?
RQ2: competitve with other approaches on coverage-achieved?

RQ3: applicable to a diverse set of targets?
RQ4: beneficial even when grammars exist?

RQ5: compatible with other SoTA fuzzing techniques?
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MMIO/PIO Example

3D Assets: CC-BY-4.0 foxplay382
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Input Semantics

outl Bxcf8 Bx8600816160
outl Bxcfc Bxe16200060
outl Bxcf8 Bx30001014
outl Bxcf8 Bx30001004

outw Bxcfc Ox/
outl Bxcf8 Bx8000810a2

write
write
write
write
write
write
write
write
write
write
write

Bxe’
Bxe
Bxe
Bxe
Bxe
Bxe

82003b Oxff

1020118 BxFfFFFfff
1020428 OxFFffffff
1020424 BxFFFFFFfe
102042b @xff

1820429 8x5 8x8815c5e5cH

Bx5cB41 Bx0402e1
BxbcB48 BOx3a
BxbcB4a Bx31
BxbcB4b Oxff
Bxe1020403 Oxff

13



Input Semantics

outl Bxcf8 Bx8680010810
outl Bxcfc Bxe16026000
outl Bxcf8 Bx30001014
outl Bxcf8 Bx30001004
outw Bxcfc Bx/

outl Bxcf8 Bx300010a2

write
write
write
write
write
write
write
write
write
write

Bxe]
Bxe
Bxe
Bxe
Bxe
Bxe

B2083b Bxff

1820118 BxFPFFFFFe
1020428 BxFPFFFFFe
1020424 BXFPFFFFFF
102042b BxFf

1820429 BX5 Bx e5ch

Bx0402e1
Bx8a
Bx31
Oxff

write Oxe1620403 Oxff

R Port IO

13



Input Semantics

outl Bxcf8 0x80001810 /@:iﬁes Addr of
outl Bxcfc Oxe1020000 Port 10
outl Oxcf8 9x800081014

outl Bxcf8 Ox800061004

outw Bxcfc Ox7 /@rea’fes.
outl Bxcf8 Ox800610a2

write Oxe1626003b Oxff

write 0xe1026118 Bxffffffff

write 0xe1020420 Bxffffffff

write Oxel1620424 Oxffffffff
write Oxel182042b Oxff

write Oxel1620429 Bxb Bx ebcl

write Bx0402e MMIO
write Bx8a

write Bx31

write Oxff

write Oxe1620403 Oxff



Input Semantics

outl Bxcf8 0x80001810 /@:iﬁes Addr of
outl Bxcfc Oxe1020000 Port 10
outl Oxcf8 9x800081014

outl Bxcf8 Bx30001004

outw Bxcfc Bx7 /@reates.
outl Bxcf8 Bx300010a2

write Oxe1602603b Oxff

write Bxe1020118 Bxffffffff

write Bxe1020420 Bxffffefff | Specifies Addrof
write Oxel1020424 Oxffffffff

write Oxe102042b Oxff

write Oxel1620429 Bxb Bx ebcl

write Bx0402e1

write Bx8a

write Bx31

write Oxff

write Oxe1020463 Oxff

DMA

- |

MMIO




Input Semantics

outl Bxcf8 0x80001810 /@:iﬁes Addr of
outl Bxcfc Oxe1020000 Port 10
outl Oxcf8 9x800081014

outl Bxcf8 8x80601604

outw Bxcfc Ox7 /@rea’fes.
outl Bxcf8 0x806018a2

write Bxe162003b Oxff DMA
write 0xe1620118 BxFFFFFFff .

urite 8xe1020420 BxfrffFfff | Specities Addrof

write Oxel1620424 Oxffffffff
write Oxel182042b Oxff

write Oxel1020429 Bx5 Bx ebcO

write Bx0462¢e1

write Bx83

write Bx3] l Causes Access to
write Oxff

write Oxe1620403 Oxff



Input Semantics

outl Bxcf8 Bx80001018 [ Specifies Addr of [l
outl Oxcfc Oxe1020000 —
outl Oxcf8 Bx80001014

outl @xcf8 8x88001004

outw Bxcfc Ox7 /@ea’fes.
outl @xcf8 8x880010a2

write Uxe1020083b Oxff

write 8xe1026118 OxFfFFffef .
urite 8xe1020420 BxfrffFfff | Specities Addrof

write Oxel1620424 Oxffffffff
write Oxel182042b Oxff

write Oxe1020429 Bx5 Bx ebcO l References b
write Bx0402e71 —

write Bx83

write Bx3] (Causes Access to

write Oxff

write Oxe1620403 Oxff

Port I0

DMA

- MMIO

13



Input Semantics

outl Bxcf8 Bx86001010 @eciﬁes Addr of

outl Bxcfc Oxe1020000 Port I0
outl Oxcf8 Dx80001014

outl Oxcf8 Dx30001004

outw Bxcfc Ox7 [Creates.

outl Oxcf8 Dx360010a2

write Oxe102003b Oxff DMA
write Bxe1020118 OxFEffffff

write 0xe1020420 OxfFffffff (Eéecﬁkﬁlﬁddrof
write Bxel1020424 OxFEFfffff

write Bxel102042b Bxff

write 0xel1020429 Bx5 Bx ebco @eferencesl

write Ox8402eT - MMIO
write Ox8a

write Bx3] (Eauses Access to

write

Trite Oye Inputs can interact with virtually any address
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Reshaping the Input Space

Achieve a precise view of the regions that are actively engaged in 1O
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Reshaping Port IO and MMIO

Start
80000000
B0OAB0O00
B00C0000
FEBCO0O0O

End
@@99::::
@@@B::::
FEBBFFFF
FEBDFFFF

Name
RAM

VGA

RAM
NETWORK
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Reshaping Port IO and MMIO

Start
80000000
B0OAB0O00
B00C0000
FEBCO0O0O

End
@@99::::
@@@B::::
FEBBFFFF
FEBDFFFF

Name
RAM

VGA

RAM
NETWORK
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Reshaping Port IO and MMIO

Start End Name
0000008 O0BB9FFFF RAM
B00ABB0OB OBBBFFFF VGA
pooCoobo FEBBFFFF RAM
FEBCOBBOB FEBDFFFF NETWORK

Hypervisors must track PIO/MMIO
regions to trap and emulate accesses.

The memory layout table provides a
perfect view of active IO regions.

16
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Reshaping DMA

" 1. Populate
DMA Memory IS

2. Provide Address
of DMA Memory

17



Reshaping DMA

1. Populate
DMA Memory IS

2. Provide Address
of DMA Memory

3. Device Accesses
DMA Memory
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1. Fuzz MMIO
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2. Device 1nitiates a DMA access

(dma_memo ry_read(...) ;J

3. Pause the Access
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Reshaping DMA

1. Fuzz MMIO

4. Populate DMA Region o=
with fuzzer data

2. Device 1nitiates a DMA access

(dma_memo ry_read(...) ;J

3. Pause the Access
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Reshaping DMA

1. Fuzz MMIO

4. Populate DMA Region o=
with fuzzer data

2. Device 1nitiates a DMA access

(dma_memo ry_read(...) ;J

3. Pause the Access

5. Resume the Access
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Evaluation

« Two Hypervisors (QEMU and Bhyve)

e 33 Virtual Devices
» Coverage
e Fuzzed for 24 Hours
e 81% Overall
- Equal/Higher coverage for
13/16 Devices
« DMA Evaluation

« Improves Coverage for 24/33 Devices

18



Audio

Evaluation o

es1370
intel-hda
sb16

« Two Hypervisors (QEMU and Bhyve) g

parallel
serial
Block
ide/core
ahci

® Coverage sdhci

virtio-blk

e Fuzzed for 24 Hours e

sd

e 81% Overall i,

eeprol00

e1000

- Equal/Higher coverage for

ne2000

13/16 Devices e

vmxnet3

e« DMA Evaluation e

virtio-gpu
« Improves Coverage for 24/33 Devices = Ush
hcd-ehci
hced-xhci
ARM
arm_gic
smc9lclll
Xxgmac
bhyve
pci_xhci
virtio_block

18




Evaluation
« Two Hypervisors (QEMU and Bhyve)

VDF*  Hyper-Cube*  Nyx* QMORPHUZZ
Device 25-65 Days 24 Hours 24 Hours 24 Hours Bug
Source File Cov. Cov. Cov. | Cov.
Block
ide/core 27.5% 74.87% | 74.69% | 78.63%
ahci 80.86% ¢
sdhci 90.5% 81.15% | 88.93% | 84.8% vV
e DMA FEvaluation Average | 61.67% 76.35% | 78.16% | 85.76%
Average (All devices) 81.08 %

« Improves Coverage for 24/33 Devices

18



Evaluation
« Two Hypervisors (QEMU and Bhyve)

No-DMA Scratch-Buffer (QMORPHUZZ
Device 24 Hours 24 Hours 24 Hours
Source File Cov. Cov. Cov.
Network
eeprol100 87.13% | 87.13% (0.00) 89.26% (+2.13)
e1000 65.77% | 66.14% (+0.37) | 89.23% (+23.09)
e1000e_core 75.24% | 75.84% (+0.60) | 90.54% (+14.70)

Average | 67.51% | 69.42% | 81.08%
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Bugs

66 New (110 Tota

29 Assertion Fallures
8 Stack Overflow

8 Null-Ptr Deref

7 UAF

/ Buffer Overflow

7/ Other

Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure
Assertion-failure

in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in

audio_bug

mch_update_pciexbar
vmxnet3_validate_interrupt_idx
vmxnet3_validate_queues
address_space_stw_le_cached through virtio-net
address_space_stw_le_cached through virtio-blk
address_space_cache_invalidate through virtio-gpu
address_space_unmap through ahci_map_clb_address
address_space_unmap through virtio-blk
virtio_blk_reset

bdrv_aio_cancel

bmdma_active_if

e1000e_write_lgcy_rx_descr
e1880e_write_rx_descr
e1680e_write_to_rx_buffers
e1008e_intrmgr_on_throttling_timer
e10008e_intmgr_collect_delayed_causes
eth_get_gso_type through e1008e
iov_from_buf_full through e1008e
net_tx_pkt_add_raw_fragment through vmxnet3
net_tx_pkt_reset through vmxnet3
pci_bus_get_irq_level

scsi_dma_complete, with megasas

ush_detach

ati_reg_read_offs and ati_reg_write_offs

Assertion in modify_bar_registration
Assertion in unregister_mem
Assertion in pci_vtnet_proctx
Assertion in pci_vtnet_cfgwrite

Assertion-failure
Assertion-failure
Assertion-failure

in
in
in

gic_clear_pending_sgi
bcm2835_thermal_read
dwc2_hsotg_write

Stack-overflow in ahci_cond_start_engines
Stack-overflow in _eth_get_rss_ex_dst_addr
Stack-overflow in rt1NUMBER_transmit_one
Stack-overflow in pcnet_poll_timer

Stack-overflow in e1880_receive_iov

Stack-overflow in flatview_do_translate through 1660
Stack-overflow in intel_hda_corb_run

Stack-overflow in xhci_pci_intr_raise

Null-Ptr Deref in virtio_write_config

Null-Ptr Deref in address_space_to_flatview through ide
Null-Ptr Deref in blk_bs

Null-Ptr Deref in megasas_command_complete

Null-Ptr Deref in megasas_handle_frame

Null-Ptr Deref in tcg_handle_interrupt

Null-Ptr Deref in ush_bus_from_device

Null-Ptr Deref in vg_getchain

Null-Ptr Deref in smc91c111_writeb
Heap-use-after-free in e1800e_write_packet_to_guest
Heap use-after-free in e1600e_write_to_rx_buffers
Heap-use-after-free in ehci_flush_gh
Heap-use-after-free in ush_packet_copy
Heap-use-after-free in ush_packet_unmap
Heap-use-after-free in virtio_gpu_ctrl_response
Heap-use-after-free through double-fetch in ehci
Heap-use-after-free in gic_dist_writeb
Buffer-underflow in xhci_runtime_write
Global-buffer-overflow in mode_sense_page
Heap-buffer-overflow in sdhci_write_dataport
Heap-buffer-overflow in sdhci_data_transfer
Heap-buffer-overflow in sd_erase
Heap-buffer-overflow in msix_table_mmio_write
Heap-buffer-overflow in pcnet_receive
Memcpy-param-overlap in flatview_write_continue
Memcpy param-overlap in ip_stripoptions

Memcpy param-overlap through e1088e_write_to_rx_buffers
Memory Exhaustion in vmxnet3_activate_device

Memory Exhaustion in hpet_timer

Infinite Loop in sdhci_data_transfer

Floating-point exception in ide_set_sector
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Morphuzz is Upstream in QEMU

« Continuously fuzzed on OSS-Fuzz
« 200+ Issues Reported
« Reproducers are simple to use &

hw/net/net_tx_pkt: Fix crash detected by fuzzer

o Bugs are Caught before release o ey csmes wen s starsed tike shis

cat << EOF | ./gemu-system-1386 -device vmxnet3 -nodefaults -qtest stdio
outl Oxcf8 0x80001014
S = - outl Oxcfc 0xe0001000
git clone git.gemu.org/gemu.git Ul Oxcrs Ora00m1013
outl Oxcf8 0x80001004
outw @xcfc 0x7
tps://www.qemu.org/docs/master/devel/fuzzing.html outl @xcf8 0x80001083
write 0x0 0x1 Oxel
write Ox1 Ox1 Oxfe

#& » Developer Information » QEMU Build and Test Syster Wite Ox2 0%l Oxbe
write @x3 0x1 Oxba
. writeq 0xe0001020 OxefefffSecafe0000
Fuzzing writeq 0xe@001020 OxffffSe5ccafe0002
EOF
This document describes the virtual-device fuzzing infrastr
to implement additional fuzzers. It hits this assertion:
Basics gemu-system-1386: ../qgemu/hw/net/net_tx_pkt.c:453: net_tx_pkt_reset:
Assertion “pkt->raw' failed.
CONTENTS: Fuzzing operates by passing inputs to an entry point/targef
code coverage triggered by the input. Based on these findi This happens because net_tx_pkt_init() is called with max_frags == @ and
About QEMU A e b thn Frammin thus the allocation

20



Bend the virtual-device input space to make it conducive to fuzzing

Use time-tested off-the-shelf fuzzers

Fuzz any device, across all PIO, MMIO, and DMA intertaces.

No per-device analysis or descriptions, needed

MORPHUZZ

21
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Other Hypervisors

QEMU
Bhyve

129 (vmw_shmem_read(_d, shpa + offsetof(struct Vmxnet3_DriverShared, field]
)y by, 1))

130

131 #define VMXNET_FLAG_IS_SET(field, flag) (((field) & (flag)) == (flag))

132

133 struct VMXNET3Class {

134 PCIDeviceClass parent_class;

135 DeviceRealize parent_dc_realize;

136 };

137 typedef struct VMXNET3Class VMXNET3Class;

138

139 DECLARE_CLASS_CHECKERS(VMXNET3Class, VMXNET3_DEVICE,

148 TYPE_VMXNET3)

141

142 static inline void vmxnet3_ring_init(PCIDevice *d,

143 Vmxnet3Ring *ring,

144 hwaddr pa,

145 uint32_t size,

146 uint32_t cell_size,

147 bool zero_region)

148 {

149 ring->pa = pa;

158 ring->size = size;

151 ring->cell_size = cell_size;

152 ring->gen = VMXNET3_INIT_GEN;

163 ring->next = 8;

154

155 if (zero_region) {

156 vmw_shmem_set(d, pa, 8, size * cell_size);

157

158 }

159

168 #define VMXNET3_RING_DUMP(macro, ring_name, ridx, r)

\
161 macro("¥s#¥d: base %" PRIx64 " size %u cell_size %u gen %d next %u",
\

162 (ring_name), (ridx)

\
163 (r)->pa, (r)->sj ->gen, (r)->next)
164

165 static inline void
166 {

167 if (++ring->ne

168 ring->next

169 ring->gen *

170 }

171}

172

173 static inline void vmxnet3_ ing *ring)
174 {

175 if (ring->next-- == 8) {

176 ring->next = ring->size - 1;
177 ring->gen "= 1;

178

179 }

180

181 static inline hwaddr vmxnet3_ring_curr_cell_pa(Vmxnet3Ring *ring)
182 {

183 return ring->pa + ring->next * ring->cell_size;

184 }

185

186 static inline void vmxnet3_ring_read_curr_cell(PCIDevice *d, Vmxnet3Ring *
ring,

187 void *buff)

188 {

129
130
131
132
133
134
135
136
137
138
139
148
141
142
143
144
145
146
147
148
149
158
151
162

153

154
155
156
157

158
159
168
161
162
163
164

165
166
167
168
169
170 }
m

NetClientState *nc = gemu_get_queue(n->nic);
static const MACAddr zero = { .a={#6,0,0,0,8,01}};

int ret = 8;

memset(&netcfg, 8 , sizeof(struct virtio_net_config));

virtio_stw_p(vdev, &netcfg.status, n->status);

virtio_stw_p(vdev, &netcfg.max_virtqueue_pairs, n->max_queue_pairs);

virtio_stw_p(vdev, &netcfg.mtu, n->net_conf.mtu);

memcpy (netcfg.mac, n->mac, ETH_ALEN);

virtio_stl_p(vdev, &netcfg.speed, n->net_conf.speed);

netcfg.duplex = n->net_conf.duplex;

netcfg.rss_max_key_size = VIRTIO_NET_RSS_MAX_KEY_SIZE;

virtio_stw_p(vdev, &netcfg.rss_max_indirection_table_length,
virtio_host_has_feature(vdev, VIRTIO_NET_F_RSS) ?
VIRTIO_NET_RSS_MAX_TABLE_LEN : 1);

virtio_stl_p(vdev, &netcfg.supported_hash_types,
VIRTIO_NET_RSS_SUPPORTED_HASHES);

memcpy(config, &netcfg, n->config_size);

/*
* Is this VDPA? No peer means not VOPA: there's no way to
* disconnect/reconnect a VDPA peer.

if (nc->peer & nc->peer->info->type == NET_CLIENT_DRIVER_VHOST_VDPA)
{

ret = vhost_net_get_config(get_vhost_net(nc->peer), (uint8_t *)&ne]
tefg,
n->config_size);
if (ret !'= -1) {
/*

* Some NIC/kerpel combinations present 8 as the mac address.

€gal address, try to proceed with the
qumand line in the hope that the
correctly elsewhere - just not

zeof(zero)) == 0) {
c address detected. Ignoring.
ac, ETH_ALEN);

n->config_size);

172 static void virtio_net_set_config(VirtIODevice *vdev, const uint8_t *confi

173 {
174
175
176
177
178
179
188
181
182
183
184
185
186
187
188

189 vmw_shmem_read(d, vmxnet3_ring_curr_cell_pa(ring), buff, ring->cell@@@]| 189

9

VirtIONet *n = VIRTIO_NET(vdev);
struct virtio_net_config netcfg = {};
NetClientState *nc = gemu_get_queue(n->nic);

memcpy (&netcfg, config, n->config_size);

if (!virtio_vdev_has_feature(vdev, VIRTIO_NET_F_CTRL_MAC_ADDR) &&
'virtio_vdev_has_feature(vdev, VIRTIO_F_VERSION_1) &&
mememp(netcfg.mac, n->mac, ETH_ALEN)) {
memcpy(n->mac, netcfg.mac, ETH_ALEN);
gemu_format_nic_info_str(qemu_get_queue(n->nic), n->mac);

}

*

* Is this VOPA? No peer means not VDPA: there's no way to
* disconnect/reconnect a VDPA peer.

128 Btatic bool tulip_rx_stopped(TULIPState *s)

129 {

130 return ((s->csr[5] >> CSR5_RS_SHIFT) & CSR5_RS_MASK) == CSR5_RS_STOPPE|
0;

131}

132

133 static void tulip_dump_tx_descriptor(TULIPState *s,

134 struct tulip_descriptor *desc)

135 {

136 trace_tulip_descriptor("TX ", s->current_tx_desc,

137 desc->status, desc->control >> 22,

138 desc->control & Bx7ff, (desc->control >> 11) & Bx7ff,

139 desc->buf_addr1, desc->buf_addr2);

140 }

141

142 static void tulip_dump_rx_descriptor(TULIPState *s,

143 struct tulip_descriptor *desc)

144 {

145 trace_tulip_descriptor("RX ", s->current_rx_desc,

146 desc->status, desc->control >> 22,

147 desc->control & Bx7ff, (desc->control >> 11) & Ox7ff,

148 desc->buf_addr1, desc->buf_addr2);

149 }

150

151 static void tulip_next_rx_descriptor(TULIPState *s,
152 struct tulip_descriptor *de

153 {

154 if (desc->control & RDE]

185 s->current_rx_g

156 } else if (desc->g

157 s->current_rx

158 } else {

159 s->current_rx_a\ p_descriptor) +

160 (((s->csri» FT) & CSRB_DSL_MASK) << 2);

161

162 s->current_rx_desc &= ~3

163 }

164

165 static void tulip_copy_rx_bytes(TULIPState *s, struct tulip_descriptor *def

sc)

166 {

167 int len1 = (desc->control >> RDES1_BUF1_SIZE_SHIFT) & RDES1_BUF1_SIZE |
MASK;

168 int len2 = (desc->control >> RDES1_BUF2_SIZE_SHIFT) & RDES1_BUF2_SIZE |
MASK;

169 int len;

170

1m if (s->rx_frame_len & len1) {

172 if (s->rx_frame_len > lenl) {

73 len = lenl;

174 } else {

175 len = s->rx_frame_len;

176 }

177

178 pci_dma_write(&s->dev, desc->buf_addr1, s->rx_frame +

179 (s->rx_frame_size - s->rx_frame_len), len);

180 s->rx_frame_len -= len;

181 }

182

183 if (s->rx_frame_len && len2) {

184 if (s->rx_frame_len > len2) {

185 len = len2;

186 } else {

187 len = s->rx_frame_len;

188

189

Port I0

Reshaping

MMIO DMA
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Other Hypervisors

Microsoft

— Hyper-
vimware

| Parallels’

000067feB:
060871 f0:
000030600:
000680616:
00003626:
06063636:
000080646:
00008050:
000030660
000088070:
00003636:
000030696:
00063620:
000036h0:
0600636c6:
0000636d6:
0000630e0:
000036f0:
060063100:
000068116:
000088120:
000068136:
000088140:
000068156:
00008160:
000068176:
00008186:
000088196:
000681a0:
060681b6:
0000681cB:
060681d6:
000081e6:
0000881f0:
00003200:
000088210
00008226:
00008236:
000088246:
00008256:
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cabc 73e3 c42e c99d 96ed 1881 bbhb4 7cf@
8he2 c613 861f 85fc 72fa 811b 892d 4dea
567b 88e7 B95a 9248 3cc8 T7abc fc25 7c¢b3
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Other Hypervisors

& Firecracker

-- Microsoft

mm Hyper-V

|| Parallels
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vmware
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Other Hypervisors
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Other Hypervisors
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Other Hypervisors

Intel® 64 and IA-32 Architectures
Software Developer's Manual

Volume 3C:
System Programming Guide, Part 3

‘ rosvm

& Firecracker

Microsoft

=m Hyper-V

|| Parallels

QEmMuU

vmware
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Other Hypervisors

intel)

Intel® 64 and IA-32 Architectures
Software Developer’'s Manual

Volume 3C;

System Programming Guide, Part 3

& Firecracker

|| Parallels

Microsoft

Virtualize APIC accesses Enable EPT Descriptor-table exiting Enable RDTSCP
Virtualize x2APIC mode Enable VPID WBINVD exiting Unrestricted guest
APIC-register virtualization | Virtual-interrupt delivery | PAUSE-loop exiting
RDRAND exiting Enable INVPCID Enable VM functions VMCS shadowing
Enable ENCLS exiting RDSEED exiting Enable PML EPT-violation #VE
Conceal VMX non-root operation from Intel PT Enable XSAVES/XRSTORS
Mode-based execute control for EPT Use TSC scaling

APIC Virtualization

Posted-interrupt notification vector
Virtual-Processor Identifier

EPTP index

VM-EXIT CONTROL FIELDS

Save debug controls | Host address space size | Load IA32_PERF_GLOBAL_CTRL
Acknowledge interrupt on exit | Save |IA32_PAT | Load IA32_PAT | Save |IA32_EFER | Load IA32_EFER
Save VMX preemption timer value Clear IA32_BNDCFGS Conceal VM exits from Intel PT

VM-Exit Controls
for MSRs

VM-EXIT INFORMATION FIELDS

Basic VM-Exit
Information
VM Exits Due to Vectored Events

VM Exits That Occur During Event Delivery

VM Exits Due to Instruction Execution

Hyper-V vmware

@EMmu Bhyve
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Other Hypervisors

Virtualize APIC accesses Enable EPT Descriptor-table exiting Enable RDTSCP
Virtualize x2APIC mode Enable VPID WBINVD exiting Unrestricted guest
APIC-register virtualization | Virtual-interrupt delivery I PAUSE-loop exiting

RDRAND exiting Enable | ID Enable VM functions VMCS shadowing
Enable ENCLS exiting RDS Enable PML EPT-violation #VE
Conceal VMX non-root opera Enable XSAVES/XRSTORS

Mode-based execute cq Use TSC scaling

\

Posted-interrupt notification vector

intel)

APIC Virtualization

\ |

()

EPTP index

Intel® 64 and IA-32 Architectures

1} -
Software Developer's Manual VM-EXIT CONTROL FIELDS
debug controls | Host address space size | Load IA32_PERF_GLOBAL_CTRL
Volume 3C: A4 iterrupt on exit | Save IA32_PAT | Load IA32_PAT | Save IA32_EFER | Load IA32_EFER
' \{ btion timer value Clear IA32_BNDCFGS Conceal VM exits from Intel PT

System Programming Guide, Part 3 VM-Exit Controls

for MSRs

VM-EXIT INFORMATION FIELDS

Basic VM-Exit
Information
VM Exits Due to Vectored Events

VM Exits That Occur During Event Delivery

VM Exits Due to Instruction Execution

Port I0 MMIO DMA

Reshaping



Overview

Hvpervisor Snapshot target Hypervisor
P & —
Snapshot | & | Probe Hypervisor Input Spaces

) Once per Snapshot
SnFapShOt & Fuzz Hypervisor in Emulated
uzzing — Environment

‘
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Snapshot target Hypervisor Probe Hypervisor Input Spaces Fuzz Hypervisor in Emulated
Once per Hypervisor Once per Snapshot Environment

" HP-Inspect
- Fuzz-VM i S Snapshot of the Target Hypervisor
i | F;ﬁes emory List of PIO/MMIO Regions
: VMCS Categorized Guest Memory Frames
Sl i . |EPTP :
: Paravirtual NIC : I CR3 POte.ntlaI MMIO -
: @ Fuzz-VM Virtual Disk ' : RIP I Reglons v : |
: mov rax, Bxdeadbeef Virtual Display E : i l StaUC élnput Interpile,ter i TarQEt i
: vmeall Virtual Audio | 1 : : : N : |
E L2 Keyboard | } ! : DA E Inject 10 — Fuzz-VM | |
: @ T t I : : Probe PIO/MMIO J —\‘:\, |
: arge : ! . . : |
pr Y A 9 AN W, : Paravirtual NIC === @Inject 10 InstrumenFed |
: Virtual Disk _jrm——s— _ Execution :
@ ! S @Awalt vmresume N :
HyperPill-Snap |, ' [vinual Display ——| (5) Measure: HUgeliitsh ”:ﬁut :
: —_— ICount :
—> Snapshot of the Target Hypervisor : — Covered PCs —Fuzzing Engine |
: _'_! sysret Usage ) L !
~ Target HyperPill-Fuzz

\—) Crashes

List of PIO/MMIO Regions




1. Make a Snapshot

aravirtua !

@ Fuzz-vMm Virtual Disk | 1

|

Virtual Display | I

Virtual Audio | 1§
L2 Keyboard

mov rax, Bxdeadbeef
vmcall

HyperPill-Snap 0

—> Snapshot of the Target Hypervisor

1. Run the target hypervisor (L1) nested in KVM (LO)
2. Configure/Start a VM in L1 (L2)

3. Invoke a special "snapshot" hypercall in (L2)
4. Collect a memory/register snapshot of L1,
just as it is about to handle the hypercall VM

exit from L2.
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2. Enumerate the Input Spaces

J Snapshot of the Target Hypervisor

P HP-lﬂSpECt
Fuzz-VM l
* Guest Memory
VMCS v/ Frames
E‘;gp Potential MMIO
/ Regions

Static
Dynamic
: Probe PIO/MMIO

I
Paravirtual N|C == :
—— | ®)nject 10

Virtual Disk —i— _
—— @Awalt vmresume
————

I L]
Virtual Display =——s— @ Measure:
—_— ICount
—_— Covered PCs
I

sysret Usage

Target l

List of PIO/MMIO Regions

Categorized Guest Memory Frames €—

1. Load the snapshot into an emulator (Bochs)
2. Inspect the VMCS that L1 created for L2 to
identify MMIO Regions and physical frames
allocated to L2's memory

3. Perform probing of 1O input-space to identify
active ports by tracking icounts, covered PCs
and exits to userspace.

27



3. Fuzz the Hypervisor

1. Load the snapshot into the emulator
Snapshot of the Target Hypervisor ] . . .
—storromvoregons 2. Modlify the register/VMCS state to inject fuzzer-
— Categorized Guest Memory Frames
g : generated PIO/MMIO

T Inject 10 ~Fuzz-VM | | the VMEXIt.
.nstrumei'ed—\i\' 4. Instead of running the L2 VM, immeditately

Execution HCom arisons | . - "
IS TN ey || INject another fuzzer-provided VMexit.
.1 5. When the hypervisor reads from L2's memory,

|
: Accesses

v

I
—Fuzzing Engine '\ Covered Edges;
I

HyperPill-Fuzz =~~~ fill the read with fuzzer-provided data. (DMA)
— 6. Once the whole input is executed, reload the
snhapshot
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Results: QEMU Coverage

Morphuzz ViDeZZo HYPERPILL
12 Cores 24 Hours
Device Branch Coverage (Executions/Second) Bug
Block
ahci 42.43% (25.68) 30.42% (562.24) | 4590%  (26.18) v
nvme 29.12% (23.82) 36.44%  (14.45) v
sdhci 69.81% (2298) 72.37% (107.22) 66.85% (32.34)
VIrt1o-scsi 27.96% (23.83) 11.73% (217.28)  48.83%  (51.68)
Display
CIITUS 88.10% (19.06) 83.42%  (138.78) 88.67%  (32.18) v
gxl 59.68%  (26.96) 4
virtio-gpu 24.37%  (26.21) 2.77% (222.42) | 45.52%  (36.53) 4
Networking
e1000e 50.27% (24.83) 41.52% (53.04) 55.99%  (42.22) v
igb 29.713%  (25.63) 35.93%  (60.85) 4
vmxnet 50.75% (27.01) 19.64% (145.73) 56.89%  (48.14)
USB
ehci 73.76% (2458) T74.38%  (177.08) 73.32%  (10.46)
xhci 55.54% (28.83) 29.25% (1061.36) 76.64%  (69.26) v
Geo. Mean 45.20% (4.65 28.00% (203.07) 55.45% (33.20)
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Results: Bugs

Hyper-V
Heap-corruption in EthernetCard::HandleTransmitS etupFrame
Abort in EthernetCard::PollForTransmitDataTimer
Abort after IdeChannel::EnlightenedHddCommand
EthernetCard::SetupEthernetCardM odeFromR egisters
Out-of-bounds write in GuestStateAccess::SetDevicelnfo
Abort after PitDevice::NotifyloPortRead
Abort in I8042Device::HandleCommand
Abort after HvCallDetachDevice
Abort after HvCallGetGpaPagesAccessState

macOS Virtualization Framework
Memory-privilege violation in xHCI
Out-of-bounds write in virtio-gpu
Out-of-bounds write in virtio-audio
Out-of-bounds access in virtio-block
Out-of-bounds access in virtio-console
Out-of-bounds access in virtio-net

QEMU
Arbitrary memory-access in e1000e_start_xmit
Heap-overflow in usb_mouse_poll
Heap-overflow in virtqueue_alloc_element
Heap-overflow in gxl_cookie_new
Heap-overflow in igh_tx_pkt switch
Out-of-bounds memory access in nvme_process_sq
Out-of-bounds memory access in nvme_io_mgmt_send
DoS via arbitrary-sized allocation in gxI
DoS via arbitrary-sized allocation in virtio_gpu
DoS in process_ncq_command
DoS in icmp_input



Reshape hypervisors by modifying the CPU virtualization intertace

No modification to hypervisors code needed!

Fuzz any hypervisor across its PIO, MMIO, DMA, and Hypercall
interfaces

More precise than source-level reshaping

HyperP1ill
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FuzzNG

No Grammar, No Problem:
Towards Fuzzing the Linux Kernel

without System-Call Descriptions

NDSS 2023
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Fuzzing System Calls

Userspace

Kernel



Fuzzing System Calls

Userspace

syscall %rdi %rsi %rdx %r10 %r8 %r9 l

Kernel

33



Fuzzing System Calls

Userspace

syscall FUZZ FUZZ FUZZ FUZZ FUZL FUZZl

Kernel

33



Adding a New System Call

For more sophisticated system calls that involve a larger number of arguments,
it's preferred to encapsulate the majority of the arguments into a structure
that is passed in by pointer. Such a structure can cope with future extension
by including a size argument in the structure

If your new system call allows userspace to refer to a kernel object, it
should use a file descriptor as the handle for that object -- don't invent a
new type of userspace object handle when the kernel already has mechanisms and
well-defined semantics for using file descriptors.

linux-kernel/Documentation/process/adding-syscalls.rst
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Fuzzing System Calls

Userspace

syscall FUZZ FUZZ FUZZ FUZZ FUZL FUZZl

Kernel

33



Fuzzing System Calls

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 108);

Userspace

Kernel

33



Fuzzing System Calls

Userspace

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 108);

syscall Bx2 Bxceb1020 BxB OxB8 Bx8 Bx6
syscall 6x6 Bxbba4e3clabbn 1068 Bx6 Bx0

Kernel

33



Fuzzing System Calls

Userspace | ,

fd = open("/var/log/messages", O_RDONLY) b

read(fd, buf, 180); Memory

syscall Bx2 Bxceb1020 BxB OxB8 Bx8 Bx6
syscall 6x6 Bxbba4e3clabbn 1068 Bx6 Bx0

Kernel

33



Fuzzing System Calls

é )

Bceb1020 2f76 6172 2f6c 6f67 2f6d 6573 7361 6765 /var/lag/message

Bceb1030 7300 4572 726f 7220 6f/0 656e 696e 6728 s.Error opening N\\\\\\\
L J

fd = open(''/var/log/messages”, U_KUUNLY) -
read(fd, buf, 100);

Memory

syscall Bx2 Bxceb1020 0xB8 Ox0 Ox6 Ox06
syscall 6x06 Bx5ba4e3c2abbld 100 Ox0 6x0

Kernel



Fuzzing System Calls

'

\

Bceb1020 2f76 6172 2f6c 6f67 2f6d 6573 7361 6765 /var/lag/message
Bceb1030 7300 4572 726f 7220 6f/0 656e 696e 6728 s.Error opening

~N

N

fd = open(''/var/log/messages”, U_KUUNLY)

read(fd, buf, 100);

syscall Bx2 Bxceb1020 0xB8 Ox0 Ox6 Ox6
syscall Ox06 Bxbbas

s3c2a0b0 100 0x06 6x6

Kernel

Memory



Fuzzing System Calls

Userspace | ,

fd = open("/var/log/messages", O_RDONLY) b

read(fd, buf, 180); Memory

syscall Bx2 Bxceb1020 BxB OxB8 Bx8 Bx6
syscall 6x6 Bxbba4e3clabbn 1068 Bx6 Bx0

Kernel

33



Fuzzing System Calls

Userspace

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall Bx2 Bxceb1020 0xB8 Ox0 Ox6 Ox06
syscall 6x06 Bx5ba4e3c2abbld 100 Ox0 6x0

Kernel

Files
33



Fuzzing System Calls

Userspace j

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall Bx2 Bxceb1020 0xB8 Ox0 Ox6 Ox06
syscall 6x06 Bx5ba4e3c2abbld 100 Ox0 6x0

Kernel

Files

33



Fuzzing System Calls

Userspace j

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall Bx2 Bxceb51020 0xB Ox0 0x6 Bx0 = Bx3
syscall 6x06 Bx5ba4e3c2abbld 100 Ox0 6x0

Kernel

Files

33



Fuzzing System Calls

Userspace j

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall Bx2 Bxceb51020 0xB Ox0 0x6 Bx0 = Bx3
syscall Bx0 Bx3 Oxbba4e3c2abb0 108 Bx0 OxO

Kernel

Files

33



Fuzzing System Calls

Userspace

l syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZL

Kernel

Files
33



Fuzzing System Calls

Userspace j

Memory
syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZZ
10

Pointers and File-Descriptors
result in an enormous system-call input-space
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System-Call Grammars

- - LY 1 ~ L - - -7 1 1 L 7 - LY Bl | -7 - ~J 7 - 1 7 LY Bl | 1 L 7 A | -7 1 =1 1 L 7 1 | - s - - J

io_uring_setup(entries int32[1:I0RING_MAX_ENTRIES], params ptr[inout, io_uring_params]) fd_io_uring

io_uring_enter(fd fd_io_uring, to_submit int32[8:I0ORING_MAX_ENTRIES], min_complete int32[8:I0RING_MAX_CQ_ENTRIES], flags flags[io_uring_enter_flags], sigmask ptr[in, sigset_t], size len[sigmask])
io_uring_register$IORING_REGISTER_BUFFERS(fd fd_io_uring, opcode const[IORING_REGISTER_BUFFERS], arg ptr[in, array[iovec_out]], nr_args len[arg])
io_uring_register$IORING_UNREGISTER_BUFFERS(fd fd_io_uring, opcode const[IORING_UNREGISTER_BUFFERS], arg const[8], nr_args const[8])
io_uring_register$IORING_REGISTER_FILES(fd fd_io_uring, opcode const[IORING_REGISTER_FILES], arg ptr[in, array[fd]], nr_args len[arg])
io_uring_register$IORING_UNREGISTER_FILES(fd fd_io_uring, opcode const[IORING_UNREGISTER_FILES], arg const[0], nr_args const[8])
io_uring_register$IORING_REGISTER_EVENTFD(fd fd_io_uring, opcode const[IORING_REGISTER_EVENTFD], arg ptr[in, fd_event], nr_args const[1])
io_uring_register$IORING_UNREGISTER_EVENTFD(fd fd_io_uring, opcode const[IORING_UNREGISTER_EVENTFD], arg const[8], nr_args const[8])
io_uring_register$IORING_REGISTER_FILES_UPDATE(fd fd_io_uring, opcode const[IORING_REGISTER_FILES_UPDATE], arg ptr[in, io_uring_files_update], nr_args len[arg:fds])
io_uring_register$IORING_REGISTER_EVENTFD_ASYNC(fd fd_io_uring, opcode const[IORING_REGISTER_EVENTFD_ASYNC], arg ptr[in, fd_event], nr_args const[1])
io_uring_register$IORING_REGISTER_PROBE(fd fd_io_uring, opcode const[IORING_REGISTER_PROBE], arg ptr[inout, io_uring_probe], nr_args len[arg:ops])
io_uring_register$IORING_REGISTER_PERSONALITY(fd fd_io_uring, opcode const[IORING_REGISTER_PERSONALITY], arg const[8], nr_args const[8]) ioring_personality_id
io_uring_register$IORING_UNREGISTER_PERSONALITY(fd fd_io_uring, opcode const[IORING_UNREGISTER_PERSONALITY], arg const[0], nr_args ioring_personality_id)

# The mmap'ed area for SQ and CQ rings are really the same -- the difference is

# accounted for with the usage of offsets.

mmap$IORING_OFF_SQ_RING(addr vma, len len[addr], prot flags[mmap_prot], flags flags[mmap_flags], fd fd_io_uring, offset const[IORING_OFF_SQ_RING]) ring_ptr
mmap$IORING_OFF_CQ_RING(addr vma, len len[addr], prot flags[mmap_prot], flags flags[mmap_flags], fd fd_io_uring, offset const[IORING_OFF_CQ_RING]) ring_ptr
mmap$IORING_OFF_SQES(addr vma, len len[addr], prot flags[mmap_prot], flags flags[mmap_flags], fd fd_io_uring, offset const[IORING_OFF_SQES]) sqes_ptr

# If no flags are specified(@), the io_uring instance is setup for interrupt driven IO.

io_uring_setup_flags = 8, IORING_SETUP_IOPOLL, IORING_SETUP_SQPOLL, IORING_SETUP_SQ_AFF, IORING_SETUP_CQSIZE, IORING_SETUP_CLAMP, IORING_SETUP_ATTACH_WQ
io_uring_enter_flags = IORING_ENTER_GETEVENTS, IORING_ENTER_SQ_WAKEUP

= __NR_mmap2

# Once an io_uring is set up by calling io_uring_setup, the offsets to the member fields

# to be used on the mmap'ed area are set in structs io_sqring_offsets and io_cqring_offsets.

# Except io_sqring_offsets.array, the offsets are static while all depend on how struct io_rings
# is organized in code. The offsets can be marked as resources in syzkaller descriptions but

# this makes it difficult to generate correct programs by the fuzzer. Thus, the offsets are

# hard-coded here (and in the executor).

define SQ_HEAD_OFFSET @

define SQ_TAIL_OFFSET 64

define SQ_RING_MASK_OFFSET 256

define SQ_RING_ENTRIES_OFFSET 264

define SN FlI AGS NFFSFT ?27A 34



System-Call Grammars

io_uring_setup(entries int32[1:I0RING_MAX_ENTRIES],
params ptr[inout, io_uring_params]) fd_io_uring

34



System-Call Grammars

io_uring_setup(entries int32[1:I0RING_MAX_ENTRIES],
params ptr[inout, io_uring_params]) fd_io_uring

io_uring_register$IORING_REGISTER_PROBE(fd fd_io_uring,

opcode const[ IORING_REGISTER_PROBE],
arg ptr[inout, io_uring_probe], nr_args len[arg:ops])

34



System-Call Grammars

io_uring_setup(entries int32[1:I0RING_MAX_ENTRIES],
params ptr[inout, io_uring_params]) fd_io_uring

io_uring_register$IORING_REGISTER_PROBE(fd fd_io_uring,
opcode const[ IORING_REGISTER_PROBE],

arg ptr[inout, io_uring_probe], nr_args len[arg:ops])
io_uring_probe {

last_op const[B, int8]

ops_len const[B, int8]

resv const[B, int16]

resv2 arraylconst[8, int32], 3]

ops array[io_uring_probe_op, 6:I0RING_OP_LAST]

;

io_uring_probe_op {
op const[B, int8]
resv const[B, int8]
flags const[B, int16]
resv2 const[B, int32]




System-Call Grammars

io uring enter(2) Linux Programmer's Manual io uring enter(2)

NAME

io uring enter - initiate and/or complete asynchronous I/0

SYNOPSIS

#include <liburing.h>

int io_uring_enter(unsigned int fd, unsigned int to submit,
unsigned int min complete, unsigned int
flags,
sigset t *sig);

int io_uring_enter2(unsigned int fd, unsigned int to submit,
unsigned int min complete, unsigned int
flags,
sigset_t *sig, size t sz);

DESCRIPTION

io uring enter(2) is used to initiate and complete I/0 using the
shared submission and completion queues setup by a call to
io uring setup(2). A single call can both submit new I/0 and

wait for completions of I/0 initiated by this call or previous
calls to io uring enter(2).

fd is the file descriptor returned by io uring setup(2).
to submit specifies the number of I/0s to submit from the
submission queue. flags is a bitmask of the following values:

IORING_ENTER _GETEVENTS
If this flag is set, then the system call will wait for
the specified number of events in min complete before
returning. This flag can be set along with to submit to
both submit and complete events in a single system call.
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System-Call Grammars

io uring enter(2) Linux Programmer's Manual io uring enter(2) SYSCALL_DEFINE6(io_uring_enter, unsigned int, fd, u32, to_submit,
u32, min_complete, u32, flags, const void __user *, argp,
size_t, argsz)

NAME ¢

3 3 * .
io uring enter - initiate and/or complete asynchronous I/0 struct lo_ring_ctx “ctx;

long ret = -EBADF;
int submitted = 0;
SYNOPSIS struct fd f;

#include <liburing.h> io_run_task_work()

int io_uring_enter(unsigned int fd, unsigned int to submit,

unsigned int min complete, unsigned int if (flags & ~(IORING_ENTER_GETEVENTS | IORING_ENTER_SQ_WAKEUP |
flags, _ , TORING_ENTER_SQ_WAIT | IORING_ENTER_EXT_ARG))

sigset_t *sig); return -EINVAL;
int io_uring_enter2(unsigned int fd, unsigned int to submit,

unsigned int min complete, unsigned int f = fdget(fd);

flags, _ , . if (If.file)
sigset t *sig, size t sz); return -EBADF:

DESCRIPTION ret = -EOPNOTSUPP;
if (f.file->f_op !'= &io_uring_fops)
io uring enter(2) is used to initiate and complete I/0 using the goto out_fput;

shared submission and completion queues setup by a call to

io uring setup(2). A single call can both submit new I/0 and

wait for completions of I/0 initiated by this call or previous ret = -ENXIO;

calls to io uring enter(2). ctx = f.file->private_data;

if (!'percpu_ref_tryget(&ctx->refs))

fd is the file descriptor returned by io uring setup(2). goto out_fput;

to submit specifies the number of I/0s to submit from the
submission queue. flags is a bitmask of the following values:

IORING_ENTER _GETEVENTS
If this flag is set, then the system call will wait for
the specified number of events in min complete before
returning. This flag can be set along with to submit to
both submit and complete events in a single system call.



System-Call Grammars

4000+ Lines of Code to Describe a Single Subsystem (KVM)

Current System-Call Fuzzers rely on detailed grammars to

describe pointer and file-descriptor arguments y



FuzzNG

Reshape the pointer and file-descriptor input-spaces to make
system-calls conducive to oftf-the-shelf fuzzing methods
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(1) QEMU-Fuzz
Copy InputInto VM

Generate New Input

Reset VM State

Store Interesting
Canonicalized Inputs

Check for new coverage

FuzzNG
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User-Memory
Access API

FuzzNG

Direct Memory

Acce'sses

Fuzzer FD Table |—alloc_fd

> fdget «————

&
I—dupz——J

Target Component

@ mod-NG

Kernel Under Test
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Reshaping the Pointer and File-Descriptor Input Spaces

syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZL



Reshaping the Pointer and File-Descriptor Input Spaces

syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZL

What will it take to make
result in meaningful target behaviors?



Reshaping the Pointer and File-Descriptor Input Spaces

@emel




Reshaping the Pointer and File-Descriptor Input Spaces
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Reshaping the Pointer and File-Descriptor Input Spaces
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Reshaping the Pointer and File-Descriptor Input Spaces
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Config Setup

files = "/dev/kvm", O_RDWR

ioctl[-1, -1,

1]

NG-Agent

mmap[ 0, OxFO008, PROT_READ | PROT_WRITE, MAP_SHARED|MAP_POPULATE, OxFFFF, -1]

close[-1]
fstat[-1, -1]
read[ -1, -1, OxFFFF]
write[-1, -1, OxFFFF]
Linux VM N —— : 3 NG-Agent
L[ et | e ?
-@ 4/5—_____7____ Input Interpreter _)IL___Eir_]C_)r_]i_cil_iz_e_d_I_n_p_uf _______ Ji
CFU | Thread UFFD [Thread ‘ KCOV Coverage

Userspace Memory.

Syscalls

Kernel Under Test
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NG-Agent

files = "/dev/kvm", O_RDWR

ioctl[-1, -1, -1]

mmap[ 0, BxFOB8, PROT_READ | PROT_WRITE, MAP_SHARED|MAP_POPULATE, BxFFFF, -1]
close[-1]

fstat[-1, -1]

read[-1, -1, BXFFFF]

write[-1, -1, OxFFFF]



NG-Agent
Setup

Inflate Memory
Start up threads to fill memory-accesses

Linux VM I —— : 3 NG-Agent
| Agent-Config T — )
| Canonicalized Input ]
(S Input Interpreter S o ot ottt !
CFU | Thread | KCOV Coverage
Userspace/Memor Syscalls

Kernel Under Test



Interpreter

files = "[dev/kvm", O_RDWR

ioctl[-1, -1, -1]

NG-Agent

mmap[8, OxF000, PROT_READ | PROT_WRITE, MAP_SHARED|MAP_POPULATE, BxFFFF, -1]

close[-1]
fstat[-1, -1]

read[-1, -1, OxFFFF]
write[-1, -1, OxFFFF]

Linux VM

9

CFU | Thread @ UFFD

Thread

Userspace Memory.

Agent-Config
Input Interpreter

Syscalls

3 NG-Agent
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NG-Agent
Interpreter

0611001010001000016011016166116116111811111111116611601610601 ...

files = "[dev/kvm", O_RDWR

ioctl[-1, -1, -1]

mmap[ 6, OxFO06, PROT_READ | PROT_WRITE, MAP_SHARED|MAP_POPULATE, OxFFFF, -1]
close[-1]

fstat[-1, -1]

read[-1, -1, OxFFFF]

write[-1, -1, BXFFFF]

Linux VM 3 NG-Agent
T 2
| | Canonicalized Input i
9 (&) Input Interpreter e — J
CFU | Thread UFFD [Thread ‘ KCOV Coverage
Userspace/Memory. Syscalls
Kernel Under Test
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ioctl[-1, -1, -1]

NG-Agent

mmap[8, OxF000, PROT_READ | PROT_WRITE, MAP_SHARED|MAP_POPULATE, BxFFFF, -1]

close[-1]
fstat[-1, -1]

read[-1, -1, OxFFFF]
write[-1, -1, OxFFFF]
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files = "[dev/kvm", O_RDWR

ioctl[-1, -1, -1]

close[-1]
fstat[-1, -1]

read[-1, -1, OxFFFF]
write[-1, -1, OxFFFF]

NG-Agent

mmap[8, OxF000, PROT_READ | PROT_WRITE, MAP_SHARED|MAP_POPULATE, BxFFFF, -1]
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files = "[dev/kvm", O_RDWR

ioctl[-1, -1, -1]

NG-Agent
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close[-1]
fstat[-1, -1]

read[-1, -1, OxFFFF]
write[-1, -1, OxFFFF]

Linux VM

A

CFU | Thread @ UFFD

Thread

Userspace Memory.

Agent-Config
Input Interpreter

Syscalls

3 NG-Agent

KCOV Coverage

37

Kernel Under Test



Results
e LINux 5.12



Results

e Linux 5.12
» 13 Components

bpf
video4linux
rdma
binder
cdrom

kvm
vhost_net
drm
10_uring
vt_ioctl
ptmx

nvme
megaraid



Results

e Linux 5.12

» 13 Components
» Coverage
« Fuzzed for 7 Days on 20 Cores
« 102.5% of Syzkaller's Coverage
« Configurations <1.7% of Syzkaller's

bpf
video4linux
rdma
binder
cdrom

kvm
vhost_net
drm
10_uring
vt_ioctl
ptmx

nvme
megaraid



Results

9000 -
8000
7000
§0 6000
o
a
~ 5000
&0
S 4000
3
O 3000
2000 |
Syzkaller
1000 | FuzzNG ——
O | | | |
0 20 40 60 100 120
Hours
Syzkaller FUZZNG
Component | Max Cov Edge Count Syzlang LoC Edge Count | Config LoC
bpf 15359 3623 864 3572 1
video4linux 1004 563 381 567 4
rdma 4014 562 1474 591 5
binder 2506 340 272 344 6
cdrom 956 138 351 144 5
kvm 34924 0213 891 9468 7
vhost_net 415 218 157 225 9
drm 12503 2296 745 2138 7
10_uring 3413 982 343 1003 6
vt_ioctl 332 142 381 162 9
Average 102.53 % 1.67 %
Geo. Mean 102.41 % 1.09 %




Bend the system-call input space to make it conducive to fuzzing

the-shelf fuzzers

Use time-tested off-

t configs
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Hypervisor v v
Kernel v

Reshaping applies to independent, complex targets
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: 1 A\
Recap: O 3t &1’\\\0

W W ¢

Hypervisor v v
Kernel v
Source-Level v v

ISA-Level O

Reshaping can be applied even without access to a target's source
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Hypervisor

Kernel
e Source-Level
R e ISA-Level
VM-Snapshotting

Process-Based

Reshaping composes with diverse fuzzing techniques
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Native Execution & &

Reshaping composes with diverse fuzzing techniques



Is reshaped fuzzing...

RQ1: effective at finding bugs?

RQ2: competitve with other approaches on coverage-achieved?
RQ3: applicable to a diverse set of targets?

RQ4: beneficial even when grammars exist?

RQS5: compatible with other SoTA fuzzing techniques?
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Is reshaped fuzzing...
RQ1: effective at finding bugs?

Over 100 new bugs found.
Bugs found in code that was already "covered" by

grammar-based fuzzers.

41



Is reshaped fuzzing...

RQ2: competitve with other approaches on coverage-achieved?

41



Is reshaped fuzzing...

RQ3: applicable to a diverse set of targets?

Morphuzz, FuzzNG are extensible to other targets.
HyperPill applies to an entire class of diverse targets.

41



Is reshaped fuzzing...

RQ4: beneficial even when grammars exist?

Morphuzz and FuzzNG found bugs in code and
components that had already been fuzzed by grammar-

based approaches.

41



Is reshaped fuzzing...

RQS5: compatible with other SoTA fuzzing techniques?

Our reshaping-based fuzzers integrate with diverse state-
of-the-art techiques, such as fork-servers, full-system-
fuzzing and emulator-based fuzzing.

41



Is reshaped fuzzing...

RQ1'Qeffective at finding bugs?

RQZ'Qcompetitve with other approaches on coverage-achieved?
RQZ'Qapplicable to a diverse set of targets?

RQ4'0beneficiaI even when grammars exist?

RQS'Qcompatible with other SoTA fuzzing techniques?
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Thesis:

Input-space reshaping is more effective
than grammar-based harnessing
approaches for fuzzing complex targets.
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SoK: Enabling Security Analyses of Embedded Systems via Rehosting

Introduces the benefits and challenges of of
virtualizing embedded software

ldentifies the essential steps in the rehosting
process and a high-level, iterative process for
rehosting embedded systems.

Obtain Enumerate Determine Obtain
Firmware Peripherals ISA Physical Device

Y

> Generate Initial <<
Specification
Ry : (cpuo,fwo, {pé}, do) Access Output |
Channel
| Run Rehosted Documentation &
System: R; Prior Knowledge
Update
Specification
Ri = Rj+1 Expected Ground-Truth
Behavior Traces
A Evaluate
Fidelity <<
Improvements of R;
Necessary




Saphire: Sandboxing PHP Applications with Tailored System Call Allowlists

Three stage approach to automatically protect a
vulnerable-web application against exploitation.

Leverages, seccomp, a built-in feature of the
kernel

Blocked every exploit in our dataset

PHP Tests PHP Application HTTP Requests

@ P N @ Parser @

(PHP Interpreter ) ( PHP Functions y . .
Tracing /- ( ) PHP Interpreter
Extension ;" : X

] % " | extension [

_ 00 \ ,

Current PHP System Calls | CG N d A _
Function : \ | %
: J ¢ — class instatiations system calls N
MaoDi ¢ — class definitions q Kernel
g ] a.rp.mg © _ ! | [~ function calls -
ptracer ! built-in PHP — variables String X
R _— J ;unctloné tlcl) - constants —— | Processor | .
K ystem Calls / K_ includes AA / k Intrusion attempt detected /

4.4




Fasano, Andrew, Tiemoko Ballo, Marius Muench, Tim Leek, Alexander Bulekov, Brendan Dolan-Gavitt,
Manuel Egele et al. "Sok: Enabling security analyses of embedded systems via rehosting." In Proceedings of
the 2021 ACM Asia conference on computer and communications security.

Bulekov, Alexander, Rasoul Jahanshahi, and Manuel Egele. "Saphire: Sandboxing {PHP} applications with
tailored system call allowlists." In USENIX Security Symposium (USENIX Security 21)

Bulekov, Alexander, Bandan Das, Stefan Hajnoczi, and Manuel Egele. "MORPHUZZ: Bending (input) space
to fuzz virtual devices." In USENIX Security Symposium (USENIX Security 22)

Bulekov, Alexander, Bandan Das, Stefan Hajnoczi, and Manuel Egele. "No grammar, no problem: Towards
fuzzing the linux kernel without system-call descriptions." In Network and Distributed System Security (NDSS)
Symposium 2023

Bulekov, Alexander, Qiang Liu, Manuel Egele, and Mathias Payer Hyperpill: Fuzzing for hypervisor-bugs by
leveraging the hardware virtualization interface (to appear). In USENIX Security Symposium (USENIX
Security 24)
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Thank you!

@ Prepare the Hypervisor

Identify and Hook:

Guest-Address Map

DMA-Access APT @ )

@ Fuzz Virtual Devices

Pattern Table

Input Bytes f )
HEEEEBEBN,
HEEEEDN |
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Prior Approaches

Ignore DMA

Tavis Ormandy. IOFuzz (2007)
Henderson et al. VDF (Raid "17)



Prior Approaches

Scratch-Buffer to Stimulate DMA

Schumilo et al. HYPER-CUBE (NDSS °20)
Schumilo et al. Nyx (Sec "21)




Prior Approaches

Per-Device Grammars

Schumilo et al. Nyx (Sec "21)
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Grammars - Virtual Devices

intel.

eXtensible Host Controller Interface for
Universal Serial Bus

(xHCI)

Requirements Specification

May 2019

Revision 1.2

Figure 4-15: Link TRB Example

Transfer Ring
0 Segment 0
E ndpoint Context TRB
Ring Base Address / TRB
TRB
TRB 256

i TRBs
EP State K]
Dequeue Poirter JRE s
: TRE ' o

Engueue Folnter Transfer Ring

Segment 1

Link TRB ~

x
Legend IR
. TRB
TRB
TRB
Ring Size = 500 TRB

Lirk TRB —J

Unused

Transfer Descriptors (Chained TRBs) may cross Segment boundaries.

Refer to section 4.11.7 for how the Chain (CH) flag shall be setina Link TRB. In a
Transfer Ring a Link TRB is always assumed to be linked to the first TRB of the
next segment. If the Chain bit (CH) of the previous TRB is ‘1, then the multi-TRB
TD that it defines spans segments and shall continue with the first TRB of the
next segment. In a Command Ring the Link TRB Chain bit (CH) is ignored by the
xHC.

As software advances its Enqueue Pointer and advances over a Link TRB, the
Cycle (C) bit shall be updated with the value of the PCS flag.

The Interrupt On Completion (IOC) flag of a Link TRB may be used by system
software to generate an event indicating the Dequeue Pointer has reached the
Link TRB. This feature provides software with the ability to track the Dequeue
Pointer as a function of segment boundary crossings.

Note: A TD Fragment shall not span segments. Refer to section 4.11.7.1.

When the Link TRB resides on a Transfer Ring the Interrupt On Completion (10C)
flag of a Link TRB may be used by system software to generate a Transfer Event,
where the Transfer Event Slot ID and Endpoint ID shall reflect the slot and

229

49



Grammars - Virtual Devices

t_dcb_ctx = s.edge_type("dcb_ctx", c_type= "uint32_t")
new_dcb_ctx=" *output_0 = (uint32_t) slab_alloc_page_aligend(0x1008);\n" +\

"uint32_t*

dchaa =

"dcbaa[*data_slot] = *output_©;\n"

(uint32_t* )*borrow_0;\n"+\

s.node_type("new_dcb_ctx", outputs=[t_dcb_ctx], borrows=[t_dcbaa], data=s.data_u8("slot"), codegen_args=new_dcb_ctx)

new_dcb_ctx_broken_1="*((uint32_t**)borrow_0)[*data_u8] = (uint32_t)0x%x;\n"%(base)
s.node_type("new_dcb_ctx_broken_1", borrows=[t_dcbaa], data=d_u8, codegen_args=new_dcb_ctx_broken_1)

new_dcbh_ctx_broken_2=" *((uint32_t**)borrow_0)[*data_u8] = (uint32_t)OxFFFFFFFFFFFFFFOO;\n"
s.node_type("new_dcb_ctx_broken_2", borrows=[t_dcbaa], data=d_u8, codegen_args=new_dcb_ctx_broken_2)

d_slot_context
d_slot context.
d_slot_context.
d_slot context.
d_slot_context.
d_slot context.

= s.data_struct("d_slot_context")

u32("data_a")
u32("data_b")
u32("data_c")
u32("data_d")
finalize()

new_slot_context = "" +\

e ((uint32_t*
"x((uint32_t*
e ((uint32_t*
"x((uint32_t*

d_slot_context
d_slot_context.
d_slot_context.
d_slot context.
d_slot_context.
d_slot context.

new_ep_context
"*((uint32_t*
"*((uint32_t*
"*((uint32_t*
"*((uint32_t*
"*((uint32_t*

Y(*borrow_©
)(*borrow_©
)(*borrow_©
)(*borrow_6

+ o+ o+

+

1

0))
4))
8))

(uint32_t)data_d_slot_context->data_a;\n"+\
(uint32_t)data_d_slot_context->data_b;\n"+\
(uint32_t)data_d_slot_context->data_c;\n"+\

12)) = (uint32_t)data_d_slot_context->data_d;\n"
s.node_type("new_slot_context", borrows=[t_dcb_ctx], data=d_slot_context, codegen_args=new_slot_context)

= s.data_struct("d_ep_context")

u32("data_a")
u32("data_b")
u32("data_c")

ug("ep_identifier")

finalize()

= hn +\

)(*borrow 0 +
)(*borrow_©O +
)(*borrow O +
)(*borrow_ O +
Y(*borrow 0 +

s.node_type("new_ep_context"

0

+

(0x20 *
4 + (0x20 *
16 + (0x20 *
8 + (0x20 *
12 + (0x20 *

-+

“+

(1+(uint32_t)data_d_ep_context->ep_identifier%0x30))))
(1+(uint32_t)data_d_ep_context->ep_identifier%0x30))))
(1+(uint32_t)data_d_ep_context->ep_identifier%0x30))))
(1+(uint32_t)data_d_ep_context->ep_identifier%ox30))))
(1+(uint32_t)data_d_ep_context->ep_identifier%0x30))))

(uint32_t)data_d_ep_context->data_a;\n"+\
(uint32_t)data_d_ep_context->data_b;\n"+\
(uint32_t)data_d_ep_context->data_c;\n"+\
*borrow_31;\n" + \

0;\n"

I

, borrows=[t_dcb_ctx, t_trb_ring], data=d_slot_context, codegen_args=new_ep_context)
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@ Prepare the Hypervisor

Morphuzz Components { (oo o

DMA-Access API @

(@ Hypervisor Hooks
@ Virtual Device Fuzzer Harness
o libFuzzer

e Input interpreter
« We added a fork-server

(3 Crash "Unbending"
Transtorm DMA back into an
asynchronous operation
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(:) Prepare the Hypervisor

Morphuzz Components

. Guest-Address Ma
Identify and Hook: P
DMA-Access AP @

@ HyperViSOr HOOkS @FUZZ Virtual Devices

[ Pattern Table

[ Input Bytes ] [

| EEEEE |it

HEEENR
[Split Commands |

/ Add mm W e —

readl Region 2 — il
UffsetIBx1EEF

:

. : ‘ RAM ‘

readl iaxBEEF VM Context

| VMM Context

I Start Len Device

oxAB0  oxF [] -®
oxBe8  exfF O ‘ \( )

\ oxBoBe OxFFF 2\




(:) Prepare the Hypervisor

Morphuzz Components

. Guest-Address Ma
Identify and Hook: P
DMA-Access AP @
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[ Pattern Table

[ Input Bytes ] [
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[Split Commands |
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:
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readl iaxBEEF VM Context

| VMM Context

I Start Len Device

oxAB0  oxF [] -®
oxBe8  exfF O ‘ \( )
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(:) Prepare the Hypervisor

Morphuzz Components (oo o

DMA-Access API @

(:)Fuzz Virtual Devices

@ HyperVISor HOOkS f Pattern Table

Input Bytes
[ P Iy ] [-l H B HB Il]:
[ \ H B EHE B =
Split Commands
/ pdd mE W = "
readl Region 2 T " e ™
UffsetIBx1EEF
- | ——
< : ‘ RAM ‘
readl IBxBEEF VM Context
| VMM Context
I Start Len Device 7
8116111660000
? _—  19111600110101 oxAB0  oxF [] -®
0166111010101
f 1111010008111 oxae  oxfFF O ‘ \O
0611810110101
s \ oxBAA8 BxFFF A\
1111616811601
181181108189...

91 outl Bxcf8 Bx8008610160
outl Bxcfc BxcB200
outl Bxcf8 Bx80001004



(:) Prepare the Hypervisor

Morphuzz Components

. Guest-Address Ma
Identify and Hook: P
DMA-Access AP @

@ HyperViSOr HOOkS @FUZZ Virtual Devices

[ Pattern Table

[ Input Bytes ] [

| EEEEE |it

HEEENR
[Split Commands |

/ Add mm W e —

readl Region 2 — il
UffsetIBx1EEF

:

. : ‘ RAM ‘

readl iaxBEEF VM Context

| VMM Context

I Start Len Device
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(:) Prepare the Hypervisor

Morphuzz Components

. Guest-Address Ma
Identify and Hook: P
DMA-Access AP @

@ HyperViSOr HOOkS @FUZZ Virtual Devices

[ Pattern Table

[ Input Bytes ] [

| EEEEE |it

HEEENR
[Split Commands |

/ Add mm W e —

readl Region 2 — il
UffsetIBx1EEF

:

. : ‘ RAM ‘

readl iaxBEEF VM Context

| VMM Context

I Start Len Device

oxAB0  oxF [] -®
oxBe8  exfF O ‘ \( )
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Morphuzz Components
(@ Hypervisor Hooks

(:) Prepare the Hypervisor

. Guest-Address Ma
Identify and Hook: P
DMA-Access API @

(:)Fuzz Virtual Devices

Pattern Table
[ Input Bytes ] [. —— .]:

) 1 l
Split Commands
| / Add mE W - —
readl Region 2 — il
UffsetIBx1EEF
—
‘ RAM ‘
readl IBxBEEF VM Context
| VMM Context
I Start Len Device

oxAB0  oxF [] -®
oxBe8  exfF O ‘ \( )

oxBBB8 BxFFF 2\

(read oxgeer ) ( oma Faxd [IJ] ) ( owa Fini[ ] ) (EEj

I Tine

() "Un-bend" Crashing Inputs
(oma Fixd [l ) ( oma Fita[] ) (read exBeEF ) [Egj

Time

Report the Crash
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Morphuzz is Upstream in QEMU

« Continuously fuzzed on OSS-Fuzz
« 200+ Issues Reported
« Reproducers are simple to use &

hw/net/net_tx_pkt: Fix crash detected by fuzzer

o Bugs are Caught before release o ey csmes wen s starsed tike shis

cat << EOF | ./gemu-system-1386 -device vmxnet3 -nodefaults -qtest stdio
outl Oxcf8 0x80001014
S = - outl Oxcfc 0xe0001000
git clone git.gemu.org/gemu.git Ul Oxcrs Ora00m1013
outl Oxcf8 0x80001004
outw @xcfc 0x7
tps://www.qemu.org/docs/master/devel/fuzzing.html outl @xcf8 0x80001083
write 0x0 0x1 Oxel
write Ox1 Ox1 Oxfe

#& » Developer Information » QEMU Build and Test Syster Wite Ox2 0%l Oxbe
write @x3 0x1 Oxba
. writeq 0xe0001020 OxefefffSecafe0000
Fuzzing writeq 0xe@001020 OxffffSe5ccafe0002
EOF
This document describes the virtual-device fuzzing infrastr
to implement additional fuzzers. It hits this assertion:
Basics gemu-system-1386: ../qgemu/hw/net/net_tx_pkt.c:453: net_tx_pkt_reset:
Assertion “pkt->raw' failed.
CONTENTS: Fuzzing operates by passing inputs to an entry point/targef
code coverage triggered by the input. Based on these findi This happens because net_tx_pkt_init() is called with max_frags == @ and
About QEMU A e b thn Frammin thus the allocation
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