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as the issuer. The correctness of the Hilbert Cloak algorithm is formally provided
and the performance of the algorithm has been also experimentally evaluated.
A different algorithm, called CliqueCloak is proposed by Gedik et al. [15]. The

main difference with respect to the IntervalCloaking algorithm is that Clique-
Cloak computes the generalization among the users that actually issue a request
and not among the users that are potential issuers. Indeed, CliqueCloak collects
original requests without forwarding them to the SP until it is possible to find
a spatiotemporal generalization that includes at least k pending requests. Then,
the requests are generalized and forwarded to the SP. The advantage of the pro-
posed technique, whose correctness is formally proved, is that it allows the users
to personalize the degree of anonymity as well as the maximum tolerable spatial
and temporal generalizations. However, the algorithm has high computational
costs and it can be efficiently executed only for small values of k.
In [14] Mascetti et al. present other three generalization algorithms that are

proved to guarantee anonymity against snapshot, single-issuer and def-aware
attacks. The aim is to provide anonymity while minimizing the size of the gen-
eralized location. The algorithm with the best performance with respect to this
metric is called Grid. Intuitively, this algorithm partitions all users according
to their position along one dimension. Then, it considers the users in the same
block as the issuer and it partitions them according to their location along the
other dimension. Finally, each block has at least cardinality k and the algorithm
computes the generalized location as the minimum bounding rectangle (MBR)
that covers the location of the users in the same block as the issuer.

Decentralized Defenses against Snapshot, Single-Issuer Attacks. Some
papers propose defense techniques that do not require a centralized architecture.
Chow et al. [16] propose a decentralized solution called CloakP2P in which it is
assumed that users can communicate with each other using an ad-hoc network.
Basically, before sending the request, a user looks for the k − 1 closest users in
the neighborhood through the ad-hoc network. The location information of the
request is then generalized to the region containing these users and the request
is issued to the server through one of these users that is randomly selected.
This algorithm guarantees privacy only against def-unaware attacks and it is
evaluated through experimental results only.
Privè is a distributed protocol based on the Hilbert Cloak algorithm ([17]).

In this case, the data structure that contains the positions of the users on the
Hilbert curve is a B+-tree that is distributed among the users in the system. The
generalization is a distributed algorithm that traverses the tree starting from the
root and finds the set of users containing the issuer. The algorithm is proven to
be correct and guarantees privacy also against def-aware attacks. However, this
solution suffers from some scalability issues. To address these issues, Ghinita et
al. [18] propose the MobiHide algorithm which improves the scalability but that
does not guarantee anonymity if the generalization algorithm is known to the
adversary. The algorithm is formally validated.
A different decentralized solution is proposed by Hu et al. [19]. The main

characteristic of the proposed technique is that it does not require the users to


