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A real story of tech-enabled stalking
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Reference: Freed et al. Analyzing Clinical Computer Security Interventions with Survivors of Intimate Partner Violence. CSCW 2019

“He’s tracking [everything]. Whatever I do, he sees that…”

(Survivor of Intimate Partner Violence)



Tech-enabled stalking is on the rise
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https://www.prnewswire.com/news-releases/51-increase-in-the-use-of-online-spying-and-stalking-apps-during-lockdown-301090012.html

Consumer spyware apps



Consumer          spyware apps
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How?
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Methodology: reverse engineering

Java Files

Decompilation

API Use

Source Files
(.apk files)
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An in-depth analysis of technical capabilities
Leading Android spyware appsCapabilities
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Vignette #1: invisible camera access



Vignette #1: invisible camera access – via 1x1 preview 
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Normal app:
* Show a preview to the user

Spyware app:
* A preview of size 1x1 (invisible)!
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• Apps can capture raw frames from the camera

Vignette #1: invisible camera access - via raw frames

Normal app Spyware app
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Vignette #2: hiding app icons

Post:

Innocuous Icon

Pre-setup:
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Vignette #2: hiding app icons

Post:

App w/ no icon 
(launcher activity)

Pre-setup:



Takeaway: spyware apps are technically sophisticated
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But ironically, they are not very secure



What are the measures taken by spyware 
apps to protect user data?
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Methodology: an end-to-end approach
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Results: a range of privacy deficiencies
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Factory Reset

Geoff

Vignette #1: unauthenticated SMS commands
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Vignette #2: transmitting data in plaintext

Username: victim@gmail.com
Password: xxxxxxx
Called Alice at midnight
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Vignette #3: cross-account request forgery

Create an 
account

Replacing the attacker’s account 
id with the victim’s account id
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Disclosed to all vendors yet received 
no response

Takeaway: no enough effort in securing 
sensitive user data
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• Contribution #1: in-depth analysis of consumer Android spyware apps

• Studied the spying capabilities of 14 leading spyware apps

• Documented the creative ways of using APIs

• Including previously unknown approaches

• Contribution #2: security analysis on user data protection

• Identified a range of privacy deficiencies

Summary
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