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other nodes, or be a disconnected component (no edges). After labelling, our
dataset comprised of 6% suspicious and 94% unsuspicious entities.

Feature Selection Why is this important?

With this in mind, we begin to think about what important data points we

need to extract for the machine learning model.
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Labelling

We joined the entities present in ICIJ with other knowledge bases that contain
blacklisted entities such as the Special Designated Persons List and Blocked
Persons List from treasury.gov. Using SQL, we were able to merge our Paradise
Papers and Panama Papers data and found 44 labels across both leaks
accounting for about .002% of our dataset being labeled. In order to add more
labels that we considered suspicious, we used a “friend of friend” approach.

The “friend of friend” approach assumes that those entities connected in the
2nd degree are also assumed to be involved in illegal activities. For example, if
company A is blacklisted and that company is connected to Officer B who is
also connected to other companies C, D, and E, then those three companies
are also labeled as illegal, thus giving us 6% of our data that is labeled illegal,
allowing for easier training.

The purpose of the degree centrality algorithm is that it allows us to find the
most “popular” nodes with the most edges connected to them. We believe that
the number of connections will be relevant to determining if an entity is
suspicious.
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Average Precision and AUC ROC For Each Machine Learning Model
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Ideally in the future, we would like to utilize big data tools such as Apache Spark
to join our features engineered from the Neo4j database on all of the 1.9 million
data points consisting of the other leaks which were Pandora, Offshore, and
Bahamas as well as integrating data from open corporates that contains data
such as incorporation date, dissolution date, etc. on 3 million companies
worldwide. Another improvement could have been keeping the data in network
form. The data is naturally in network type and making it tabular and running
machine learning algorithms on the tabular formm may have caused a decrease in
performance, as opposed to making our own ranking algorithm that ran on the
Neo4j database and predicted suspiciousness in that flow without any extra
pre-processing.
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