Flexera SPS Producer portal - Retest Report 20 Feb 2023

Please see the details related to new vulnerability identified during the retest.

VULNERABILITIES SEVERITY Retest Status
Missing Multi-factor Authentication HIGH Resolved
Missing SSO Integration HIGH Resolved
Unvalidated Redirects NEW /OPEN

Unvalidated Redirects -

Observation:
Noted that an attacker can redirect the users to a malicious URL (e.g. bing.com) as the
destination URL.

Recommendation:

* Avoid using redirects and forwards.

* |fused, donotallow the URL as user input for the destination

* |fuserinput cannot be avoided, ensure that the supplied value is valid, appropriate for
the application, and is authorized for the user.

» Sanitize input by creating a list of trusted URLs (lists of hosts or a regex).

» Forceall redirects to first go through a page notifying users that they are leaving your
site and have them click a link to confirm.

Steps to Reproduce:

1. After submitting credentials, intercept the request and approve MFA.

2. Change the ReplayState path to any desired URL and forward the request.

3. Observe the response, the user is redirected to a malicious/test URL, e.g., as bing.com.

Proof of Concept:
Below figure shows an intercepted request of ReplayState path.
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POST /mellon/postResponse HTTP/Z
[CHost: honeywellsps-no-uat.flexnetoperations.cos

Cookie: AVSELB=AlAD1S9S51EDEEO67BE43C27BCDA4FASEOFTF1340D56446ED82A1F2324BB2AS33AECESDESST3ACF30CBF2351F1C02C00E226DESFE3AF254BAZ30DBA0TFSCTFAZ2Z21BACSBISF; nellon-cookien

User-Agent: Mozilla/S.0 (Vindows NT 10.0; Winéd; x64; rv:109.0) Gecko/20100101 Firefox/108.0
Accept: text/htal,application/xhtal+xaml,application/xml:;q=0.9,image/avit, inage/webp,*/*:q=0.8
Accept-Language: en-US,en;qe0.5
Accept-Encoding: gzip, deflate
Referer: https://qauthn.honeywell.com/
Content-Type: application/x-www-fora-uzrlencoded

10 Content-Length: S8EL
Origin: https://qauthn.honeyvell.com
Upgrade-Insecure-Requests: 1
Sec-Fetch-Des
Sec-Fetch-Node:
Sec-Fetch-Site: cross-site
Te: trailers
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Unvalidated Redirects (Cont..)

Proof of Concept:

Below figure shows a malformed request with the attacker site's URL changed (e.g.; bing.com)
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| POST /mellon/postResponse HTTP/2
[Z_Host: honeyvellsps-no-uat.tlexnetoperations.con ]
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18ACSB1SF; mellon-cookies=

cookiete
i User-Agent: Mozilla/5.0 (Vindows NT 10.0; Vingd:; xé4; .0) Gecko/20100101 Firefox/109.0
S Accept: text/htal,application/xhtalsxml,application/xml;qe=0.9,image/avit,image/vebp,*/*;qe0.8
:qe0.5
gzip, defla
Referer: https://qauthn.honeyvell.com/
Content-Type: application/x-www-form-urlencoded
Content-Length: S861
Origin: https://qauthn.honeyvell.com
2 Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
§ Sec-Fetch-Mode: navigate
Sec-Fetch-Site: cross-site
Te: trailers
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Below figure shows a malformed URL that is redirected to the attacker's website (e.g; bing.com)
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