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public class ColumnSegment implements SQLSegment, PredicateRightValue, OwnerAvailable<TableSegment> {

private final int startIndex;
private ftinal int stopIndex;
private ftinal String name;

private final QuoteCharacter guoteCharacter;

private TableSegment owner;
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l UPDATE t user SET pwd = “456” WHERE id = 1 ] SELECT pwd FROM t_user WHERE pwd = 123" ;

l INSERT INTO t_user(pwd) values( “123" )
BIRSQL

4 ﬂqtﬁSQL é E‘S{FSQL l qu arv.with.cipher.column=true

E%SQL

P BHrSQL —
.} BESQL e [ 00]
i AixSQL

SELECT pwd_cipher FROM t_user WHERE pwd _cipher = “xxx” ;
l INSERT INTO t_user(pwd_plain, pwd_cipher) values( “123" , "xxx" )

l UPDATE t user SET pwd_plain = “456" , pwd_cipher= “xo0¢" WHERE id = 1 l
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How to support the fuzzy query of encrypted fields #20435

cheese8 opened this issue on 23 Aug - 7 comments

@ cheese8 commented on 23 Aug - edited ~ Contributor | @ --+
4

Solutions: @strongduanmu

1. Homomarphism algerithm, but there is no good homomorphic encryption algorithm implemented for now.

2. Besides the cipherColumn and assistedQueryColumn columns, add additional fuzzyColumn and fuzzyAlgorithm which works
like the cipherColumn and assistedQueryColumn columns, rewrite LIKE plainColumn into LIKE fuzzyColumn to meet user
requirements. The 4PI changed as below:

public final class EncryptColumnRuleConfiguration {

private final String logicColumn;

private final String cipherColumn;

private final String assistedQueryColumn;
private final String plainColumn;

private final String encryptorame;

private final String assistedQueryEncryptoriame;
private final Boolean queryWithCipherColumn;

// new added
private final String fuzzyColumn;

// new added
private final String fuzzyEncryptorame;

liming0 commented on 13 Jul « edited by terrymanu - Author | © ---

I have no idea for how to support LIKE, any suggestions?

| think we only need to allow the like keyword to filter the encrypted column. The specific implementation of encryption and query
can be realized by users themselves

liming0d commented on 13 Jul « edited by terrymanu ~ Author | @ ===

I have no idea for how to support LIKE, any suggestions?

My idea now is to divide the content into groups of X characters, then encrypt each group separately, and then splice them
together for storage. When querying, repeat the steps of grouping encryption, and then query; At present, there are two points to
be controlled in this method: first, the encrypted characters will be relatively long. This method uses storage space to realize this
requirement; Second, we need to control the size of variable x, which should not be too shert. Too long will also affect the search
experience

93 0 terrymanu added { type: discussion ' €200 eyt labels on 25 Jul

Q terrymanu commented on 25 Jul » edited ~ Member () ---

How about the performance and the storage capacity? Any idea to deal with like % ?

https://github.com/apache/shardingsphere/issues/19026
1. B—"Mssues@EShardingSphere E 5 B—MEIIEII—/ME
WEIE5, EETFREFNIkeEAEEERERL

https://github.com/apache/shardingsphere/issues/20435 2+ EZNIssuesHE ARWAMAAESINEFHEELIikeEW
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ColumnSegment columnSegment) {
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Collection<SubstitutableColumnNameToken> generateSQLTokens(

onExpression

eimrelathEs nherralunnttahl alass
1syuer yWithCipherColumn(tableName

onExpression(whereSegments

EncryptPredicateColumnTokenGeneratorzs 1Ay
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Insert7={5l

Logic SQL: insert into user (id, name, phone, sex)
values (2, ?, ?, ?)

Actual SQL:insert into user 1 (id, name, name ext, name fuzzy
,» phone, phone fuzzy, sex) values (?, ?, ?, ?, ?, 2, ?) ::

[1, gugrgBfHOfBId1UzZEtSbPA==, gNqrgBfHofBIdl1UzEtSbPA==, FEEH]IE
qQEME7XRzWOd7Eot10At6ww==, 04101454589, 5]

JFRSQLIEAF R B4, FEnamefeE TS . HHEN
5. &M%, phoneficE T1EMZI . FTLAKERISQLLE
N7 3MNFE, HNNvaluetZiRE BEEN&EEHIT
BRANE,

« Updater=fl

Logic SQL: update user

set name = ?, phone = ?, sex = ?

Actual sQL: update user 1
set name = ?, name ext = ?, name fuzzy = ?,
3

phone = ?, phone fuzzy = ?, sex = ?

where user 1.id = ?
1EAjasGZIUCIvP8Ig==, qyPX2iE4jasGZIUCIvPRIg==
y, VOHO5UPxrPKdTjaD5Zek+g==, 041111111111, &,

and user 1.name fuzzy like ?

B FRERFEMIT, HENvaluelRREZBEENSE
EHITINZERBAE, EHERINSEEMS, EhR
B%ENE
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Shal’dlngsphel’e‘J DBC{iﬁE 7_]—?1§U . .select( , “0jections.map

@ Select= 4l

Actual sSQL: ds ::: select user

"mame" : “BEFOox",

SEEEr s MY "user.name”: "BEFTaxx",
"phone": "130000000000", ‘user.sex"': "H",
"*phoneFuzzy”: "£41111111111°, "user_ext.address": "EiR",

i "user.id": 1
"nameFuzzy": "{E1E999"
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«  SQLAXHF. REENNE

BEHRSQLEENIT, TEBMMEREAT
BT LI ARELIRREE SRS RRIEWS,
TENE TQuerydslFIMybatis FE IR RS X .
- BEZIER

. BeEFDataSource
2., EBRARRNEIER, £M1SQLQueryFactory,
3. {EAMIEREARESQLQueryFactory;EA
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1. BoE%FDataSource

2. [R4SQLFISharding SQLIKTE AR mapper ™

3. EEARNEIEIR, S£ARBISqlSessionFactory

4. BohiRHE@MapperScani3 i NEERER B mapper
5. {ERMIEZEAEmapper;E ABIHE]
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