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The system alerts are only available to the administrative account,
and the MSSP user account only sees the alerts
for the managed objects it is scoped to.

Because subobjects of the results of endpoints are not yet scoped, if
any part of the results from an endpoint are restricted from view by
a non-administrative user, the entirety of the results of the endpoint
are not displayed, and instead a HTTP status code
is returned. This behavior extends to use of the query
parameter; if your API query requests the inclusion of data from an
endpoint it is not authorized to access, the entire query will result in
a HTTP status code and no data will be returned.

This is documented in more detail at
.

Using the SP REST API to write a client that supports caching (or
Why the Sub-Object JSON is so Deeply Nested)

The SP REST API is written so that its output for objects that have
multiple sub-endpoints can be combined without having to restruc-
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ture the data that you already have or the new data that was just re-
turned. This is useful when your client needs to cache data or wants
to create data sets by assembling the relevant data from API sub-
endpoints. We aren’t going to provide a full example of a caching
client in this section, but we will describe how this could be done
using the SP REST API and you will see how the data from the sub-
endpoints fits into the JSON object that comes from the top-level
endpoint.

In SP 8.4 the endpoint that has the most sub-endpoints is the
endpoint, so we will use that as the example. Starting with

the alert having ID 172784 (and trimming out some of the response in
the interest of space) the API request response for that alert is
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The relationships shown in that output are all sub-objects of the
object. Taking as an example,

the API response for that object (again, with some data trimmed)
looks like
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A more complicated example is one of the sub-endpoints that
has more than one object, (which has been greatly
simplified so it can be seen):
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Given those three pieces of data, the client starts by retrieving the
alert information, but none of the related information. As the user
of the client requests more details, they can be added to the data
structure for the original alert and referenced after that. The pseudo-
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code for this looks like
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which means the first request for any particular data in a sub-
endpoint will be slightly slower as the API request is made, but any
subsequent request will already be in memory. Of course, you could
add information about how old the data is and refresh the data using
API calls if it is older than your threshold.

Using the example results data from above we can use pseudo-
code that looks like this (and only handles one level of depth)
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to populate the original alert data results. This then looks like (with
the links removed for brevity) this
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allowing for code that can handle more levels of depth than the
pseudo-code above, the data from the endpoint
integrates into the alert data to result in
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Staring at JSON data doesn’t always lead to clarity, but a close
enough look at it shows that adding data to the original JSON output
from the endpoint is done with extraction of
data from the sub-endpoints and direct insertion into the original
results without any reformatting or refactoring of the data; the only
real effort is knowing which level of data from the sub-endpoints
should go into which level of the data from the top-level endpoint.

The structure of the data from the sub-endpoints might look un-
necessarily nested or complicated when taken out of context, how-
ever, this structure allows for simple construction of the entirety of
the alert data into one JSON object.


