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Figure 12: High-level Overview of Tag and Text Generation Processes
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No. Time Protocol  Lengtt Info
2412 22.036166 e 74 50021 « 443 [ACK] Seqel Ackel Wine262144 Loned
2413 22.0376%98 TLSv1. 259 Client Hello (SNIsmexus.officeapps.live.com)
2414 22.204669 TP 1514 443 - 50021 [ACK] Seqel Acke186 Wine525312 Len«1448 [TCP segment of a reassesbled POU)
2415 22.204672 Tce 1514 443 -~ 50021 [ACK] Seqel441 Ack«186 Wine525312 Len=1440 [TCP segment of a reassembled POU]
| 2416 22.204673 2409:10:¢300:200:5. TCP 1514 443 -~ 50021 [ACK] Seqe2881 Ack«186 Wine525312 Len=1440 [TCP segment of a reassembled POU]
L2417 22.204674 2603:1036:2404: 115 2409:10:¢300:200:5. TCP 1514 443 - 50021 [ACK] Seqeda321 Acke=186 Win=525312 Len=1440 [TCP segment of a reassesbled POU]
s 2418 22.204675 2603:1036:2404: 2409:10:¢300:200:5. TLSvli. 362 Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Dome
2419 22.2048%9 €300:2 tE 74 50021 < 443 [ACK] Seqel86 Ack=6049 Wine256064 Len«@
2420 22.205265 €300:200:5. 74 [TCP Window Update) 50021 - 443 [ACK] Seqe186 Acke6049 Wine262144 Lens@
2421 22.2249 c300:200:5. 181 Client Key Exchange
2422 22.22%e77 €300:200:5. 80 Chamge Cipher Spec
2423 22.225101 €300:200:5. TLSvi. 119 Encrypted Handshake Message
2424 22.388124 TP T4 443 - 50021 [ACK] Seqe6049 Acke344 Wine525056 Lens@
2425 22.389119 TLSv1. 125 Change Cipher Spec, Encrypted Handshake Message
2426 22.389275 TP 74 50021 « 443 [ACK] Seqe344 Ack=6100 Wine262080 Lens@
2427 22.3%902% TLSvi. 396 Application Data
2428 22.390621 TLSv1. 367 Application Data
2429 22.553499 TP 74 443 -« 50021 [ACK] Seqe6100 Ack=959 Wine524544 Lens@
| 2430 22.746246 192.168.1.11 TCP 54 50015 -« 443 [ACK] Seqel Acksl Wins2048 Lens=@
2432 23.074868 2409 300:2 uoP 195 64697 <« 443 Len=133
2433 23.07564 uoP 128 64697 <« 443 Len=66
1 2434 23.080214 uoP 94 443 < 64697 Len=32
2435 23.0861%0 uoP 88 443 < 64697 Len=26
2436 23.110337 uoP 94 64697 « 443 Len=32
| 2437 23.270345 uoP 1136 443 - 64697 Len=1074
1 2438 23.271016 uoP 100 64697 - 443 Len=33
| 2439 23.271414 2404 2409:10:c300:209:5. UDP 198 443 « 64697 Len=136 e
2440 23.271519 2409:10:c300:200:5.  2404:6800:4004:81d.  UDP 96 64697 - 443 Len=34 "IN DI DN DN D D S —
| 2441 23.278952 2404:6500:4004:81d.  2409:10:c300:209:5. UDP 88 443 « 64697 Len=26
H Sequence Nusber: 4321 (relative sequence number)
Sequence Nusber (raw): 3627207891 Peenes l
[Next Sequence Number: 5761 (relative sequence nuaber)) B o'
Acknowledgment Number: 186 (relative ack number)

Acknowledgment number (raw): 4153621513
0181 .... = Meader Length: 20 bytes (5)
Flags: @x18 (ACK)

Window: 2052

[Calculated window size: 525312)
[window size scaling factor: 256)
Checksum: @x63c® [unverified)

[Checksum Status: Unverified]

Urgent Pointer: @

[Timestamps)

[SEQ/ACK analysis)

[Reassembled POU in frame: 24%8]

TCP segment data (1449 bytes)
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{'considered regular expected"':
0.9683609760620078, 'malicious 1intent':
0.9615794211373029, 'typical':
0.9613007669189144, 'standard network':
0.9597/0067/85861135, 'reference point':
0.9590239229010236}



