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Abstract: FPE (format-preserving encryption) was discussed, and it was shown that how to reduce domain complexity was

the direction of designing FPE modes. A new FPE mode named coding-then-encipher mode was proposed and its operating

principle and security were described in detail, and it was pointed out that the key for this mode was finding efficient encode

and decode agorithms on domain. Furthermore, ascheme under coding-then-encipher mode which can resolve FPE problem

in chars" was presented, the encode and decode agorithms were described, and their efficiency were analyzed.

Key words: format-preserving encryption; rank-then-encipher; coding-then-encipher; random reference-based encryption

U(pcl DSS, payment
card industry data security standard)

(PII,
personally identifiable information)
Pl

2010-08-23 2010-12-21
60973141

20100031110030

" (FPE, format-preserving encryption) FPE

PIl
FPE (?(data masking)
FPE
FPE
09JCY BJO0300

Foundation Items: The National Natural Science Foundation of China (60973141); The National Science Foundation of Tianjin
(09JCY BJ00300); The Specialized Research Fund for the Doctoral Program of Higher Education of China (20100031110030)



- 185

31 2002
FPE
F:K"X® X K X
Z,={0,1L,n- 1
Prefix Cycle-

Black Rogaway[5]

FPE 3
walking  Generalized-Feistel Prefix
Cycle-walking

xT {0,LL,n- 1 E(
y =E(x) yT{0LL,n-3 y
y=E(y) {01L,n-3
y Cycle-walking
E
Generalized-Feistel
2m

AES)

Luby-Rackoff
[12]
Cycle—walking
FPE FPE
FFSEMI® RtEld FRX(
Bpg ™
FPE
FPE

2 FPE

1(  FPE) FPE
E:K X® X K X

FPE

FPE
m {o"
FPE FPE

YYYY-MM-DD 10

FPE W
wi W
XW FPE { XW}WT W

w

k w t FPE X

E"
2( FPE) FPE
E:K"W X'T® XU{"} K
0 T 13
X AT X
FPE fpe = (setup,
encryption, decryption)
setup params FPE
3
1)
2) w
XW
3) k
encryption t X
X y "
ECT(X)=E(K,W,T,X) ETO Xw
xT X, y=E"(x)
N
decryption t y
X X A
encryption yl X,
Dy (¥) = :
3
Black  Rogaway!™ 3 FPE
FPE
FPE
1
1
1) Generalized-Feistel
FFSEM FEX BPS Feistel
= Feistel
AES 3DES
Feistel
Feistel DES



. 186 32
1
Prefix Cycle-walking Generalized-Feistel Others
2008 ﬁluicbh:rzﬁ for Social Security Social Security Numbers v v
2008 FFSEM® Integer field Z,={0, 1,2, ,n-1} v v
2000 Rank-then-Encipher'®’ Arbitrary regular language v
Integer FPE' Integer field Z,={0, 1,2, ,n-1} v
2009 FFX™ chars" where chars is a finite alphabet v
A scheme based on Integer field Z,={0,1, ,n-1}  where
2009 Thorp Shuffle’® 2%< ng 2% v
2010 BPS*' chars" where chars is a finite alphabet v
Feistel FPE FPE
FPE
Cycle-walking
1 FFSEM RtE
Cycle-walking Feistel FPE
FPE FPE
Cycle-walking
Luby  Rackoff2 Feistel
2m Martinez *¥
2m2 Feistel rank  unrank
Generali zed-Feistel RtE 1 rank
3 2" i
(14 FPE i unrank
2) FPE j y X
FPE
Fuls
s g
(IEMFE =)
FPE i
i U] e
FPE
2002 FPE e il
FPE -
Z, chars" "y
chars" FPE
1 RE
chars"
chars" FPE FFX
Cycle-walking 2009 RtE chars={ag,ai,a,, |,
[ rank-then-encipher Aradiv. 1} radix
chars={0,1,2, ,radix-1}
a; i
FPE 2 FFX 2
FPE RtE FFX n X



6 - 187

chars={0,1,2, ,radix-1} FFX RtE
X (Zragi)" i [ FFX RtE
Feistel rank  unrank
(Zradix)" j RIE  FFX CtE FFX
RtE
[ I3 %
e —\GB \
i = kB
TPr
BRI R _
| B Y “n gﬁi'_
I L
oy W L2
2 FFX
4 FPE 3
RIE FEX FPE FPE
FPE FFSEM  Generalized-Feistel
Feistel
FPE FFX FPE
Feistel 4.1.1
n radix FPE CtE
setup
13 ” 1) W XW
2)
XW
FPE encode, : X ® Z, U{"} encode,,
FPE _ FPE X, xT X, iz, xi X,
“ " (coding-then-encipher) d N X
enco X) =
CtE ey () ) w
41 CtE W
decode, :N ® X, U{" decod
CLE 3 2 fecode, w U{"} &
Iz, X yl X,
itz decode, (j) ="
FPE 3) FPE
integer_fpe
encryption integer_fpe
X k X y

fpe_encryption = (encode, integer_fpe, decode)
CtE encode X
Cx



- 188

32

Cx = encode(x)

integer_fpe Cx
k Cy
Cy - integer _ fpe(k,Cx)
decode Cy
y
y - decode(Cy)
4.1.2

2002 Black  Rogaway™

PRP pseudorandom permutation

Perm(X,,) X

P- %% Perm(X,,) P

A f f
CtE E.(}
PO
{01}

b- %%{0,1 X

Perm(X,,) P

Oracle(Coding)
Oracle(Enc)

A
Oracle(Enc) b Cte
b=0
Oracle(Enc) P® b=
Oracle(Enc) CtE E.(3

A
Oracle(Enc) E.(3

P® b¢
b¢=b A
A
AdvP® (A) = 2Pr[PRP.. b true]-1  Pr[PRP.. b
true]
CtE E.(3
FPE integer_fpe
A
FPE integer_fpe
AdvE (A) = 2Pr[PRP“’;egeLfpe b true]- 1
integer_fpe
integer_fpe
CtE FPE
FPE
PRP
4.2
CtE “
" chars" FPE
chars"
FPE
4.2.1
CtE
chars X=chars" T
K
rB
pos  unpos
chars"
pos  unpos ( 4 )
1) chars"
“ p” m = |chars"| chars"
p, =l{y1 chars":y p x}| “p” X
chars"
2) m
{01, m-1}



- 189

Algorithm pos(x, rB, m)
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