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Open Source powers
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Focus has been on the digital...

~ And nottheutr‘ansformation .
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Barriers to Diqit'al Transformation

Percentage of respondents saylng the following was a s:gn/flcant /mped/ment to their
orgamzatlon S dlg/tal transformatlon efforts:

‘5% ‘ 43%

CULTURE & PROCESS . TECHNOLOGY

JHarvard " (n=734) Harvard Bpsihess Baliad Analytic Survey, Cominissioned by Red Hat, July 2018
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Moving to the ‘how’



“We think of Linux as a competitor in the
student and hobbyist market but I really
don't think in the commercial market

we'll see it in any significant way.”
— Bill Gates, 2001
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Enterprise-Grade Open Source: An Imperative for Modern IT

“Enterprise-grade open source software has become
ubiquitous across enterprise IT architectures ... used
by most, if not all, enterprises to support a broad range
of mission-critical applications and business services.
... [open source] often provide the basis of critical new
technologies ... open source is more likely to lead the
charge toward innovation” 10



POLICY ENVIRONMENT DRIVING ACCEPTANCE
>40 GOVERNMENTS rs

Cabinet Office

..,..;:« Government Digital
Australian Government Information Management Office S tr a-te g y k

(AGIMO) Circular

November 2012
Subject Cpe s Sow o Sullwa e Polcy
Approved hy the Secraterive’ IT Govemance Goard cn 2 i Decearher 2050 Open
o *0om  DISCOVER AN OPE
To all agencias under the Financial Wanagament ana Accountability Act 1697 'co m
(FMA ACD)

Should an agency wish to opt-out fram a Whcla-of. Governmant arrangement, plaase
‘olicw the ed/ce o° tha “Process for adminisiretion of op1-ous [om Whale-o' * 1 2

Bovesniivom [T anaigpoments” axallatdl-om higs v Sninge o aules open business education governr
government'sralegv-and-govencnce/Yhok-of- Goemment-IC”- Policies hitml.

Purpuse
e S Italy is latest to promote open source
amrange mant describad in Estimates Memorandum 20° 22 (see abova). . -
software in public procurements
A adi Posted 22 .an 2014 by 2au_Erownell (Ked Hat) &Y Rating: W W W

U MALAYSIAN PUBLIC SECTOR -
OPEN SOURCE SOFTIWARE PROGRAIM
POLICY ON FREE and OPEN SOURCE .

SOFTWARE USE for SOUTH AFRICAN
GOVERNMENT k @avmpa'se Oppna programvaror 2010
T —— drivs av KAMMARKOLLZGIET 11




— Reshape the culture of Gov’t IT

Digital Services Playbook

The American people expect to interact with government through
digital channels such as websites, email, and mobile applications. By
building digital services that meet their needs, we can make the

delivery of our policy and programs more effective.

Today, too many of our digital services projects do not work well, are
delivered late, or are over budget. To increase the success rate of these
projects, the U.S. Government needs a new approach. We created a
playbook of 13 key “plays” drawn from successful practices from the
private sector and government that, if followed together, will help

government build effective digital services.

https://playbook.cio.gov/

Digital Service Plays

1. Understand what people need

2. Address the whole experience,
from start to finish

3. Make it simple and intuitive

4. Build the service using agile and
iterative practices

5. Structure budgets and contracts to
support delivery

6. Assign one leader and hold that
person accountable

7. Bring in experienced teams
8. Choose a modern technology stack

9. Deploy in a flexible hosting
environment

10. Automate testing and deployments

11. Manage security and privacy
through reusable processes

12. Use data to drive decisions

13. Default to open



US: Emphasis on ‘COTS’

U.S. law governing federal procurement (U.S. Code Title 41, Chapter 7)) defines:

"Commercial item" as including "Any item, other than real property, that is of a type
customarily used by the general public or by non-governmental entities for purposes other
than governmental purposes (i.e., it has some non-government use), and (i) Has been
sold, leased, or licensed to the general public; or (ii) Has been offered for sale, lease, or
license to the general public ...". Thus, as long as the software has at least one
non-governmental use, software released (or offered for release) to the public is a
commercial item for procurement purposes. (Section 403)

"Commercially available off-the-shelf (COTS) item"; software is COTS ifitis (a) a
"commercial item", (b) sold in substantial quantities in the commercial marketplace, and (c)
is offered to the Government, without modification, in the same form in which it is sold in

the commercial marketplace. (Section 431)
13


http://www.law.cornell.edu/uscode/41/usc_sec_41_00000403----000-.html

Lead by example

“To effectively achieve its missions, the Department of Defense must
develop and update its software-based capabilities faster than ever,
to anticipate new threats and respond to continuously changing
requirements. The use of Open Source Software (OSS) can provide
advantages in this regard.” (DOD Memo. 'Clarifying Guidance
Regarding Open Source Software', 2009)

Default to open

e |[t's about the transformation ....
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https://dodcio.defense.gov/portals/0/documents/foss/2009oss.pdf
https://dodcio.defense.gov/portals/0/documents/foss/2009oss.pdf

Focus on performance and value

“lUS Government] policies are built around the use of merit-based requirements
development and evaluation processes that promote procurement choices based on
performance and value, and free of preconceived preferences based on how the
technology is developed, licensed or distributed.

“In the context of developing requirements and planning acquisitions for software, ...
agencies should analyze alternatives that include proprietary, open source, and mixed
source technologies. This allows the Government to pursue the best strategy to meet
its particular needs.

“This means selecting suitable IT on a case-by-case basis to meet the particular
operational needs of the agency by considering factors such as performance, cost,
security interoperability, ability to share or re-use, and availability of quality support.”

OMB Memo, ‘Technology Neutrality’ 2011
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https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/memotociostechnologyneutrality.pdf

Release of Gov’t Developed Software

e Not a new concept
o Nebula, SELinux
e Success depends on building a community
o Use existing, recognized OSS licenses
e Avoid potential ‘GOTS’

"... a project fork is typically far more expensive for the government to
maintain in the long term because the government must pay for every
change (instead of sharing sustainment costs with others), and the fork is
also cut off from the future innovations in the main open source project.”
(US DHS, Open Source Software in Government: Challenges and
Opportunities, August 2013)

16
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Open Source:

Not ‘if’ but how



First, a ‘Community’

 Potentially 10’s of 1,000s of r—
developers in “upstream
communities”

 Collaboration with open
source community;
individuals, technology
leaders, business partners,
customers

« Focused on solving a
problem, not selling a
product

CommuntT

18  Internal only -- Not for Further Distribution ‘ rednal



Then, Projects emerge

Fedora, e.g.

Incubator

Community supported
Released ~6 month cycles
No certifications

COMMUNIT).

19



Finally, Products on the Market

Red Hat Enterprise Linux, e.g.

Stable, mature

Quality & Assurance, testing
HW & Software Certifications
Maintenance support . ENTERPRISE

LINUX

RED HAT

Major releases 2 - 3 year cycle
Eg Fedora 10,11,12 => RHEL 6




ENTERPRISE LINUX
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Focus on cross-model issues:
e.d., what’s your support plan?

“The use of any software without appropriate maintenance and
support presents an information assurance risk. Before approving
the use of software (including OSS), system/program managers,
and ultimately Designated Approving Authorities (DAAs), must
ensure that the plan for software support (e.g., commercial or
Government program office support) is adequate for mission
need.” (DOD 2009 Memo; emphasis added)
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OPEN SOURCE IS MORE THAN CODE. IT’S CULTURE.

Engaged communities Transparency forces
more rapidly adapt change OPEN SOURCE honesty and authenticity

CULTURE

8 . A ~
. .

' L

: i : “ .

Open standards Shared problems
preserve business agility are solved faster

COLLABORATION | TRANSPARENCY [ INCLUSIVITY | ADAPTABILITY | COMMUNITY
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THANK YOU

8* plus.google.com/+RedHat f facebook.com/redhatinc

in linkedin.com/company/red-hat W twitter.com/RedHatNews

youtube.com/user/RedHatVideos



