
Epoch's inputs

Input 0

Dapp specific 
payload

Address space

RxInput metadata
256 bytes (probably has 
to be >= 4096)

Unpadded Keccak Hash Input 1

Dapp specific 
payload

Metadata
 - msg.sender (20/32 bytes)
 - blocknumber (uint64/32 bytes)
 - timestamp (uint64/32 bytes)
 - epoch index (uint64/32 bytes)
 - input index (uint64/32 bytes)

 - reserved (32 bytes)

Obs: blockhash cannot be added, because 
of the 256 limit (no way to setup disputes). 
We could add last- block- hash in the 
addInput function, for dehashing/RNG 
purposes.

Unpadded Keccak Hash

Tx Drive

Address
(20 bytes, 
padded to 
the left to 
become 32 
bytes)

Padding with zeros

Hash for Voucher 0

Keccak of (Address + 
payload) for Voucher 0

see here.

Hash for Voucher 1

Keccak of (Address + 
payload) for Voucher 1

Hash for Voucher 2

Keccak of (Address + 
payload) for Voucher 2

32 zero bytes 32 zero bytes 32 zero bytes

VoucherHashes Memory 
Range

32 bytes = 4 RISC- V words = 4 leaves

this input produced 3 vouchers

Padding with zeros

Notice Hashes Memory 
Range

Zero terminated array of hashes

This is what you get if you type in Solidity:

abi.encode(address destination, bytes payload)

Example:

abi.encode(address(0x5b38da6a701c568545dcfcb03fcb875f56beddc4), 
bytes("5b38da6a701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f56beddc45b38da6
a701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcf
cb03fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f56beddc4");

get:abi.encode(address, payload) =
0000000000000000000000005b38da6a701c568545dcfcb03fcb875f56beddc4
0000000000000000000000000000000000000000000000000000000000000040
0000000000000000000000000000000000000000000000000000000000000078
5b38da6a701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcfcb0
3fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f56beddc45b38da6a
701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f
56beddc45b38da6a701c568545dcfcb03fcb875f56beddc40000000000000000

Which is:
padded address =    0000000000000000000000005b38da6a701c568545dcfcb03fcb875f56beddc4
off set =           0000000000000000000000000000000000000000000000000000000000000040
length of payload = 0000000000000000000000000000000000000000000000000000000000000078
payload =           5b38da6a701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcfcb0
                    3fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f56beddc45b38da6a
                    701c568545dcfcb03fcb875f56beddc45b38da6a701c568545dcfcb03fcb875f
                    56beddc45b38da6a701c568545dcfcb03fcb875f56beddc40000000000000000

32 bytes
big- endian
length (bytes)

Raw payload (can have any length), but at the end of the payload, it is padded with zeros 
until the whole thing becomes a multiple of 32

32 bytes
big- endian
length (bytes)

Payload, padded with zeros until it becomes a multiple of 32

Contents of Voucher 0
Contents include address and encoded payload

Solidity encoded payload

Contents of Notice 0
Contents include the encoded payload only

Hash for Notice 0

Keccak of payload for
Notice 0

Hash for Notice 1

Keccak of payload for
Notice 1

32 zero bytes 32 zero bytes 32 zero bytes

32 bytes

this input produced 2 notices

Zero terminated array of hashes

32 zero bytes

Last Input

Vouchers Epoch
 Root Hash

EpochHash

32 bytes = one leaf

Merkle Hash of 
Voucher Hashes 

for Input 0

Merkle Hash of 
Voucher Hashes 

for Input 1
32bytes zero 32bytes zero

Vouchers Epoch Tree
size: 2^32 leaves

this epoch had 5 inputs in total

Notices Epoch
Root Hash

32 bytes

Notices Epoch Tree
size: 2^32 leaves

this epoch had 5 inputs in total

Machine State Hash

The Epoch's Hash

Input encoding

VoucherHashes
The size of the memory range is 32 * 2^16 bytes Notice Hashes

The size of the memory range is 32 * 2^16 bytes

...

...

...

...

Proof is verified in here

This 
Merkle 
proof is 
verified 
in here

0x0000000000
000000000000
000000000000
000000000000
000000000000
000040

This will be the result of Solidity's:

keccak(abi.encode(destination, payload))

To abide by the EVM ABI, this payload should probably start 
with four bytes describing the function signature being 
called (this is usually done through another 
abi.encodeWithSignature in the Cartesi Machine).

But we do not enforce this at this lower level.

It is standardized at the DApp level.

Rx size Rx contents

Machine execution

rx accepted

rx rejected

generate voucher

generate notice

tx after some type of yield

input: voucher

input: notice

input: revert report

query: report

Doesn't this 
contain a real 
address we 

should change to 
something 

innocouous?

Padding with zeros32 bytes
big- endian
length (bytes)

Raw payload (can have any length), but at the end of the payload, it is padded with zeros 
until the whole thing becomes a multiple of 32

0x0000000000
000000000000
000000000000
000000000000
000000000000
000020

Example:

If notice = 
0xb0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b
0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0
b0b0b0b0b0

encoded notice = 
0x0000000000000000000000000000000000000000000000000000000
000000020000000000000000000000000000000000000000000000000
000000000000003bb0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0
b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b
0b0b0b0b0b0b0b0b0b0b0b00000000000

Decoding it:
offset = 
0x0000000000000000000000000000000000000000000000000000000
000000020

length = 
0x0000000000000000000000000000000000000000000000000000000
00000003b

raw payload =
0x0000000000000000000000000000000000000000000000000000000
000000020000000000000000000000000000000000000000000000000
000000000000003bb0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0
b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b
0b0b0b0b0b0b0b0b0b0b0b0

zero padding = 0x0000000000

Padding with zeros32 bytes
big- endian
length (bytes)

Raw payload (can have any length), but at the end of the payload, it is padded with zeros 
until the whole thing becomes a multiple of 32

0x0000000000
000000000000
000000000000
000000000000
000000000000
000020

Metadata
 - msg.sender (20/32 bytes)
 - blocknumber (uint64/32 bytes)
 - timestamp (uint64/32 bytes)
 - epoch index (uint64/32 bytes)
 - input index (uint64/32 bytes)

 - reserved (32 bytes)

Obs: blockhash cannot be added, because 
of the 256 limit (no way to setup disputes). 
We could add last- block- hash in the 
addInput function, for dehashing/RNG 
purposes.

Merkle hash of 
Notice Hashes for 

Input 0

Merkle hash of 
Notice Hashes for 

Input 1
32bytes zero 32bytes zero
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https://github.com/cartesi-corp/descartes-v2/blob/544b43d1941c922b447f4362dc8f2612fcd04b45/contracts/OutputImpl.sol#L131
https://github.com/cartesi-corp/descartes-v2/blob/b27406b1f047f6279e959c97700b80d3816c4938/contracts/OutputImpl.sol#L109
https://github.com/cartesi-corp/descartes-v2/blob/544b43d1941c922b447f4362dc8f2612fcd04b45/contracts/OutputImpl.sol#L127
https://github.com/cartesi-corp/descartes-v2/blob/544b43d1941c922b447f4362dc8f2612fcd04b45/contracts/OutputImpl.sol#L150

