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CSR Summary

CSR Checks

Check Result

Debian Weak Key PASSED - Does not use a key on our blacklist - this is good

Key Size PASSED (2048 bits)

Signature FAILED - CSR has an invalid signature

MD5 PASSED - Not using the MD5 algorithm

CSR Subject

Common Name (CN) Justin Test

Organizational Unit (OU) Certificate Test Partner

Organization (O) Certificate Test Partner

Country (C) US

CSR Properties

Subject C=US, O=Certificate Test Partner, OU=Certificate Test Partner, CN=Justin Test

Key Size 2048 bits

Key Algorithm RSA

Sig. Algorithm sha256WithRSAEncryption

SHA256 Fingerprint 40:C0:26:C8:DA:CA:75:25:68:16:A6:50:F3:D1:C6:48:F6:C5:66:9F:55:5B:1C:6C:6F:BF:AD:A0:80:0E:3D:10

SHA1 Fingerprint BE:4E:DB:9E:69:03:77:57:AB:F3:01:80:6C:26:63:70:36:AE:41:BC
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MD5 Fingeprint 9E:6A:CF:BC:AE:C4:F3:35:0C:FD:4F:0E:A7:FA:D2:9E

SANS

CSR Detailed Information

Certificate Request:
    Data:
        Version: 0 (0x0)
        Subject: C=US, O=Certificate Test Partner, OU=Certificate Test Partner, CN=Justin Test
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:a6:21:9a:c1:ae:63:5e:5f:bf:5c:fc:66:0e:c0:
                    9a:a3:46:c6:fc:2c:63:5c:3f:0e:38:18:0b:6e:b1:
                    d4:96:59:9b:72:4e:90:59:cf:23:f0:0c:0a:b7:1e:
                    83:0c:d6:1f:20:38:a1:7f:d2:f8:d8:3d:ed:bf:c5:
                    f6:c2:ff:f5:b8:43:4a:ac:82:18:2d:6a:4a:c8:b3:
                    bb:77:6b:76:c0:9f:5d:01:60:ed:a8:53:98:86:3c:
                    c5:97:4d:bc:e3:28:d0:03:3e:8b:40:19:4b:fa:02:
                    82:46:c0:48:53:08:2b:75:69:0d:36:d0:84:9a:9d:
                    67:50:1e:3f:a4:63:57:e5:e9:c1:fa:e9:42:cc:45:
                    88:df:47:65:4f:e6:16:40:5b:d0:c7:f4:7a:75:1e:
                    8c:7c:0b:9a:18:d5:32:b8:d1:8f:3c:29:17:9f:1c:
                    32:0c:11:80:92:af:0e:fb:60:2c:59:6c:ed:93:e6:
                    0c:30:6f:fe:21:0a:35:c5:6a:ec:fb:af:dd:9f:89:
                    fe:53:93:c3:a7:a5:d4:c7:7b:1f:6a:a1:70:de:85:
                    fb:71:a7:31:5b:27:df:5c:cb:18:ba:c6:f7:83:5c:
                    5e:45:f5:ff:cc:e3:3f:c1:96:ff:ab:96:9c:9c:f3:
                    b7:0c:ce:3c:8a:53:4b:24:55:4f:01:72:6e:5f:97:
                    b5:05
                Exponent: 65537 (0x10001)
        Attributes:
            a0:00
    Signature Algorithm: sha256WithRSAEncryption
         a2:30:20:55:6c:52:74:c6:cf:a9:97:97:4d:00:75:46:e7:14:
         a2:aa:c3:2c:db:cd:0a:eb:a2:11:bd:5a:57:a7:08:6b:c1:b9:
         0b:de:47:ef:ea:ca:3d:80:8b:3f:9b:22:d8:19:1c:58:ba:58:
         24:cf:55:eb:1e:15:78:49:ad:20:88:ed:50:69:be:8a:2b:2e:
         d4:5b:34:04:5f:96:cb:08:1c:19:2c:a2:68:44:ee:ca:0a:47:
         c4:5e:37:70:bf:22:6c:f0:5f:1f:01:29:1c:1c:0a:a3:dd:d1:
         59:80:5f:63:9b:14:5a:46:5a:af:99:6a:48:5c:3b:6e:69:95:
         f2:97:69:6a:bc:17:d4:e3:61:94:33:9e:78:14:fb:0d:02:ee:
         45:26:5f:db:2d:e1:06:03:97:44:ef:a8:8a:b8:0e:c8:5e:68:
         9f:6f:8a:87:c8:c7:cb:0f:a9:c3:37:12:2f:60:66:9d:6c:ec:
         66:d7:6c:69:37:4c:40:79:62:04:9c:a2:4d:29:86:25:23:94:
         1c:e1:84:b6:b9:05:db:50:e2:13:20:4b:d6:b4:0a:05:ba:72:
         8a:2c:54:24:1d:e6:97:31:1f:1e:45:5f:39:82:3f:7e:89:19:
         53:20:9c:7c:4b:a0:fc:3c:ff:3b:97:07:0a:ff:b9:5d:e9:0f:
         bd:a3:d0:9b

                       
              

CSR ASN.1 Information



  0 686: SEQUENCE {
  4 406:   SEQUENCE {
  8   1:     INTEGER 0
 11 105:     SEQUENCE {
 13  11:       SET {
 15   9:         SEQUENCE {
 17   3:           OBJECT IDENTIFIER countryName (2 5 4 6)
 22   2:           UTF8String 'US'
       :           }
       :         }
 26  33:       SET {
 28  31:         SEQUENCE {
 30   3:           OBJECT IDENTIFIER organizationName (2 5 4 10)
 35  24:           UTF8String 'Certificate Test Partner'
       :           }
       :         }
 61  33:       SET {
 63  31:         SEQUENCE {
 65   3:           OBJECT IDENTIFIER organizationalUnitName (2 5 4 11)
 70  24:           UTF8String 'Certificate Test Partner'
       :           }
       :         }
 96  20:       SET {
 98  18:         SEQUENCE {
100   3:           OBJECT IDENTIFIER commonName (2 5 4 3)
105  11:           UTF8String 'Justin Test'
       :           }
       :         }
       :       }
118 290:     SEQUENCE {
122  13:       SEQUENCE {
124   9:         OBJECT IDENTIFIER rsaEncryption (1 2 840 113549 1 1 1)
135   0:         NULL
       :         }
137 271:       BIT STRING
       :         30 82 01 0A 02 82 01 01 00 A6 21 9A C1 AE 63 5E
       :         5F BF 5C FC 66 0E C0 9A A3 46 C6 FC 2C 63 5C 3F
       :         0E 38 18 0B 6E B1 D4 96 59 9B 72 4E 90 59 CF 23
       :         F0 0C 0A B7 1E 83 0C D6 1F 20 38 A1 7F D2 F8 D8
       :         3D ED BF C5 F6 C2 FF F5 B8 43 4A AC 82 18 2D 6A
       :         4A C8 B3 BB 77 6B 76 C0 9F 5D 01 60 ED A8 53 98
       :         86 3C C5 97 4D BC E3 28 D0 03 3E 8B 40 19 4B FA
       :         02 82 46 C0 48 53 08 2B 75 69 0D 36 D0 84 9A 9D
       :                 [ Another 142 bytes skipped ]
       :       }
412   0:     [0]
       :       Error: Object has zero length.
       :     }
414  13:   SEQUENCE {
416   9:     OBJECT IDENTIFIER sha256WithRSAEncryption (1 2 840 113549 1 1 11)
427   0:     NULL
       :     }
429 257:   BIT STRING
       :     A2 30 20 55 6C 52 74 C6 CF A9 97 97 4D 00 75 46
       :     E7 14 A2 AA C3 2C DB CD 0A EB A2 11 BD 5A 57 A7
       :     08 6B C1 B9 0B DE 47 EF EA CA 3D 80 8B 3F 9B 22
       :     D8 19 1C 58 BA 58 24 CF 55 EB 1E 15 78 49 AD 20
       :     88 ED 50 69 BE 8A 2B 2E D4 5B 34 04 5F 96 CB 08
       :     1C 19 2C A2 68 44 EE CA 0A 47 C4 5E 37 70 BF 22
       :     6C F0 5F 1F 01 29 1C 1C 0A A3 DD D1 59 80 5F 63
       :     9B 14 5A 46 5A AF 99 6A 48 5C 3B 6E 69 95 F2 97
       :             [ Another 128 bytes skipped ]
       :   }
                

CSR Hex Encoded



© 2004 - 2017 Red Kestrel Consulting Limited (http://www.redkestrel.co.uk)   |   Contact us (http://www.redkestrel.co.uk/contact.html)   |   Terms Of Service (/terms) |   Privacy and
Cookie Policy (http://certlogik.com/privacy)  
                

http://www.redkestrel.co.uk/
http://www.redkestrel.co.uk/contact.html
https://redkestrel.co.uk/terms
http://certlogik.com/privacy

