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CASE INFORMATION
Case Name CyberSecSimPeakShaveUDP.rtfx
Location \Example Cases\11 Cybersecurity\NS-3 peak

shave\CyberSecSimPeakShaveUDP.rtfx

Created by Chamara Devanarayana
Revision 00— April 2023
Target Cyber-Physical simulations using NS-3

1 x NovaCor Chassiswith atleast2 enabled cores
Minimum Hardware

1 x GTNETx2

RSCAD Version RSCAD FX 2.0 and above

Keywords Cyber-security, GTNET-SKT

Purpose Demonstrate a Man-In-The-Middle attack and a DoS attack on an
energy market application usingthe GTNET-SKT UDP protocol.

Case Name CyberSecSimPeakShaveTCP.rtfx

. \Example Cases\11 Cybersecurity\NS-3 peak

Location .
shave\CyberSecSimPeakShaveTCP.rtfx

Created by Chamara Devanarayana

00— April 2023 00— April 2023

Target Cyber-Physical simulations using NS-3

1 x NovaCor Chassiswith atleast1 enabled core
Minimum Hardware

1 x GTNETx2
RSCAD Version RSCAD FX 2.0 and above
Keywords Cyber-security, GTNET-SKT
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Demonstrate a Man-In-The-Middle attack and a DoS attack on an

Purpose o .

energy market application usingthe GTNET-SKT TCP protocol.
Case Name GTNET_DNP.rtfx
Locati Tutorial Cases\03 Protection and Automation\06 GTNET

ocation

Applications\06 SCADA\O6a GTNET_DNP\GTNET_DNP.rtfx
Created by Dinesh Gurusinghe
Revision 18 —June 2021
Target Cyber-Physical simulations using NS-3

Minimum Hardware

1 x NovaCor Chassiswith atleast1 enabled core

1 x GTNETx2

RSCAD Version

RSCAD FX 2.0 and above

Keywords Cyber-security, GTNET-DNP
Demonstrate a Man-In-The-Middle attack on DNP3 SCADA
Purpose o
application.
Case Name Modbus_Communication.rtfx
\Tutorial Cases\03 Protection and Automation\06 GTNET
Location Applications\06 SCADA\06¢
GTNET_MODBUS\Modbus_Communication.rtfx
Created by Sachintha Kariyawasam
Revision 20— September 2022
Target Cyber-Physical simulations using NS-3
1 x NovaCor Chassiswithatleast1enabled core
Minimum Hardware
1 x GTNETx2
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RSCAD Version RSCAD FX 2.0 and above
Keywords Cyber-security, GTNET-MODBUS
Demonstrate a Man-In-The-Middle attack on MODBUS SCADA
Purpose o
application.
Case Name IEC104_Communication.rtfx
\Tutorial Cases\03 Protection and Automation\06 GTNET
Location Applications\06 SCADA\O6b GTNET_104\
IEC104_Communication.rtfx
Created by Dinesh Gurusinghe
Revision 12 — December 2022
Target Cyber-Physical simulations using NS-3

Minimum Hardware

1 x NovaCor Chassiswith atleast1 enabled core

1 x GTNETx2

RSCAD Version

RSCAD FX 2.0 and above

Keywords Cyber-security, GTNET-IEC104
Demonstrate a Man-In-The-Middle attack on |EC104 SCADA
Purpose o
application.
Case Name PMU_Communication.rtfx
\Tutorial Cases\03 Protection and Automation\06 GTNET
Location Applications\05 Synchrophasors\05a
GTNET_PMU\PMU_Communication.rtfx
Created by Dinesh Gurusinghe
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Revision

21— August 2021

Target

Cyber-Physical simulations using NS-3

Minimum Hardware

1 x NovaCor Chassiswith atleast1 enabled core

1 x GTNETx2

RSCAD Version

RSCAD FX 2.0and above

Keywords Cyber-security, GTNET-PMU
Demonstrate a Man-In-The-Middle attack on Synchrophasors to
Purpose
report falsedata.
Case Name GOOSE_Communication.rtfx
Location \ExampleCases\11
Cybersecurity\GTNET_GSE\GOOSE_Communication.rtfx
Created by Dinesh Gurusinghe
Revision 20— March 2023
Target Cyber-Physical simulations using NS-3

Minimum Hardware

1 x NovaCor Chassiswith atleast1 enabled core

1 x GTNETx2

RSCAD Version

RSCAD FX 2.0 and above
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Keywords Cyber-security, GTNET-GSE
Purpose Demonstrate a Man-In-The-Middle attack on GOOSE
Case Name SV_Communication.rtfx
\Tutorial Cases\03 Protection and Automation\06 GTNET
Location Applications\01 Sampled Values\Ola
GTNET_SV\SV_Communication.rtfx
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Created by Sachintha Kariyawasam
Revision 4 — August 2021
Target Cyber-Physical simulations using NS-3

Minimum Hardware

1 x NovaCor Chassiswith atleast1 enabled core

1 x GTNETx2

RSCAD Version

RSCAD FX 2.0and above

Keywords Cyber-security, GTNET-SV
Demonstrate a Man-In-The-Middle attack on Sampled values
Purpose
protocol.
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INTRODUCTION

The traditional electric grid consisted of generation plants, transformers, tripping devices

and feeders. The generation was mostly centralized, and the control was manual. The
emergence of smart grid enabled two-way communication between the controller and
assetsin real time. This made it possible toinclude intermittentrenewableenergy resources
such as wind and solar energy. Furthermore, it also enabled secondary energy markets,
where the customer are paid for the limited energy they generate and the time shifting of
their power consumption. However, this connectivity of controllers and assets through
computer networks created the possibility of cyber-attacks on the power systems. The
readers can refer [1] for a detailed survey of the possible attacks. In this report, we
demonstrate how to simulate MITM attack and a DoS attack in an open source network
simulator called NS-3. Then we show how to monitor the effects of these attacks in the
power system using the RTDS™ with the aid of an example scenario. In this scenario, the
Distribution system operator (DSO) makes use of secondary energy markets to carry out

peak shaving.

2.1. Example scenario
In thisreport we are usinga scenario that was presentedin [2] at the Cyber-physical security

for low-voltage grids website.

The Distributed energy resources (DERs) are customers that provide flexibility to the
Distribution system operator (DSO) by mean of time shifting the load or providing small
amounts of power. However, it is not feasible for the DSO to contract these DERs directly.
Therefore, they make use of an entity called the Aggregator. The aggregators contract a
portfolio of DERs. These aggregators inturn have contracts with the DSO. Wheneverthe DSO

needs to shed some load these aggregators are informed of the shedding needed. The

IRTDS -9-
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aggregator operates the technical infrastructure to communicate with the DER units. These
aggregators are financially responsible to the DSO in case the level of load shedding could

not be delivered.

In this report, we are simulating a smart grid where the peak load of the distribution
transformer is controlled by means of load shedding or increased generation at the DERs. In

this scenario, the communication network consists of the following network connections:
e Aremote terminal unit(RTU) and the DSO.
e DSO and the Aggregator
e The Aggregator and the DERs.

The RTU communicates data on the load level at the distribution transformer to the DSO.
This communication network is modelled in NS-3. We can also model it in DeterLab which is
a testbed containing actual computers. The power network related to this scenario is

modelledinthe RTDS.

Similar co-simulation setups have been used in the recent literature. In [2], Liu et al.
conducted a co-simulation using RTDS and NS-3. In this simulation they made the state
information of an IEEE 14-bus system available using the phasor measurement unit (PMU)
and based on the information they performed closed loop control actions. Then the effect
of DoS attacks of different magnitudesand MITM attacks were observed. In [3], Chen et al.
analyzed the effects of cyber-attacks on the power system transient stability of bus voltage
which uses a static VAR compensator. Here, they use an 11-bus test system modelled in
RTDS. The cyber network was modelled in OPNET. Hahn et al. in [4] analyzed the cyber-
physical impacts of malicious breaker tripping at generators observing the synchronicity of
generatorrotor angle, DoS attacks onthe DNP3 servers and coordinated cyber-attacks. Here,
the power systemis modelledin RTDS and the cyber system ismodelledinthe PowerCyber

testbed of the lowa state university.

The remainder of this report is organized as follows. First, we introduce our system model

which consists of the power system and the cyber-network with brief explanations on the

l|RTDS -10-
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attacks that we are running. Next we explain how to connect the RTDS simulator to NS-3.
Then we show how to simulate the cyber-physical system using the NS-3 simulatorto model

the network and attacks and RTDS simulatorto model the power system

2.2. Installing NS-3

Follow the steps stated below to install NS-3 inyou Ubuntu Linux PC.

1. Inan Ubuntu Linux PC clone the git repository
https://github.com/chamara84/ns3 cybersec.git

2.2.1. Installing the pre-requisites:

1. Go to./ns3_cybersec/ns-allinone-3.29
2. ./configurePreReq

3. export CXXFLAGS="-Wall"

4. ./build.py

2.3. Create the ns3 configuration file for Protocol data
modification

1. Go to/etc: cd/etc

2. Create folderns3: sudo mkdir ns3

Change permissions foryour username: chown <username>:<username> ns3

Go to folderns3

> W

5. Move the file ns3.conf inthe ns3_cybersec folderto /etc/ns3/ folder.

l|RTDS -11-
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SYSTEM MODELLING

The scenario ismodelled intwo parts. The first part is the powersystem modelin the RTDS.

The second is the communication network modelin the NS-3. We are providingthe details

of these two modelsinthe nexttwo subsections. The power system model is shownin Figure

1.

m ( DER

Grid

Figure 1 Power system model

3.1. RTDS simulation system model
Here, we are modelling a power system having four DERs. Each DER is represented with a Dynamic source
and a Dynamicload. Then the grid transmission is modelled as a power source of 4kV. The Distribution
transformer steps it down to 120V. The power factor was assumed to be 0.8 and we needed to keep the
load of the distribution transformer at 6MVA. This load level is measured in real time using the P & Q

meter model in the RSCAD.
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Figure 2 Power system simulation model

l|RTDS 13-

ITechnologies




Cyber-security Simulation using NS-3

3.2. NS-3 Communication Network Simulation model

RTDS Power
system simulator |

/
//7 IDERZ

7
ER3 «T  DER3

NS-3 Simulator

DER4 «
— 5
UDP socket GTNET Card E
communication

] Aggrton 1
Y\

i
il
[

A =

Aggregator 1 = RTU Grid1

Figure 3 Network simulation model

We model all the network components using the Node type in the NS-3 network simulator. Then all the
connections between nodes other than the DERs, the Attacker and the Switch in the Smart Gridl are
modelled as point-to-point links. The connection between DERS, Attacker and the Switch are modelled as a
CSMA link. CSMA link is the closest possible connection type to the Ethernet connection in the NS-3. This
Ethernet type connection is required to carryout the Man-In-The-Middle attacks using ARP spoofing.
Router R1 actsas the gatewayfor the DERsto reachthe Aggregator 1. We used the UDP sockets as the
transport layer protocol for the communication. As one cansee in Figure 3, the nodes DER1, DER2, DER3,
DER4, Aggregatorl, DSO and the RTU Grid1 exists in both NS-3 and the RTDSsimulator. This is because the
datais actuallygenerated and consumed at the RTDSSimulator. NS-3 is just there to make the packets
under go simulated network conditions before they reenter the RTDS simulator. We have made some
modification to the original NS-3 version 3.29so that it is able to carry out attackssuch as ARP spoofing,
TCP SYN flood, Capturing the packet at IP level and making modifications. These modifications are

explained in the Section 7 and the source code can be made available for those who are interested. In the
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Networking simulation conducted, we have used the emulated networking interface of NS-3.

3.3. Interfacing RTDS with NS-3

The NS-3 simulator need to run on a Linux machine, which has two or more network interface cards. The

network connectivity between the RTDSand this Linux machineis achieved through the GTNET card of the

RTDSsimulator. The connection setup is shown in Figure 4.

NovaCor

PC Running NS-3
NS-3
Networ
Ingkes Egress
Fiber
Optic W
GTNETX2 Cable 6
‘ Ethernet Switch
swvwwe [
N
1 llIII r4

Ethernet Cable T

Figure 4 Interfacing the RTDS with NS-3

Here, as shown on Figure 4, the simulated nodes Ingress and egress are directly connected

to each of the Ethernet ports onthe machines. These nodes acts as the entry and exit points

-15-
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to and from the simulated network. For an example if we want the data to traverse from

DER1 to the Aggregator, the flow of data happens inthe followingorder:

1.

The Data is calculated at the RTDS simulator

GTNET interface corresponding to DER1 sends data to the Ingress interface
Ingress node forwards the data to the simulated DER1 Node

The data travers the network and gets to the simulated Aggregator node
Simulated aggregator node sends the data to the Egress node

Egress node forwards the data to the GTNET interface correspondingto the

Aggregator node at RTDS simulator.

The other communication between the nodes happen ina similarfashion.

IRTDS
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PEAK SHAVING APPLICATION

In this application all the calculations are performed using a script running in the RSCAD. The data flows of

this application are as follows:
1. The control system reads measurement data from Remote Terminal Units (RTU) in the field (e.g. in
substations) and delivers the data to the distribution management system (DMS).

2. Astate estimatorin the DMScalculates power flow estimates for all grid assets. Ifany of the assets

are loaded above the limit, the DMS calculatesthe inverted difference as a reference signal.

3. The DMS sends a reference signal to one or several aggregators. Inthe case where several
Aggregatorsare jointly providing the service, the signal will be split and be sent to all contracted
aggregators corresponding to each aggregator’s proportional share in the installed capacity or

service commitment.
4. The aggregatorsrequestsflexibility information from all DER units in its portfolio.
5. The DER units respond with a flexibility prognosis.

6. The aggregator performsaninternal optimization of its portfolio, in order tobe able to deliver the

service in the cheapest and most optimal way.
7. The aggregator sends set-points to all connected units and requests flexibility updates.
8. The DER units respond with an updated flexibility prognosis.

9. Smart meters at the DER owner provide measurementsto the DSO.

In the simulation case, we simulate a system with a single Aggregator. The following calculations are

carried out using the runtime script in the RTDS simulator:

1. Calculation of the referencesignal in step 2

l|RTDS -17-
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a. Herewe collect the information of the current loading by reading a meter in runtime in the

script
b. Then we calculate the level of overloading using a set threshold in the script
2. Calculation of the flexibility for each DER at step 5
a. Here, weuse a set percentage for the increment in power output and load reduction

3. Calculation of the set-points at the aggregatorinstep 6

4.1. Running Denial of Service (DoS) and Man-In-The-Middle
attacks (MITM)

We developed some capability into NS-3 to run attackssuch as DoS and Man-In-The-Middle. The DoS
attackcanresult in the server going unresponsive to the legitimate traffic. Furthermore, the receive
gueues of the nodes are limited in size. Therefore the legitimate traffic might get completely dropped or
get delayed. In the case of MITM, the attacker changesthe packets with a malicious intent in mind. In our
simulated scenario, the DoS attackson the Aggregator resultedin the distribution transformer being
overloaded for an extended period of time. In the case of MITM attack, we assumed a scenario where the
attacker workin favor of DER1. Therefore, the attacker made changesto the flexibility information of the
other DERssuch that they do not have any flexibility. This resulted in DER1 unfairly getting tosell all of its

flexibility and earning the maximum.

4.1.1. DoS attacks in NS-3
The construction of DoS attacksin NS-3 differs based on the transport layer protocol used. For the UDP
transport layer, the DoS attackis just one or many nodes sending a lot of bogus UDP traffic at a given port
of the server, which is listening on that port. This makes the server overwhelmed with the traffic. Inthe
case of TCP transport layer, DoS attacksare created by sending many SYN packets with bogus source IPs.
The SYN packet is the first packet sent to establish a TCP session. Then the server allocates resources and
send the SYN ACK packet. However, since the SYN packet has a bogus source IPthere is no one to accept
the SYN ACK. Then the server keeps this session open for a given time and then close it. When therearea
larger number of packets like this, the server cango out of resources for the legitimate traffic. This type of

DoS attackis called a SYN flood attack.

l|RTDS -18-

ITechnologies




Cyber-security Simulation using NS-3

4.1.2. MITM attacks in NS-3

In the testing carried out, we used ARP spoofing in order to carryout MITM attacks. Inorder for the ARP
spoofing to work, both the attacker and the victim should be in the same sub-net. ARP protocol maps the
IP addresses to the Medium access control (MAC) address. When a node needs to send a packet to an|P
address which is in its own sub-net it requests the MAC address of the node which bearsthe given IP
address. This request is called the ARP request. This request is broadcasted in the sub-net. Then the node
bearing that IPreplies with the MAC address. This is called the ARP reply. This mapping between the MAC
address and the IP address is stored in the ARP table of this node. These entries have a time of expiry.

In the case of ARP spoofing, the attacker listens to these ARP requests and replies with its own MAC
address. Then the victim sends the data packets to the attacker without knowing that this is a malicious
user. Then the attacker caneither extract information before sending it to the intended user or it can
modify or drop that packet. Another way of achieving the same result is sending unsolicited ARP replies or

ARP requests. Figure 5 shows the first scenario.

ARP Table

| IP:192.168.1.1 MAC::3:3:3:3:3:3

DER2
MAC:: 2:2:2:2:2:2
IP::198.168.1.2

ARP Request ARP Reply

Who has 192.18.1. 1

R MAC:: 333333has£\ttacker
IP: 192 168.1.1

.@, @l

IP:: 192.168.1.1 MAC:: 3:3:3:3:3:3
IP::192.168.1.3

Figure 5 ARP spoofing

4.2. Running the case CyberSecSimPeakShaveUDP in RTDS

In this section, we describe the steps involved in running this case in the RTDS simulator. The sample case
can be made available to those interested. This case uses the GTNET SKT-Multi firmware. Therefore, the

SKT 1.23 firmware or above must be installed.
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FSQ o
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DER T-Zand

Aggregator

Figure 6 Power system model for SKT UDP simulation

4.2.1. Changes needed in the Draft

We first discuss the changes needed in the GTNET card used by the RTU and the DSO. Here we used 2
channels. One used by the RTU and the other used by the DSO. For this communication, we did not use the
NS-3 network as an intermediate hop. This communication wasdirectly between the two GTNET channels
where RTU is the client and the DSO is the server. This is not a limitation. We can use the NS-3 for this
communication as well. We did this to lessen the complexity of the NS-3 simulation. Each of the channels
of the GTNET card needs an assigned IP. These can be set at the Config file editor in the RSCAD main
window. Let us assume that the IP address of the RTUis 172.24.9.249 and that of DSO is 172.24.9.250.
Then, the remote address of the RTU should be set to the IP address of the DSO which is 172.24.9.250. The
DSO is sending correction signal to the Aggregator. Therefore, the remote IP of DSO is set to the IP address
of the Aggregator responsible for DSO. Let us call it Aggregator-DSO interface. Aggregator-DSO interface
has the IP address 172.24.9.248 in the example case. The 3" channel in the RTU and DSO GTNET interface

is used to get the information on the time the distribution transformer stays overloaded. The information

l|RTDS -20-
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is capturedin NS-3. The remote IP of this channel is set to the IP of the Ingress port which is 172.24.2.139
in the example case.

Now, let us look at the changes needed in the GTNET card used by the DERsand the aggregator. First the
IP addresses should be set for the DERs. Let us assume we use the IPs 172.24.9.240-172.24.9.243 for the
DERs. Inorder to be able to process this control scenario in the script we used five IP addresses for the
Aggregator. Four of these are used for the communication with each DER and the other for the
communication with the DSO. Had we did all this processing using a C++ code inside the aggregator node
in NS-3 we could eliminate the need for all of these IPs since the aggregator node processing is no longer
carried out using a script. The other way of doing this is aggregating all the DER flexibility. Let us assume
the aggregator use 172.24.9.244 for the communication with DER1 (let us call it Aggregator-DER1),
172.24.9.245 for Aggregator-DER2,172.24.9.246 for Aggregator-DER3,172.24.9.247 for Aggregator-DER4
and 172.24.9.248 for Aggregator-DSO. Thenlet us assume that the IP address of the ingress interface of
the machine running NS-3 is 172.24.2.139 and that of the egress interfaceis 172.24.2.102.

Since we need to send the traffic between the DERsand the Aggregator through the simulated network,

we set the remote IPs of the DERsand Aggregator asfollows:
e DER1 remotelP 172.24.2.139
e DER2remotelP 172.24.2.139
e DER3remotelP 172.24.2.139
e DER4remotelP 172.24.2.139
e Aggregator-DER1remotelP 172.24.2.139
e Aggregator-DER2remotelP 172.24.2.139
e Aggregator-DER3remote P 172.24.2.139
e Aggregator-DER4remote P 172.24.2.139

The other parameterssetin the GTNET multi are the variables received and transmitted. These are
specified in the “From GTNET-SKT-x ” and “To GTNET-SKT-x" settings respectively. The ingress node is
capable of finding out which DER or Aggregator it should forward the packet. This is made possible by
including the DER index and the Aggregatorindexin the data sent over the GTNET card.
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4.2.2. Running the case in Runtime
This caseis run using the script provided. In the script we set the P and Q load and P and Q generationas

shown in the below table.

Nodename P Load P Generation | Q Load Q Generation
DER1 4.5 MW 3.0 MW 4.0 MVar 3.0 MVar
DER2 4.5 MW 3.0 MW 4.0 MVar 3.0 MVar
DER3 4.5 MW 3.0 MW 4.0 MVar 3.0 MVar
DER4 4.5 MW 3.0 MW 4.0 MVar 3.0 MVar

The P load at the Distribution transformeris maintained at 4.8MW and 3.6 MVar, using load shedding and
increased generation at the DERs. The DSO send the correction signal to Aggregator toreduce the P load
by 1.2 MW and Q load by 0.4 MVar. Each DER is assumed to be able to reduce the load by 80% and
increase the generation by 20%. DERssend this information to the Aggregator. Thenthe aggregator
calculatesthe set points and send them to the DERs. As mentioned before these calculations are carried
out in the script. To repeat the process to get the average values we reset the values of the loads and
generation of the DERs to the initial value after the script gothrough the loop twice in the RSCAD script.
Furthermore, we pick DERsin random order in eachiteration to use their flexibility. Therefore, every DER is
able to sell their flexibility with equal opportunity. The time the transformer remain overloaded is

indicated on the meter, timeOverloadPlot2, in runtime.

4.3. Running the UDP Cyber-security simulation in NS-3
We have created an example NS-3 scenario at “~/ns3_cybersec/ns-allinone-3.29/ns-
3.29/examples/RTDS-DoS-Simulatio/rtds-dos-simulation UDP_BiDir.cc”. This scenario can be
run by navigating to the “~/ns3_cybersec /ns-3-allinone/ns-3.29" folder and running the
command below. However, remember that the IP addresses for DERsand Aggregators should be the ones
that you set on the GTNET cards. The IP addresses for the Int1IP and the Int2IP are the IP addresses of the

network interface cards of the PC running NS-3.

e NS _LOG="Icmpv4L4Protocol":"Ipv4Protocol" ./waf --run "rtds-dos-
simulation_UDP_BiDir --stopTime=500 --DoSEnabled=false --
ArpSpoofEnabled=false --IPDER1=172.24.9.10 --IPDER2=172.24.9.11 --
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IPDER3=172.24.9.12 --IPDER4=172.24.9.13 --IPAggreDER1=172.24.9.14 --
IPAggreDER2=172.24.9.15 --IPAggreDER3=172.24.9.16 --
IPAggreDER4=172.24.9.17 --Int1IP=172.24.2.101 --Int2IP=172.24.2.102 -
Int1MAC=08:00:27:48:57:c3 --Int2MAC=08:00:27:20:6d:04 --
Gateway=172.24.0.1 --Subnet=2 -- deviceNamel=enp7s0 --

deviceName2=enp8s0”

Now, let us break this command into partsand see what each subpart does.

NS_LOG="Icmpv4L4Protocol" :"Ipv4Protocol” : Thisshows all the information onthe Icmpv4
protocol and IPv4 protocol when NS-3 simulation enters the code relatedto those protocols

./waf --run "rtds-dos-simulation UDP_BiDir: This part startsthe simulation statedin the
C++ code rtds-dos-simulation_UDP_BiDir.cc

--stopTime=500 : These are the options. This option set the stop time of the simulation to be 500
seconds

--DoSEnabled=false : When true this starts a DoS attackat 100 seconds and ending at 200
seconds.

--ArpSpoofEnabled=false: When true this enables ARP spoofing and we set the flexibility of all
the DERsexcept DER1t0 0.0

--IPDERx=172.24.9.10 : Herex can be 1,2,3 or 4. This make the egress node send the data
directed to DERx tothis IPaddress.

--IPAggreDERXx=172.24.9.14: Herex can be 1,2,3 or 4. This make the egress node send to data
directed to Aggregator-DERx to thisIP address

--Int1IP=172.24.2.101: This setsthe IP address of the ingress node tothis IP
--Int2IP=172.24.2.102: This setsthe IP address of the egress node to this IP
--Int1MAC=08:00:27:48:57:c3: Thissets the MAC address of the ingress node to the given
MAC

--Int2MAC=08:00:27:20:6d:04: This sets the MAC address of the egress node to the given
MAC

--Gateway=172.24.0.1 : This sets the gateway of the second interface

--Subnet=2: This sets the subnet mask for the two NS-3 emu interfaces
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Running this command startsthe ns-3 simulation. However, before this command is run both the network
interfaces in the Linux machine running NS-3 should be in the promiscuous mode. This can be run by

running the following Linux command.
e sudo ifconfig <interface_name> promisc

The interfacescan be listed using the command: ifconfig -a

4.3.1. Running the Co-simulation

If you run the RSCAD simulation and the NS-3 simulation with out attacksyou would see something similar
to the image below:
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If you observe it for a sufficiently long time you would see that all the three DER have equal opportunity in
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selling their flexibility to the Aggregator. Inthe next simulation we are going to make the flexibility of the

DER1 zerousing a Man-In-The-Middle attack. Thenyou would see that only the other DERsare able to sell

their flexibility.

Aggragator Dash board
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Now let us run a Denial of service attackat the Aggregator. Here, we are sending a lot of UDP traffic at the

Aggregator sothat it is unable to process the actual traffic. This will make the distribution transformer

being overloaded for a longer time. We will start this attack40sec into the NS-3 simulation and end it at

50 sec into the simulation. However, the system do not recover.
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4.4. Running the case CyberSecSimPeakShaveTCP in RTDS

This case is similar to the case where we used the UDP transport layer protocol. In this case, we used TCP
only for the communication between DERsand the Aggregator, since we are planning to disrupt this
communication inside the simulated NS-3 network using cyber attacks. However, when running TCP it was
difficult to use a single IP address for both reception and transmission. Therefore, we reduced the caseto
have only two DERs. Each one of these DERshas one IP to listen to incoming connections and the other for
initiating a connection. Similarly, we have two IPs for the Aggregator-DER1 interface and Aggregator-DER2

interface.
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Figure 7 Draft case for the RSCAD simulation

This case is run using the script provided. In the script we set the P and Q load and P and Q generationas

shown in the below table.

Node name P Load P Generation | Q Load Q Generation

DER1 4.5 MW 3.0 MW 4.0 MVar 3.0 MVar

DER2 4.5 MW 3.0 MW 4.0 MVar 3.0 MVar
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The P load at the Distribution transformeris maintained at 2.4 MW and 1.8 MVar using load shedding and
increased generation at the DERs. The DSO send the correction signal to Aggregator toreduce the P load
by 0.6 MW and Q load by 0.2 MVar. Each DER is assumed to be able to reduce the load by 80% and
increase the generation by 20%. The other details are the same as the case having the UDP transport layer

protocol.

4.5. Running the TCP Cyber-security simulationin NS-3
We have created an example NS-3 scenario at “~/ns3_cybersec/ns-allinone-3.29/ns-
3.29/examples/RTDS-DoS-Simulation/rtds-dos-simulation_TCP_BiDir.cc”. Thisscenariocan
be run by navigating to the ~/ns3_cybersec /ns-3-allinone/ns-3.29 folder and running the
command below. However, remember that the IP addresses for DERsand Aggregatorsshould be the ones
that you set on the GTNET cards. The IP addresses for the Int1IP and the Int2IP are the IP addresses of the

network interface cards of the PC running NS-3.

e NS _LOG="Icmpv4L4Protocol" :"Ipv4Protocol" ./waf --run "rtds-dos-
simulation_TCP_BiDir --stopTime=500 --DoSEnabled=false --
ArpSpoofEnabled =false --IPDER1C=172.24.9.10 --IPDER1S=172.24.9.11 --
IPDER2C=172.24.9.12 --IPDER2S=172.24.9.13 --IPAggreDER1S=172.24.9.14 -
-IPAggreDER1C=172.24.9.15 --IPAggreDER2C=172.24.9.16 --
IPAggreDER2S=172.24.9.17 --Intl1IP=172.24.2.101 --Int2IP=172.24.2.102 -
-InterSynTime=1e-6 --maxParallelSessions=100 --
Int1MAC=08:00:27:48:57:c3 --Int2MAC=08:00:27:20:6d:04 --
Gateway=172.24.0.1 --Subnet=2 -- deviceNamel=enp7s0 --

deviceName2=enp8s0”

Here, the IPDERXS, wherex is 1 or 2, is the server interface of DERs1 and 2. The IPDERxCis the client
interface of the DERs. IPAggreDERxSisthe interface IP of the aggregator which listens to packets from the
DERs. The IPAggreDER1Cisthe interface which sends packets tothe DERs. The option InterSynTime
defines the time between two consecutive SYN packets when running the SYN flood DoS attack. The option
maxParallelSessions is the number of TCP sessions that can be served by the node concurrently. All the

other options are same as the scenario with UDP transport layer protocol.
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4.5.1.

Running the Co-simulation

If you observe the RSCAD runtime without any attackin NS-3, you would see something similar to the

figure below. It will not stay static. However, from time to time it will show something similar the below

image. It will change since the RSCAD script loops through the entire process multiple times.
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If we run a Man-In-The-Middle attackand make DER1 have no flexibility, you would see something similar

to the image below:
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If we run a Syn-flood attackon the Aggregator,the entire process will be halted at 50sec into the
simulation. NS-3 does not seem to recover from it although we stop the DoS attackat 60 Sec.
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If you compare the total time the simulation ranand the time the transformer was at over loaded state
you will see that the time is approximately 50 sec. This is given that you started the NS-3 and RSCAD script
approximately at the same time.

You will also see that the NS-3 stops writing to the console at around 50 sec.

At Ingress Type:7

Index of Node:1

Sent to:10.1.6.18

In Aggregator

Type:7Index of Node:25ent to0:10.1.7.4
Aggregator Sent to:10.1.7.4port:7001
At aggregator

DER 5ent to

16.1.7.4--=10.103.41.241

Egress at=48.5566s, rx bytes=28
Egress Sent t0:10.1083.41.124

4.5.2. Modifying the iptable rules

The iptablesinLinuxisthe firewall of the Linux machine. Itis possible foritto blockincoming
tcp ports. Furthermore, it will send RST packets or icmp port unreachable packets when a
SYN packet arrives to ports ns-3 nodes are listening to (ex: tcp port 7001). Therefore, the
following commands should be executed (ignore the statements starting with #).
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#Dropping RST

sudo iptables -I OUTPUT -p tcp --tcp-flags RST RST -j DROP

# Accept the packets sent to tcp port 7001
sudo iptables -A INPUT -p tcp -m tcp --dport 7001 -m conntrack --ctstate
NEW,UNTRACKED -j ACCEPT
4.5.3. Make the rules permanent

Install the iptables-save package to save the iptable rules to make them permanent using
the followingcommand.

sudo apt-get install iptables-persistent

After making changes to the iptables enter the following command to make the rules
permanent.

sudo iptables-save
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USING NS-3 TO MODIFY DNP3 PACKETS

Hll. RSCAD Runtime
= and P&A Suite

Simulation model

NovaCor

i

Ethernet Switch

Simulated
IED

Figure 8 Network setup for NS-3 simulation

We use the above network topology when connecting the GTNET card to the P&A suite or
any other controller. Here, the NS-3 simulation creates a simulated network between the
GTNET card and the controller or the monitor. We can run Man-In-The-Middle attacks and
Denial of service attacks within the NS-3 network.

5.1. Running the simulationin NS-3

This simulation is run using the TAP interface of NS-3. First we need to create two TAP
interfaces and two bridge interfaces in the Linux machine running NS-3. Let the tap
interfaces be tap00 and tap01 and the bridge interfaces be br0 and brl. Then, we bridge one
of the physical Ethernet interfaces (say enp7s0) with tap00 using brO. Then we bridge the
other physical interface (say enp8s0) with tap01 using brl. The set of commands to be
entered are given below:

sudo ip link add name bre type bridge
sudo ip link add name brl type bridge

sudo ip tuntap add mode tap tapee
sudo ip tuntap add mode tap tapel

sudo ip link set dev tap@@ address ©0:00:00:00:01:20
sudo ip address add 0.0.0.0 dev tapee
sudo ip link set dev tap@® promisc on
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sudo

sudo
sudo

sudo
sudo
sudo

sudo
sudo
sudo

sudo
sudo
sudo

sudo
sudo

sudo
sudo

sudo
sudo

sudo
sudo
sudo
sudo

ip

ip
ip

ip
ip
ip

ip
ip
ip

ip
ip
ip

ip
ip

ip
ip

ip
ip

ip
ip
ip
ip

link set dev tap@®@ up

link set dev tap@l address 00:00:00:00:01:21
address add 0.0.0.0 dev tapol

link set dev enp7s@ down
address add 0.0.0.0 dev enp7s@
link set dev enp7s@ up

link set dev enp8s@ down
address add 0.0.0.0 dev enp8s@
link set dev enp8s@ up

link set dev enpl1s@ down
address add 0.0.0.0 dev enpllse
link set dev enplls@ up

link
link

link
link

link
link

link
link
link
link

set
set

set
set

set
set

set
set
set
set

dev
dev

dev
dev

dev
dev

dev
dev
dev
dev

tap@l promisc on
tap@l1l up

tap00 master bro
enp7s0O master bro

tap@l master bri
enp8s@ master bril

bro up
brl up
enp7s@ promisc on
enp8s® promisc on

A bash script that contains these instructions are included in ~/ns3_cybersec/ns-

allinone-3.29/ns-3.29/setupInterface. To run this script navigate to the folder

~/ns3_cybersec/ns-allinone-3.29/ns-3.29/ and enter ./setupInterface at the

terminal.

The simulation file we use for this simulation can be found in ~/ns3 _cybersec/ns-
allinone-3.29/ns-3.29/examples/RTDS-DoS-Simulation/rtds-Tap-ICS-Mod-

One_Net.cc
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5.2. Decoding the simulation file

The simulation script is a C-file which can be found at~/ns3_cybersec/ns-allinone-3.29/ns-
3.29/examples/RTDS-DoS-Simulation/rtds-Tap-ICS-Mod-One_Net.cc. Herewe explain
only the important elements in the file. For more information the users are referred to the official
wiki page of NS-3, https://www.nsnam.org/wiki/Main Page.

First we have a set of includes which arein the NS3 API. We createdthe application Attack-appto
help the users in creating a Man-In-The-Middle type of attack. The header file for it is #include
"ns3/attack-app.h". We also made some modifications to the ARP protocol in NS3 to facilitate
the ARP poisoning type of attack. The details about these modifications are listed in Chapter 11.4.
The include statementsare shown below:

// Includes

#tinclude <stdio.h>

#tinclude <stdlib.h>

#include <string>

#include <iostream>

#include <fstream>

#include "ns3/ipv4-address-generator.h"
#include <string>

#include <cassert>

#include <iomanip>

#include "ns3/command-line.h"
#include "ns3/config.h"

#include "ns3/uinteger.h"

#include "ns3/boolean.h"

#include "ns3/double.h"

#include "ns3/string.h"

#include "ns3/log.h"

#include "ns3/internet-stack-helper.h"
#include "ns3/ipv4-address-helper.h”
#include "ns3/udp-client-server-helper.h
#include "ns3/log.h"

#include "ns3/ipv4-address.h”
#include "ns3/nstime.h"

#include "ns3/inet-socket-address.h"
#include "ns3/inet6-socket-address.h"
#include "ns3/socket.h"

#include "ns3/simulator.h"

#include "ns3/socket-factory.h"
#include "ns3/packet.h"

#include "ns3/uinteger.h"

#include "ns3/netanim-module.h"
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#include "ns3/udp-socket-factory.h"
#include "ns3/packet-sink-helper.h"
#include "ns3/ipv4-global-routing-helper.h"
#include <fstream>

#include "ns3/core-module.h"

#include "ns3/internet-module.h"
#include "ns3/applications-module.h"
#include "ns3/fd-net-device-module.h"
#include "ns3/point-to-point-module.h"
#include <sys/socket.h>

#include <arpa/inet.h>

#include "ns3/flow-monitor-helper.h"
#include "ns3/csma-helper.h"

Then inside the main function, first we set some global parametersso that we can connect the
virtual NS3 network to the realworld. The first parameteris the
SimulatorImplementationType, which specifies whetherit is a Real time simulator
implementation or not. The second parameteris ChecksumEnabled, which willadd the IP
checksum to the packets sent.

Globalvalue::Bind ("SimulatorImplementationType", StringValue
("ns3::RealtimeSimulatorImpl™));
Globalvalue::Bind ("ChecksumEnabled", BooleanValue (true));

Next, we create a set of Nodes. A node can be a mobile device, a PC, a switch, a router or a
firewall. However, note that they are just empty hulls that does not do anything. The user
will needto eithercode what itis supposedto do by mean of an NS3 application or use an
existing applicationin NS3.

// Create ns3 nodes for simulating the communications network
Ptr<Node> n@ = CreateObject<Node> ();
Ptr<Node> nl = CreateObject<Node> ();
Ptr<Node> n2 = CreateObject<Node> ();
Ptr<Node> n3 = CreateObject<Node> ();
Ptr<Node> n4 = CreateObject<Node> ();

In thisexample, we use a very simple network setting. All the virtual nodes and the external
nodes are inthe same CSMA network. CSMA is a protocol similarto Ethernet. However, there
are differences between the two. NS3 does not have an Ethernet implementation build in.
Since all the nodes are going to be on the same network, we next create a container that
contains all the nodes.
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NodeContainer n@nln2n3 = NodeContainer (n@, nl, n2, n3, n4);

Afterwards, we create a CSMA network with a data rate of 100Mbps and an end-to-end delay
of 6560 Nano Seconds. Then we install this CSMA network interfaces in the above-created
nodes. All these network devices (you can assume they are Ethernet ports), are savedin the
NetDeviceContainerdnOnln2n3.

CsmaHelper csmaNetwork;

csmaNetwork.SetChannelAttribute ("DataRate"”, StringValue ("100Mbps"));
csmaNetwork.SetChannelAttribute ("Delay", TimeValue (NanoSeconds (6560)));
NetDeviceContainer dn@nln2n3 = csmaNetwork.Install (n@nln2n3);

The next step is to install the network stack on the nodes created. This consists of the ARP
protocol, IP protocol and the socket protocol installed inthe nodes. Without these protocols
these nodes cannot send or receive packets.

// installing IP stacks into the nodes
InternetStackHelper stack;
stack.Install (ne@);
stack.Install (nl);
stack.Install (n2);
stack.Install (n3);
stack.Install (n4);

Next we assign IP addresses to these nodes using the lpv4AddressHelper class. When
assigningthe IP addesses we make sure that the IPs of the outside world devices are in the
same network.

Ipv4AddressHelper ipv4;

ipv4.SetBase ("172.24.0.0", "255.255.0.0", "0.0.9.241"); //this is the outer net-
work

IpvdInterfaceContainer ipn@nln2n3 = ipv4.Assign (dn@nln2n3);

If we need specificroutes setthey should be set next. However, since this example does not
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need any special routing we are not settingany here. Please refer to the official NS3 Wiki if
you needinformationon it.

Next, we create the interfaces which will be connected to the outside world. We create
interfaceson the nodes n0 and n4 that can be connected to the outside world. Then we can
assume node n0 and node n4 are our outside world nodes. We are connecting the tap00 to
node n0 and tap 01 to node n4. We created these tap devicesinthe Linux system using the
scriptin Section 5.

// Use the TapBridgeHelper to connect to the pre-configured tap devices for
// the left side. We go with "UseBridge" mode since the CSMA devices support
// promiscuous mode and can therefore make it appear that the bridge is

// extended into ns-3. The install method essentially bridges the specified
// tap to the specified CSMA device.

// Connect the left side tap to the left side CSMA device in ghost node n@

TapBridgeHelper tapBridge;

tapBridge.SetAttribute ("Mode", StringValue ("UseBridge"));
tapBridge.SetAttribute ("DeviceName", StringValue ("tap@0"));
tapBridge.Install (n@, dn@nln2n3.Get (9));
tapBridge.SetAttribute ("DeviceName", StringValue ("tap@l"));
tapBridge.Install (n4, dn@nln2n3.Get (4));

Now that the infrastructure is complete, we can install the applications on the nodes. Here,
we only install the attack-app that we created. This application will help us run the man-in-
the-middle attack. First, we pick n3 to be our attacker node who will do ARP spoofing and
modify the packets. Then we getthe IP address and the interface index of the CSMA interface
of the attacker node. Afterwards, we geta pointerto the Ipv4interface of the CSMA interface
of node n3.

uint32_t attackerld = 3;

std: :pair<Ptr<Ipv4>, uint32_t> returnValue = ipn@nln2n3.Get (attackerId);
Ptr<Ipv4> ipv4Val = returnValue.first;

uint32_t index = returnValue.second;

Ptr<Ipv4Interface> iface = ipv4Val->GetObject<Ipv4L3Protocol> ()->GetInterface
(index);

The nextstepisconfiguringthe attacker-app. Here, first we create the AttackApp object and
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save the pointer to it in attacker object. Then we create vectors of the IP addresses to be
spoofed, the victims IP address and the victims MAC address as spoofedIPs, victimIPs and
victimMACs respectively. When users with the IP addresses in the victimlIPs vector try to
access the IP addressesinthe spoofed|Ps vectortheir ARP table mapping of the MACaddress
for the spoofedIPswill be replaced by the MAC address of the Attacker. This is achieved by
sending unsolicited ARP replies to the node with MAC addresses in victimMACs. An image
showinghow this isdone is shownin Figure 5.

Next we setup the attacker-app using the Setup command. The arguments of this function
are the node the applicationisinstalled, the networkinterface to use, the IPv4interface, the
spoofedIPs, victimIPs and the victimMACs. Then we add the attacker applicationto the node
n3. Finally we start the application with a scheduled start and end times.

Ptr<AttackApp> attacker = CreateObject<AttackApp> ();

std: :vector<Ipv4Address> spoofedIPs{Ipv4Address ("172.24.9.251")};

std: :vector<Ipv4Address> victimIPs{Ipv4Address ("172.24.9.55")};

std: :vector<Address> victimMACs{ns3::Mac48Address ("00:0A:35:00:10:09")};

attacker->Setup (n@nln2n3.Get (attackerId), dn@nin2n3.Get (attackerld), iface,
spoofedIPs, victimIPs, victimMACs);

nenin2n3.Get (attackerId)->AddApplication (attacker);

attacker->SetStartTime (Seconds (1.9));

attacker->SetStopTime (Seconds (3600.0));

Next we do the same procedure for the traffic sentin the reverse direction using the code
below. Thisis the end of the applications setup.
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std: :pair<Ptr<Ipv4>, uint32_t> returnValue2 = ipn@nln2n3.Get (attackerId);
Ptr<Ipv4> ipv4Val2 = returnValue2.first;
uint32_t index2 = returnValue2.second;

Ptr<Ipv4Interface> iface2 = ipv4Val2->GetObject<Ipv4L3Protocol> ()->GetInterface
(index2);

Ptr<AttackApp> attacker2 = CreateObject<AttackApp> ();

std: :vector<Ipv4Address> spoofedIPs1{Ipv4Address ("172.24.9.55")};
std::vector<Ipv4Address> victimIPs1{Ipv4Address ("172.24.9.251")};

std: :vector<Address> victimMACs1{ns3::Mac48Address ("10:65:30:05:d8:ff")};

attacker2->Setup (n@niln2n3.Get (attackerId), dn@nln2n3.Get (attackerId), iface,
spoofedIPsl,victimIPsl, victimMACsl);

nonln2n3.Get (attackerld)->AddApplication (attacker2);

attacker2->SetStartTime (Seconds (1.9));

attacker2->SetStopTime (Seconds (3600.0));

Then we enable packet capturing in all the interfacesin the CSMA network using the below
command.

csmaNetwork.EnablePcapAll ("pmuconnectiontestNet", false);

Finally we schedule the simulationto run for 1 hour and deallocate all memory at the end of
it usingthe below commands.

// Run the simulation for 1 hour to give the user time to play around
//

Simulator::Stop (Seconds (3600.));

Simulator::Run ();

Simulator::Destroy ();
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5.3. Virtual NS-3 network created

NS-3 Virtual network
® ® ®

. J

Linux

Linux L b

DNP3 BndgeO

Senfer
f/l I:I E

R E5R LS

Bri dgel

l/l/

External communication External Communication

Using the above code we create the above network. The external communicationis achieved
by bridging the physical Ethernet device with a virtual tap device created in Linux. The NS-3
nodes are able to interface with those Tap devices. Hence, the traffic will be routed in the
Virtual CSMA network before exiting through the bridge on the otherside. The attacker node
sends Spoofed ARP repliesto the DNP3 server and the DNP3 clientso that the traffic will be

routed through it.
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5.4. Example scenario: GTNET_DNP

o e '
| ]
1 ] phsre
i g i
i GTNET DNP Exercise ]
| i g BUS1
! | 10 10
i To access the help file, 1 Voere [
1 RightClick on component -> Help | B
| ]
| i
[ 1
v £ ph
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |
src
BRK1 o7 BT
o
i
”—‘@ il ey <
ASSIGN
CONTROLS Ese 2300 KV
GROUPE 1 o e
TOCORE 2

Dynamic Load
R-L

RiDkoad1

GTNET-DNP

CMF3 Quiststion

Name:  GINET ONP
GTIO Fiber Port 2
GTNETz2
Databas File fxmi):
pointsMap
Right-click to Edit

STNET DNP Companant
(rtds_GTNET_DNP_vaden)

Double
NET)to Master  2-it status sent

Courter Sign
-6t unsigned int
sent from Slave (GTNET}

The above case can be found in the Tutorials tab in RSCAD FX 2.0 at the followinglocation:
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Here, we have a simple network with a power source and a dynamicload with a breakerin
the middle. The user can control the breaker status, and the set active power and reactive
power in the dynamic load using DNP3. Here we use the P&A suite to control these
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parameters.

5.1. Running the NS-3 DNP3 simulation

To run the NS-3 Tap simulationto modify DNP3 data, first navigate to the ns-3-allinone/ns-
3.29. Then execute the followingcommand:

NS_LOG="Icmpv4L4Protocol":"Ipv4Protocol" ./waf --run "rtds-Tap-ICS-Mod-
One_Net”

This will start the NS-3 simulation.

5.2. Setting and Monitoring DNP3 values

In the runtime of the RSCAD simulation you are able to see the current that travels in the
bus and the set active and reactive power of the dynamic load. Then in the P&A suite you
are able to connect to the DNP3 server hosted on the GTNET cards. Furthermore, you can
modify and monitor the parameters using DNP3 communication. If there is a man-in-the-
middle attack on DNP3 communication, there will be a disparity between what you see in
the runtime and in the P&A suite.

5.3. Stating the new values to be assigned for DNP3

The modifications to the DNP3 data are included in a file “ns3.conf”. This file should be
located in /etc/ns3 in the Linux machine. The format of the textare given below

protocol dnp3

<function_code> <Group> <Variation> <Index> <value>

Here the file parser uses the protocol dnp3 to identify that the following data are for dnp3
packet modification. The next lines containinformation on what to modify.

Function_code - The Function code of the dnp3 message of interest

Group - Is the DNP3 group number of the parameter

Variation - Is the DNP3 variation of the group of the parameter

Index - Is the index of the variable belongingto the stated group and variance
Value - Is the new parameter value to be assigned

An example isshown below:
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protocol dnp3
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As shown above the first 3 lines

manipulate the reported Binary status of the breaker and

the Analog input corresponding to the Irms_pri. Here, the function code used is 129 which

corresponds to the Response function of the DNP3 server. Using the firstline we modify the

first binary input status to OPEN.

100.

Using the second line we modify the first analog input to

Afterrunning the simulation the followingcan be observedinthe runtime.
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Here, you can see that the breaker status is shown as open although it is closed.
Furthermore, the value of Irms_pri is reported as 100.0 whenthe actual valueis 0.02524

The commands in DNP3 usually happensin 3 stages as shown below:
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Simulator

The Select function has a value of 3, the Operate function has value of 4 and the response
function has a value of 129. In the lines 3, 4 and 5 of the above example after the line,
protocol dnp3, we are modifying a command, which instructs to latch off a breaker. Using
the valuessetfor the SELECT and OPERATE function we will notletthe breakerlatch off. The
value passed by the DNP3 master for the LATCH_ON operationis three. Using the firstline,
312 1 0 3, we modify the LATCH_OFF (value of 4) value to LATCH_ON (value of 3) for the
variable with index 0 of Group number 12 and variance 1. This modificationis done for the
SELECT message. Then we do the same for the OPERATE message inthe secondline. Thenin

line 5 we modify the RESPONSE message to carry the value of LATCH_OFF. We do this
because the DNP3 master does not send the OPERATE command if the SELECT value and the
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RESPONSE values are different. Make sure you use the port 20000 as the Listening port at
DNP3 server (The GTNET-DNP3).
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o100 Binary outpur

1722414230 x 172245091 x

[STATUS: 10 103 41 111:+* CROB command Summary: SUCCESS Results: { Result(header: 0 index: O State: SELECT MISWATCH Status: UNDEFINED] }
STATUS: 10.103.41.111:+* Sending Read Binary Cut command.
[STATUS: <10.103.41.111> ** DNP3 Master Exit, Closing Master.
[STATUS: <10.103.41.111> ** Sstablishing comnection o => 10.103.41.111:20000
[STATUS: Master successfully started
10.103 41 111:+* CROB command.Summary: SUCCESS Results: { Result (header: 0 index: O State: SUCCESS Status: SUCCESS) }
inary Gut command.

You will see that although you send the LATCH_OFF command it will not be reflectedinthe
Runtime. If you see a packet capture at the clientinterface you will see thatthere is nothing
wrong there.

|ﬂ “enpds0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mAde mXE QessEF S

|l |dnp3
No. Time Source Destination Protocol Length Info
162 3.943138486 16.103.33.87 10.103.33.84 DNP 3.0 64 from 1 to 1, len=5, Request Link Status
163 3.946977115 19.103.33.84 10.103.33.87 DNP 3.8 64 from 1 to 1, len=5, Status of Link
375 8.833224483 10.103.33.84 10.103.33.87 DNP 3.8 81 Read, Class @123
380 8.833728827 10.103.33.87 10.163.33.84 DNP 3.8 188 Response
589 13.843218014 10.103.33.87 10.103.33.84 DNP 3.8 64 from 1 to 1, len=5, Request Link Status
590 13.847177932 10.103.33.84 10.163.33.87 DNP 3.8 64 from 1 to 1, len=5, Status of Link
721 17.661722313 10.103.33.84 10.103.33.87 DNP 3.8 89 Select
727 17.662121679 10.103.33.87 10.163.33.84 DNP 3.8 91 Response
.680179809 3.0
734 17.680508867 10.103.33.87 16.103.33.84 DNP 3.8 91 Response

ClientSide serverside Serverside

Payloadfor SELECT Payloadfor SELECT

Frame 721: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface enpdsd, id 0
Ethernet II, Src: 00:00:00_00:00:04 (00:00:00:00:80:04), Dst: RTDSTech_Ba:6b (08:50:c2:4f:9a:6b)
) Destination: RTDSTech Ga:6b (69:50:c2:4f:9a:6b)

of

Frame 1643: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface enp5s@, id @
Ethernet II, Src: Dell ©5:d8:ff (10:65:30:05:d8:ff), Dst: ©0:00:00 00:00:04 (00:00:00:00:00:04)
Internet Protocol Version 4, Src: 10.183.33.84, Dst: 18.103.33.87

Transmission Control Protocol, Src Port: 27559, Dst Port: 20000, Seq: 88, Ack: 1985, Len: 35
Distributed Network Protocol 3.0

Data Link Layer, Len: 26, From: 1, To: 1, DIR, PRM, Unconfirmed User Data

‘

(vvv~

Typ )
Internet Protocol Version 4, Src: 10.103.33.84, Dst: 10.163.33.87
Transmission Control Protocol, Src Port: 27559, Dst Port: 20008, Seq: 48, Ack: 155, Len: 35

+ Transport Control: @xcd, Final, First(FIR, FIN, Sequence 9) ~ Distributed Network Protocol 3.8
» Data Chunks » Data Link Layer, Len: 26, From: 1, To: 1, DIR, PRM, Unconfirmed User Data
+ [1 DNP 3.0 AL Fragment (20 bytes): #1643(28)] » Transport Control: @xc9, Final, First(FIR, FIN, Sequence 9)
- Application Layer: (FIR, FIN, Sequence 9, Select) ' r[)ithgh;..-;sM Fragment (20 bytes): #721(20)]
» Application Control: @xc8, First, Final(FIR, FIN, Sequence 9) ~ Application Layer: (FIR, FIN, Sequence 9, Select)
Function Code: Select (0x03) » Application Control: ©xcO, First, Final(FIR, FIN, Sequence 9)
~ SELECT Request Data Objects Function Code: Select (©x03)
~ Object(s): Control Relay Output Block (Obj:12, Var:@1) (8x@cei), 1 point ~ SELECT Request Data Objects
» Qualifier Field, Preflx 2-Octet Index Prefix, Range: 16-bit Single Field Quantity ~ Object(s): Centrol Relay Output Block (0bj:12, Var:01) (@xBcel), 1 point
» Number of Items: » Qualifier Field, Preflx 2-Octet Index Prefix, Range: 16-bit Single Field Quantity
» Number of Items:
T P“{':ﬂg:mbfé E t[LatCh Off] [N ~ Point Number 0 [Lalch 0n] [HUL]
Index (16 bit): @
» Control Code [0x04] » Control Code [6x83]
Count: 1 Count: 1
On Time: 1800 On Time: 1000
Off Time: 1000 Off Time: 1000
.000 0000 = Control Status: Req. Accepted/Init/Queued (©) -000 9080 = Control Status: Req. Accepted/Init/Queued ()
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Payload for Response Payload for Response

Frame 1649: 91 bytes on wire (728 bits), 91 hytes captured (728 bits) on interface enp5s@, id @
Ethernet II, Src: 00:00:00_00:00:04 (00:00:00:00:00:04), Dst: Dell @5:d8:ff (10:65:30:05:d8:Ff)
Internet Protocol Version 4, Src: 10.103.33.87, Dst: 10.103.33.84
Transmission Control Protocol, Src Port: 20000, Dst Port: 27559, Seq: 195, Ack: 123, Len: 37
Distributed Network Protocol 3.0
» Data Link Layer, Len: 28, From: 1, To: 1, PRM, Unconfirmed User Data
Transport Control: @xce, Final, First(FIR, FIN, Sequence 14)
Data Chunks
[1 DNP 3.0 AL Fragment (22 bytes): #1649(22)]
Application Layer: (FIR, FIN, Sequence 9, Response)
» Application Control: @xc9, First, Final(FIR, FIN, Sequence 9)
Function Code: Response (8x81)

Frame 727: 91 bytes on wire (728 bits),
Ethernet II, Src: RTDSTech a:6h (00:
» Destination: @

‘

91 bytes captured (728 bits) on interface enpds@, id 8
50:c2:47:9a:6b), Dst: 00:00:00_00:00:04 (00:00:00:00:00:04)
00:00:00:00:04)

PR

6!1
Type: IPvd (8x0880)
Internet Protocol Version 4, Src: 10.103.33.87, Dst: 10.183.33.84
Transmission Control Protocol, Src Port: 20000, Dst Port: 27559, Seq: 155, Ack: 83, Len: 37
Distributed Network Protocol 3.9
Data Link Layer, Len: 28, From: 1, To: 1, PRM, Uncenfirmed User Data

Transport Control: @xce, Final, First(FIR, FIN, Sequence 14)
Data Chunks

(vv~
P

[1 DNP 3.0 AL Fragment (22 bytes): #727(22)]

Application Layer: (FIR, FIN, Sequence 9, Response)
Internal Indications: 0x1000, Time Sync Required » Application Control: @xc8, First, Final(FIR, FIN, Sequence 9)
~ RESPONSE Data Objects Function Code: Response (©x81
~ Object(s): Control Relay Output Block (0bj:12, Var:81) (8x®c@1), 1 point » Internal Indications: @x1000, Time Sync Required
» Qualifier Field, Prefix: 2-Octet Index Prefix, Range: 16-bit Single Field Quantity ~ RESPONSE Data Objects
b+ Humber of Items: 1 ~ Object(s): Control Relay Output Block (Obj:12, Var:01) (8x8c@1), 1 point
~ Point Number @ [Latch OFf] [NUL] + Qualifier Field, Prefix: 2-Octet Index Prefix, Range: 16-bit Single Field Quantity
Index (16 bit): @ ¢ Number of Items: 1
» Control Code [0Xx04] ~ Point Number @ [Latch On] [NUL]
Count: 1 Tndex (16 bif): @
On Time: 1800 » Control Code [8x03]
OFF Time: 1800 Count: 1
600 PEEO =

Control Status: Req. Accepted/Init/Queued ()

969 BO0S — Contml Status: Req. Accepted/Init/Queued (8)

Payload for Operate Payload for Operate

Frame 1650: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface enp5s@

» , id @ » Frame 728: 89 bytes on wire (712 bits), 89 nytes :apturen (712 bits) on interface enpds®, id @
» Ethernet II, Src: Dell @5:d8:TT (108:65:30:05:d8:ff), Dst: 00:00:00_00:00:04 (09:00:00:00:00:04) ~ Ethernet II, Src: 08:00:00_68:60:04 (00:00: ©00:00:84), Dst: RTDSTech_Ba:6b (80:58:c2:4f:9a:6b)
+ Internet Protocol Version 4, Src: 10.103.33.84, Dst: 10.103.33.87 » Destination: RTDSTech_Ra:6b

» Transmission Control Protocol, Src Port: 27559, Dst Port: 20000, Seq: 123, Ack: 232, Len: 35 [ 00,

~ Distributed Network Protocol 3.8

Type: IPwd (@x98@8)

Data Link Layer, Len: 26, From: 1, To: 1, DIR, PRM, Unconfirmed User Data Internet Protocol Version 4, Src: 10.103.33.84, Dst: 10.103.33.87
Transport Control: ©xca, Final, First(FIR, FIN, Sequence 14) Transmission Control Protocol, Src Port: 27559, Dst Port: 20000, Seq: 83, Ack: 192, Len: 35
Data Chunks Distributed Network Protocol 3.8
[1 DNP 3.6 AL Fragment (20 bytes): #1658(28)] Data Link Layer, Len: 26, From: 1, To: 1, DIR, PRM, Unconfirmed User Data
Application Layer: (FIR, FIN, Sequence 18, Operate) Transport Control: @xca, Final, First(FIR, FIN, Sequence 10)
» Application Control: @xca, First, Final{FIR, FIN, Sequence 18) Data Chunks

Function Code: Operate (@x@4)

[1 DNP 3.0 AL Fragment (20 bytes): #728(28)]
~ OPERATE Request Data Objects

(v~

Application Layer: (FIR, FIN, Sequence 10, Operate)
~ Object(s): Control Relay Output Block (0Obj:12, Var:@1) (@xBc@l), 1 point 4 gpplicatlgndm}ngmhtﬂxca,ﬂilm. Final(FIR, FIN, Sequence 18)
Qualifier Field, Prefix: 2-Octet Index Prefix, Range: 16-bit Single Field Quantity unction Code: Operate (Ox84)
» Number of Items: 1 ~ OPERATE Request Data Objects )
~ Point Number @ [Latch OFf] [NUL ~ Object(s): Control Rélay Output Block (Obj:12, Var:@1) (8x@cei), 1 point
Tndex (16 hit[) @ IMLED] » “Qualifier Field, Preflx 2-Octet Index Prefix, Range: 16-bit Single Field Quantity
» Number of Items:
» Control Code [6xA4] - Point Number B [Latch on] [HUL]
o Index (16 bit): ©
g?f?’lﬂ;é.lﬁggg » Control Code [axnz]
8 Count: 1
.B0@ 8000 = Control Status: Req. Accepted/Init/Queued (8) oo

On Time: 16068
Off Time: 10080

.000 0000 = Control Status: Reg. Accepted/Init/Queued (@)
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USING NS-3 TO MODIFY MODBUS PACKETS

Here, we use NS-3 to modify the MODBUS packets that goes through the NS-3 virtual
network. These modification are done using ARP spoofing attacks. The instructions for
running the NS-3 simulations are similar to that of DNP3. Therefore, we will not explain it
here. The only difference is in the entries added in /etc/ns3/ns3.conf. Which we will
explaininthe subsequentsubsections.

6.1. Example scenario: Modbus_Communication

LoadBUS
1.0 L 10
N4 HE WA
GTNETx2 Modbus Tutorial | = i —
GTHET=2 Modbus v2 Component -
[rtds_GTMET_MODEUS v2.def) H Ee= 138KV H
Ph = 00 deg -
Dymamic Load
R-L
RLDload1

Tpset J_ Qse;.r
Paet Qset

GTNET-Modbus Server

| GTNET-MODBUS |

Modbus Server
NAME  GTNETModbus

GTIO Fiber Port 1
GTHET=2 H Data Mapping

Modbus Server

Databaze File {2ml}:
pointshMap

Right-click to Edit

The above case can be found in the Tutorials tab in RSCAD FX 2.0 at the followinglocation:
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“cfile % [[Fcompi x [[[71 x | 5 Runti x [E Rac
ks C [ i 6~ [R[

» User Directory

¥ Tutorial Cases
Name
» [7] 01 Introductary Course
» [7] 02 Power Electronics
¥ [ 03 Protection and Automation
» [7]01 Relay Madeling
» [7]02 SIR Seript
» [7] 03 Transformer Differential Relay
» [7] 04 Directional Overcirrent Relay
» [7] 05 Quadrilateral Relay
¥ [7] 06 GTNET Applications
b [7]01 Sampled Values
» []02 GOOSE
» [7] 03 Relay Interfacing with IEC 61850
» 7] 04 MMS
» [ 05 Synchrophasors
¥ [F7] 06 SCADA
» 7] 06a GTMNET_DNP
» £ 06k GTNET_104
¥ [7]06c GTNET_MODBUS
Maodbus_Communication pdf
By Modbus_Communication.rtfx
B Modbus_Communication.sib
D pointshapxml
[ » P07 GTNET-SKT
» [7] 04 Data Conversion Programs
» [7]05 CBuilder

6.2. Stating the new values to be assigned for MODBUS

The modificationsto the MODBUS data are includedina file “ns3.conf”. This file should be
located in /etc/ns3 in the Linux machine. The format of the textare given below

protocol modbus

<function_code> <Index> <value>

Here the file parser uses the string “protocol Modbus” to identify that the data following
that line are for modbus packet modification. The nextlines contain information on what to
modify.

Function_code - The Function code of the modbus message of interest
Index - Is the index of the variable belongingto the stated Function code

l|RTDS -50-
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Value - Is the new parameter value to be assigned

An example isshown below:

protocol modbus

[ MODBUS Editor, version:1.00-b45 2022-12-01 12:25:40 - o X

200 _ et Tupe | Type: 2.0 maximum 10 outstations. Close database to change type!
4 0 100 o Descrption

BRKI_ctl - Circuit Breaker control signal
1 Dst - Disconnect switch 1 control signal
2 Ds2 - Disconnect switch 2 control signal

3 BRKSTS - Circuit Breaker position status (52B)

4 1 123
304

[fE MODBUS Editor, version:1.00-b45 2022-12-01 12:25:40 - [m} X

31

Type: 2.0 i i) i Close database to change type!

{/

Irms_pri Primary RMS current (A)
Vrms_pri Primary RMS voltage (V)

P_load Active Power measurement (kW)

Q_load Reactive Power measurement (kvar)

! MODBUS Editor, version:1,00-b45 2022-12-01 12:25:40 — [m] 4

_ Set Type | Type:20 ' " . lose database to change type!

Holding Registers

0 Pset_mb 10000 - not_used Dynamic Load Active Power set-point (kW)

1 Qset_mb 1000 - not_used Dynamic Load Reactive Power set-point (...
2 Sset_mb 12000 - not_used Dynamic Load Apparent Power set-point (...
3 pf_mb o8

- not_used Dynamic Load Power-factor set-point (x100)

Afterrunning the simulation the following can be observedinthe runtime.
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OB R & 2

File Edit View Launch Utiities Build Draft Runtime Help

X-E r OB B[O S

A\ @100 |3

EVG @ Rack27  ~| > =§ Y [l

[=]

Unfitled X | I PMU_

Runtime*

— M e TP Acive
New
7.855kV Network Interfaces.
ogger D
04288 kA 3T
7855
[ ) FUNC) - Configurasion: mamese
33175 USB 3.0 to Gigabit Eohernet Adepter: 1500, 100
0 0 0 0
429 2613515550 752 (FUNC : Resa snput registers (snort)
> o— -
Setroch conmection
Close protocol
75 (G : Contagusgpn: nemezewnT (35
) o xx50175 D53 5.0 vo Sigabis Eenegg@Pdaprers - 1500, 108
ey Mrying .
O o sppii o e B o
2aca1: AT imecppeiesn ien
1.000 ... fFesh o
S 74
Tl o conne. L
T e (35
2 Ttnernet Adsprer ¢ 100, 100
206(FNC] - Revaying. -
2 (S0P - wssppLicaricns. Provectionaut
Input registers Coil SLO(FUNC] : Refzash commestion
p— SLLITNG: Chose proveses
- ’ e BL3[FUNC] : Open commection: 10.103.41.1
/ : Modified it Sentpueien. e 2
429 7855 10000 10“&‘ 0 £l uss 3.0 to Gigabit Ethernet Adapter): 1500, 100
L
A v ki 1040341411 x
) . [STATUS: 1010341 1117 % Sending gemeal Scan command
Holding regis! [TNFO: 10.103.41.111:+% Sending Read Coil Stavas/Read Coils command
- [Geaix 1ousT 1 cqainddres sEncepr
[rN70: 10.103.41111:++ Semding Read Tnpues Scavus/Resd Inpuc Discreves command.
SseLmb. [INFO: 10.10%.41.111:** Sending Read Holding Registers/Read Multiple Registers command.
10000 1000 12000 98 IINFO: 10.103.41.111:%* Sending Read Input Registers command.
KW kvar KVA  PFx100

X | [>> Modbus_C:

x |y sv. %

Modbus Master

Pol interval (ms):

Timeout (ms):

Remote Device.

Outstation Det:

4|9 3 outstation

¢ [ piscrete Coils.
Coil 0 = true
Discrete Inputs

[) Input Discrete 1 =true
[} Input Discrete 2 = true
4 [C3 Holding Registers

/D Holding Register 0 = 4
’('D Holding Register 1=6
[) Holding Register 2 = 12000
[0 Holding Register 2 = 92
[ Input Registers
| el ) U Register 0= 100
__,_'D Input Register 1= 123

[ Input Register 2= 10000
[} Input Register 3 = 1000
o= [ Exception Status

[ERROR: 10.103.41.111:++ Read Coil Status/Read Coils command. ProtectionRutomar: =

D

odbus . £ial

[ ]

Now if we compare the wireshark captureson the server side and client side of these responses you would
see that the packets have been modified. Ifyou observe the destination Ethernet address of the responses
at server side you will see that it is not the same as the clients. However in this scenario as all the nodes
arein the same network it should be the same as the clients. That happens because of ARP spoofing and

the Attacker node getsand sends the data running a Man-In-The-Middle attack. It is also the case atthe
Client side.

Server Side

Frame 7272537: 64 Dytes on wire (512 bits), 64 byfes captured (512 bits) on interface enp4s@, id @

Ethernet IT, Src: RTDSTech_0b:5d (
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port:
Modbus/TCP
Modbus
.068 0018 = tion Code: Read
Request Frame: 7272533

Client side

00:50:c2:47:9b:5d), Dst: 0O:00:00_00:00:04 (00:00:00:00:00:04)
172.24.50.91, Dst: 172.24.50.170

562, Dst Port: 17259, Seq: 1, Ack: 13, Len: 10

Discrete Inputs (2)

[Time Trom request: ©.000386943 seconds]
Byte Count: 1

» Bit 9 : 1
b Bit1:1
b Bit 2 @ 1
» Bit 3 : 80

v Frame 7273667¢

Frane 2098229: 64 bytes on wire (512 Dits), 64 bytes captured (512 bits) on interface enposd, id 0
(0

0:00:

.060 0816 = Function Code: Read Discrete Inputs (2)

S
+ Ethernet II, Src: 00:00:00_00:0
+ Internet Protocol Version 4, Sr
} Transmission Control Protocol, Src Port:
+ Modbus/TCP
~ Madbus
[Request Frame: 2098225]
[Time from request: 9.007384135 seconds]
Byte Count: 1
» BIE O : 0
b Bit1:1
b BIL2:1
» Bt 3: 0

172.24.50.91, Dst: 172.24.50.170
502, Dst Port: 17259, Seq: 1, Ack:

06:00:06:04), Dst: Dell @5:d8:ff (10:6!

0:05:d8: ff)

13, Len: 18

TT Bytes on wire (568 Bits), 71 Byfes captured (508 BIES) on Intertace enpdsy, id B
» Ethernet II, Src: RTDSTech_8b:5d (08:50:c2:4f:9D:5d),

Dst: 00:00:00_09:00:04 (00:09:00:00:00:04)

+ Internet Protocol Version 4, Src: 172.24.50.91, Dst: 172.24.50.170
» Transmission Control Protecel, Src Port: 562, Dst Port: 17259, Seq: 11, Ack: 25, Len: 17

+ Modbus/TCP
~ Modbus

Modbus/TCP
Modbus

Frame 2000356: 71 bytes on wire (568 Dits), 71 byies captured (568 Dits) on interface enpssd, id O
Ethernet II, Src: 00:00:00_00:00:04 (00:00:00:0
Internet Protocol Version 4, Src: 172.24.50.81, Dst: 172,24.50.178

Transmission Control Protocol, Src Port: 562, Dst Port: 17259, Seq: 11, Ack:

0:00:84), Dst: Dell ©5:d8:Ff (16:65:30:05:d8:Ff)

25, Len: 17

800 9109 = Function Code:
[Request Frame: 7273663]

Read Input Registers (4)

.08 8100 = Function Code: Read Input Registers (4)

[Time from request:
Byte Count: &

0.000354602 seconds]

Request Frame: 2899351
067446524 seconds]

[Time from request:
Byte Count: 8

» Register 8 (UINT16): 429 .
+ Register 1 (UINTi6): 7855 X ;zgjzt:; H Eﬂ}mig% e
+ Register 2 (UINT16): 10000 e ter 5 tUINT1e): 1ame0
» Register 3 (UINT16): 1000 » Register 2 ( 3
» Register 3 (UINT16): 1608
T Frame 7274587: 71 bytes on wire (566 bifs), 71 bytes capiured (568 bits) on interface enpdso, 1d O Trame 2100274 71 Dytes on wire (568 Dits), 71 byles captured (568 Dils) on intertace enpsse, 10 ©

» Ethernet IT, Src: RTDSTech _Ob:5d (00:50:c2:4f:9b:5d), Dst: 00:00:00_00:60:04 (00:00:00:00:00:04)
» Internet Protocol Version 4, Src: 172.24.56.91, Dst: 172.24.50.170
» Transmission Contrel Protocel, Src Port: 502, Dst Port: 17259, Seq: 28, Ack: 37, Len: 17

+ Modbus/TCP
~ Modbus

.000 0011 = Function Code:

Request Frame: 7274583

[Time from request:
Byte Count: &

» Register © (UINT16):
» Register 1 (UINT16):
+ Register 2 (UINT16):
» Register 3 (UINT16):

0.080373893 seconds]

Read Holding Registers (3)

Ethernet II, Src: 08:00:

00_00:00:04 (00:00:00:00:00:84), DSt:
Internet Protecol Version 4, Src:

172.24.50.91, Dst: 172.24.50.170

Transmission Control Protocol, Src Port: 502, Dst Port: 17259, Seq: 28, Ack: 37, Len: 17

Modbus/TCP
Modbus
060 8011
Request

Function Code: Read Holding Registers (3)
2160269

an
[Tine from request: 0.086994383 seconds]

Byte Count:
+ Register 0 (UINT16): 4
» Register 1 (UINT16): 6

» Register 2 (UINT16): 12600

» Register 3 (UINT16): 98

Dell _B5:08:TT (10:65:30:05:08:7T)

IRTDS
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USING NS-3 TO MODIFY IEC104 PACKETS

Here, we use NS-3 to modify the IEC104 packets that goes through the NS-3virtual network.
These modification are done using ARP spoofing attacks. The instructions forrunning the NS-
3 simulations are similar to that of DNP3. Therefore, we will not explain it here. The only
difference is in the entries added in /etc/ns3/ns3.conf. Which we will explain in the

subsequent subsections.

7.1. Example scenario: IEC104_Communication
LoadBUS
10 L 10
GTNETX2 IEC104 Tutorial e A
STNET:Z IECT04 v3 Companent -
[_rtds_GTMET_IEC104_w3.def) H s = 138 bV H
Ph = 0.0 deg "
Dymamic Load
R-L
RLDload1
1\Pset J__Qse/t.]\
@ @
Pzet Qset
GTNET-IEC104 Outstation

GTNET-IEC104
IEC 80870-5-104
Dutstation
Plarne: IECTOY

GTIO Fiber Port 1
GTMET=Z

Databasze File (zml):
pointsMap_IEC104

Right-click to Edit
S

The above case can be found in the Tutorials tab in RSCAD FX 2.0 at the followinglocation:
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= File X |5 compi x [[F71i x |57 Runti x [EdRac
f8 S [a [ 6 ][R>

» User Directory

v Tutonal Cases
Name

» [ 01 Introductory Course
» [] 02 Power Electronics
¥ [] 03 Protection and Automation

» []01 Relay Modeling

» []02 SIR Seript

» [ 03 Transformer Differential Relay

» [ 04 Directional Overcirrent Relay

» [] 05 Quadrilateral Relay

¥ [] 06 GTNET Applications
7101 Sampled Values
[ 02 GOOSE
£7] 03 Relay Interfacing with IEC 61850
£ 04 MMS
E7] 05 Synchrophasors
[ 06 scaDa
» [7] 06a GTNET_DMP
¥ [7] 06b GTNET_104
IS IEC104_Communication, pdf
By |EC104_Communication.rifx
B [EC104_Communication.sib
D pointsMap_IECT04.xml

» [7] 06c GTNET_MODBUS
» []07 GTMNET-SKT

» [] 04 Data Conversion Programs
» [7] 05 CBuilder

3
>
3
3

L

4
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7.2. Stating the new values to be assigned for IEC104

The modifications to the IEC104 data are included in a file “ns3.conf”. This file should be
located in /etc/ns3 in the Linux machine. The format of the textare given below

protocol iecl04

<TypeID> <ASDU No> <IOA> <value>

Here the file parserusesthe string “protocol iec104” to identify thatthe data followingthat

line are for IEC104 packet modification. The next lines contain information on what to
modify.

TypelD - The Function code of the IEC104 message of interest

ASDU No- This is the common address and it is association with all objects within the ASDU
IOA-This is the Information object address. It identifies a particular data with in a station

Value - Is the new parameter value to be assigned

An exampleisshown below:

protocol iecle4

1 3 1000 1

|EC 60870-3-104 Editor, version:1.00-b29 2022-12-01 12:25:23 - O X

Set Type | Type: 20 i 10 ions. Close database to change type!

13 3 6000 200.53

45 3 4000 ©

1000 BRK1_ctl

- 0x03 - Breaker control signal status

50 3 8 ee 123 . 56 - 0x03 _ Disconnect switch 1 control signal status

1001 D51

|EC 60870-5-104 Editor, version:1.00-b23 2022-12-01 12:25:23 - [m] X

et Type | Type: 2.0 maximum 10 ions. Close database to change type!

Analog Status
6000  Irms_pri 0.05 _ 05 Primary current (kA RMS)

6001  Vims_pri 1.0 Er 0x5 Primary voltage {kV RMS)
|EC 60870-5-104 Editor, version:1.00-b29 2022-12-01 12:25:23 — O x
et Type | Type: 2.0 maxi 10 ions. Clase database to change type!
Binary Contral
o [10a M| variable Name Default State | Group Mask] Select Required Temefies
4000 2024  Ctimode - - 0x03 _ Dynamic Load Control mode switch
IEC 60870-5-104 Editor, version:1.00-b20 2022-12-01 12:25:23 - m] X
_ =il be=24 : © . lose datab 10 chenge typet

Analog Control

8000 6500  Pset_104 10.0 0x5 _ Dynamic Load Active Power set-point (MW)

_ Dynamic Load Reactive Power set-point (MVar)

8002 6502  Sset 104 12.0 0x5 _ Dynamic Load Apparent Power set-point (MVA)

8001 6501 Qset_104 10 0x5
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Afterrunning the simulation, the following

can be observedin the runtime.

() Untitled % | (2 PMU_Communication X | (=) Modbus_Communication % | [ IEC104_Communication® X
Runtime®

Era| e

0 0

| |

Binary Status

Subsystem #1|CTLs]Vars. =

DI BRK1_ctl [ DS1 0 DS2

T T T T T 1
0 oo QoGS 01 Qi3I 0iseSsT 02

CEmen ]
0.0000 ...

Analog Status

= .‘
1380 ||0.0000..
KA kv MW Mvar
0=P/Q Control
1=S8/PF Control
Analog Control
[ | I I |
10.00 B ooo 12.00 09800
Mvar

ffo: sooL
Double Poinc: ON, blocked: falss, substitucted.
lalse, invalid: false

Binary Control

Double Point Cor 7=

M protection and Automation Suite v0.20221109 - o X

50870.5104 Master
ﬁ% [orossstps [~] | [ san | Remote P Address:Remote Port Common Address:

Comecton Satos: TOBINBENENNN 101033367 | 24085 3] | commere
NEw
Nebwork Intmfaces F—
Logger Details Remote Details
[roa: E
Stat
sinsia aine, s on: crue, biocked: faise, catee, o, | = ]
lle, imvalid: faise [ Outstation [

= & - ¢ I single-point
7o, e o See Basked: Silse, sbssamiceds Saise s pai ey

) R 0l P e et e,

1041001 Single Point, is on:true, blocked: false, substituted: false,
D 1041002 Single Poin,is o: e, blocked alse, subsfiuted: faise,

M_DB_NA_1,COT:INTERROGATED_BY_STATION
ac nformation vishoy Time vag

[ M_ps_na_1
- ] Double-point
¢ CMeasured Value
[ M_ME_NA_1
[ M_ME_NB_1
¢ CIM_ME_NC_1
(= 1046000 Short floatvalue: 200.53
,—f"td 1046001 Shortfloatvalue: 13 546612
o 1045002 Shortfloat value: 1.7139412E-7
& 31046003 Shortfloat value: 6.312482E-7

false, not topical

salse, mor copical

[roa: soo2
Double Poinc: ON, blocked: falss, substitucted.
la1se, invalia: false

roa: ss12

Double Poine: OFF, blecked: false, substitused:

false, not ctopical

false, nov topieal:

false, invalid: false
o S e ) con nimezocaten o sty

aving point mumber

PETIon, casc. faise, negari| | & 3106500 Shortfloatvalue: 10.0

& 91046501 Short float value: 1.0

= o [£]10A:6502 Shortfloatvalue: 12.0

Short float value 53 [} © [ 1046503 Shortfloat value: 0.98
jouality, overflow e, blocked: false, substituted: false, mot t [ M_ME_ND_1 m

lepicsl: false, imvalid: fals
[roa: eooL

lShort float value: 13.546612

louslity, owerflow: false, blocked: false, substituted: false, mot €

o= [ Integrated Totals
[") Protection Equipment
i

<1

101033387 x

[ERROR: Zrror creating ModbusMaster TCD Chamnel: java met SocketTimeoutException: Comnect timed out 5
ls: “+ Zstablishing commection te =- 10.103.33.37:2404 =
[STATUS: successfully connected 10.103.33.87:2408 v 2023-04-25 02:00:45.305527

[ERROR: Raceived conmection closed sigmal: 10.103.33.37:2404 at 2023-04-25 02:05:47.343742 Reason: The maximum time That mo Cest frame con|
irmavion was received (vl) has been exceeded. Tl = 15000ms

Now if we compare the wireshark captureson the server side and client side of these responses you would
see that the packets have been modified. If you observe the destination Ethernet address of the responses
at server side you will see thatit is not the same as the clients. However in this scenario as all the nodes

arein the same network it should be the same asthe

clients. That happens because of ARP spoofing and

the Attacker node getsand sends the data running a Man-In-The-Middle attack. Itis also the case atthe

Client side.

Server Side

Client side

» Frame 428: 82 byfes on wire (656 bifs), 82 bytes captured (656 bits) on interface enp4s@, id

» Ethernet II, Src: RTDSTech @b:S5d (0@:50:c2:4f:9b:5d), Dst: 00:@ ) 00:00:04 (00:00:00:00:00:8
» Internet Protocol Versien 4, Src: 172.24.50.91, Dst: 172.24.50.170

} Transmission Control Protocol, Src Port: 2404, Dst Port: 31421, Seq: 17, Ack: 17, Len: 28

»

IEC 60870-5-184: -> I (33,5)
IEC 60870-5-181/1684 ASDU: ASDU=3 M_SP_NA_1 Inrogen IOA[4]=10808,
Typem MSP NA L (1)
.. = 50: False
= NumIx: 4
CauseTx: Inrogen (2€)
Negative: False

*single-point information®

= Test: False
0A:
Addr: 3
~ I0A: 1060
b SIQ: 0x00
» IOA: 1001
» IOA: 1002
» IOA: 2024

Frame 1115: 82 bytes on wire (656 bits), 87 bytes captured (B56 bits) on interface enpss®, id @

Ethernet II, Src: 90:00:00_00:00:04 (00:00:00:00:00:04), Dst: Dell @5:d8:ff (10:65:30:05:d8:ff)

Internet Protecol Version 4, Src: 172.24.50.91, Dst: 172.24.50.170

Transmission Control Protocol, Src Port: 2404, Dst Port: 31421, Seq: 23, Ack: 23, Len:

IEC 60876-5-184: -> I (33,5)

IEC 60878-5-181/164 ASDU: ASDU=3 M_SP_NA_1 Inrogen IOA[4]=1800,...
Typem M_SP_NA_1 (1)

5Q: False

EDBB GIBB = NumIx: 4

Bl 9100 = CauseTx:

28

*single-point information’

Inrogen (20)
. = Negative: False
D‘.. .... = Test: False

0A: ©
Addr: 3
~ I0A: 1000
T0A: 1008
» SIQ: Bxe1
» I0A: 1061
» I0A: 1062
» I0A: 2024

Frame 430 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface enpdse, 1d O

Ethernet II, Src: RTDSTech Bb:5d (60:50:c2:4f:9h:5d), Dst: 60:00:06_00:08:04 (00:06:00:00:00:64)

Internet Protocol Version 4, Src: 172.24.50.91, Dst: 172.24.50.170

Transmission Control Protocol, Src Port: 2404, Dst Port: 31421, Seq: 73, Ack: 17, Len: 76

IEC 60870-5-104: -> I (35,5)

IEC 60870-5-101/104 ASDU: ASDU=3 M_ME_NC_1 Inrogen IOA[E]=6089, ...
TypeId M_ME MCJ (13)

‘measured value, short floating point number

.01 0160 = CauseTx: Inrogen (20)

Trame 1198; 130 bytes on wire (1040 Bits), 130 Dytes captured (1040 Bits) on Interface enpose, 10 0

Ethernet II, Src: 00:00:09_00:00:04 (00:00:00:00:60:04), Dst: Dell 05:d8:Ff (16:65:30:05:d8:Ff)

Internet Protocol Version 4, Src: 173.24.50.91, Dst: 172.24.50.170

Transmission Control Protocol, Src Port: 2484, Dst Port: 31421, Seq: 79, Ack: 23, Len:

IEC 60870-5-104: -> I (35,5)

TEC 60876-5-181/104 ASDU: ASDU=3 M_ME NC 1 Inrogen I0A[8]=6008, ...
3)

7%

P —

‘measured value, short floating point numbe

: Inrogen (28)

0. = Negative: False .

6... = Test: False : False
e Test: False
Addr: 3

~ I0A: EUBB

iR :

) QDS: 0x00 Value: 200,53

» I0A: 68081 » QDS: Ox00

1 s TOA: G001

A modification to Binary control (I0OA 4000) command is done on line 3 of “ns3.conf”. When we try to

-56-
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change the value of CtrIMode from 0 to 1, it does not carryout in the runtime because of this modification.
Therefore, the CtrIMode remains in state O even after the execution of the command.

D FX
File Edit View launch Utiities Buid Draft Runtime Help

DB Res RIE 208 B O] v B|Q&[0w [ @ < » =L«
ntitled % | (=) PMU_Communication X | [ Modbus_Communication X | [ IEC104_Communication” X

WL protection and Automation Sute 1020221108

gle - C_SC_NA_1

@ [ro10333.84 a1 stp | @ |RemotepadsessRemstePor  Common Adress:
Comecton staus: TOP Adive

NEW

Runtime™

Bl

Cormmand

Network Interfaces Remote Device

Logger Details

[Type T0: 103, C_CS_WA I, Clock synchromizavion command
[Cause of transmission: ACTTUATION CON, test: false, negative con: false
loriginator sddress: 0, Common sddress: 3

¢ 3 snotevam:
Fincel. secas secasan Smeson
|INFO: T<--: Single Command state on: true, selected: true, qualifier: 0 ks et
[STaTUS: Waiting for frem Remete: ACTIVATION CON [0} 1041000 Single Poit, is an true, blocked: false, substituted: f

[NEO: R-->: C_SC_NA_L,COT:ACTIVATION CON
[Ty ID: 45, C_SC_NA 1, Single command

|cause of transmission: ACTTVATION CON, test: false, negavive con: false
3

[ 1041001 Single Point, s or tue, blociect false, substited
[ 1041002 Single Point, i or tue, blociect false, substited

Dosz

loriginator address: 0, Common addres

iroa: 4000 )
CBsingie command stave on: tzue, selected: true, qualifier Dympsnat
0.00mNs0: Ti—: Single Command stite on: crus, selected: falss, qualifiss: g & (£ Dousle-point
[STATUS: T<-- Command Complets + ] Measured Value
[rFo: 2-->: C_SC_NA_1,COT-ACTIVATION_CON
[gtvee 1: 45, C_sC_waL DM,ME,NA;
lcouse of ransmizsion: ACTIVATION CON, alze, negscive cqpff false W_ME_NB_1
0.0 i
loxiginator addres=: 0, Common sddress: 3
Send\® e e
- o (1048000 Shor float value: 200,53
. | selected: false, qualifi
Binary Status STURN_THFO_REMOTE command o 1048001 Short float value: 13.545612
SmrmEE =] single-potns Infomauion wigfftine veg CrscTineze ‘o [CJ10A6002 Short floatvalue: 1713041267
] S =% negamive sens f=is © [C]10A'B003 Short floatvalue: 6.312482E-7
Dsra_ D05t D2 < [CJ10A6500 Short floatvalue: 10.0
lSingle Peinc, iz on: false, Blackea Cupscicuced: false, not topizal: false, inval o 1048501 Short float value: 1.0
BRK1ct o [£10A8502 Short float value: 12.0
i > (31048503 Short floatvalue: 0.98
0s1 [ m_ME_ND_1
, cesc: false, megavive con: false | o cimegrateaTotas
Ds2 [} Protection Equipment
. selected: false, gualifier: 0 =« I
T T T 1
o oo oosss o1 ommm 0w 02

02:05:47.343742 Resson: The mawimim time That no test frame confirmation was recei

Analog Status Binary Contris g = “"“‘"‘m,m = m'iZ?:i':Z:Z

] (3404 2t 203500428 0214215701671

[Camen ]
0.0000 . . . y
KV Mvar o 0033333 0088887 o1 0133333 0168687 02

A modification to Analog control (IOA 8000) command is done on line 4 of “ns3.conf”. When we try to set
the value of Pset_104 from 10 to 20, it sets the value to 123.5 in the runtime because of this modification.
The value becomes 123.5 instead of 123.456 due to rounding off.

M protection and Automation Suite v0.20221100 -

File Edit View Launch Utiities Build Draft Runtime Help

O-BEE & s (R-12 OB B O 9 @ QAR 1w

60870-5-104 Master

) ntitled < | ) PMU_Communication > | () Modbus Communication | [ IEC104 Gommun @ [ommmns [v] | [ sop | G |remepassscromiror  comnonaduess | [ Icommand | [so: serpontsnort roan [+ [ s000F [ 201 #urctag
o [ P— B e [ e o]

NEW

Network nterfaces. Remotz Device
Command

STATUS: T<-- Command Compleved by TEC104 SLAVE

[o5fro: T<--50: Sev-point shore floaving point valus — C_SE_NC_1: Shors float valus: 1.0
STATUS: Wascing for from Ramove: ACTIVATION CON

veo: sz, COT :ACTIVATION_CoN

7 ] single-point

C_L, Set point commend, shory floaving point mumbes .
~ cmmon address: 3 [0 M_PS_NA_1
> & 7 Double-peint
lect: false © [] Measured Value
ot ncmmrou x«anmrnon © [ Integrated Totals
Cmeen ]
Cmeer] NE_1, Set peine = rhort floasing point musber [} Protection Equipment
0.0000 Aise of transmission: ACTIVATION TERMINATION, test. falee, megative faee
Originator address: 0, Common address o [ Step Pasiton

zoa - [ Bit String

NC_L: Short float value: 20.0

Fipe 1o 55, 38 4E . e, sogffeicncins 1S E110/20)
. e

negative

Binary Status

Subsystem #1CTLs|Vars

0, selest: false
D BRK1_cl [ DS1 O DS2 “Ton,_ 141umnno}v

NFO: R->: C_SE_NC.L,COT:AC
eeae, rt floaving peint
skn_m—l— ause o cransmission
o

umber
fraxron. ERTION, sest: falee. megavive con: false
mmon addz

alze

T T T 1
o ommm seess o1 Qi3 aness 02

Analog Status

Comen 1
0.0000 ...

T T T T
0 0033333 0065057 01 0133333 0166067 0z

Mvar
/Q Control
SIPF Control
Double Point Control
e e
1235 1.000 12.00 0.9800 1
W Nvar MVA PF o
2=0n
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USING NS-3 TO MODIFY PMU PACKETS

Here, we use NS-3 to modify the Synchro-phasor packets that goes through the NS-3 virtual

network. These modification are done using ARP spoofing attacks. The instructions for
running the NS-3 simulations are similar to that of DNP3. Therefore, we will not explain it
here. The only difference is in the entries added in /etc/ns3/ns3.conf. Which we will
explaininthe subsequentsubsections.

8.1. Example scenario: PMU_Communication

SRCBUS LOADBUS

! 1.0000 /_ 0.0000 06822 /10583

GTNET-PMU o0 L 0 222 18
Tutorial Case CALCULATION BLOCK
T-UNE NAME
A simple 230 kV, B0HZ TUNE
synchrophasor network is simulsted LINE CONSTANTS:
' 23050
CONTROL AND MONITOR
- 1N THIS SUBSYSTEM

Es = 230420377 KV o
Ph = -0.044384 deg 2 s
—— P e | B B
13 13
100 MW Load 50 Mvar Load
TUNE TUNE
ASSIGN
T = CONTROLS
GTNET-PMUS GROWPE 1

£ TO CORE 2

GTNET Card # 1
GTIO Fiber Port 1
YT e ————————— [ Y Sttt Ittty
4
GTSYNC § ' ?
1 H
SYNCHRONIZATION B o | 1
OF SUBSYSTEM #1 b=l LGFLT!
TO EXTERNAL TIME INRUT 005

OPTIONAL NAMED
TIME SIGHALS

L-G FAULT POINT

System Freq: 500 Hz
Algorithm:  AnnexClF]

Rotation: . ABC.
1FPS

GTNET PMU Component GTSYNC Companent
L_reds_GTNET_PMU_va.def) Lrds_GTSYNC.def)

---------------------------------
| Can connect to a PDC with correct configuration
PRAU ID address, Port number and ID code.

The above case can be found in the Tutorials tab in RSCAD FX 2.0 at the followinglocation:
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ToFile X |5 Compi X |[OL X Runti X |EdRac

s [d B0 T LR

* User Directory

¥ Tutornal Cases
Name
» ] 01 Introductory Course
» [] 02 Power Electronics
¥ [] 03 Protection and Automation
[7] 01 Relay Modeling
[7]02 SIR Seript
» [ ] 03 Transformer Differential Relay

¥

L

[7] 04 Directional Overcirrent Relay

[7] 05 Quadrilateral Relay

[] 06 GTMET Applications

7101 Sampled Values

[] 02 GOOSE

[7] 03 Relay Interfacing with IEC 61850

P 04 MMS

¥ [ 05 Synchrophasors

¥ []05a GTNET_PMU

[ f230x50.1h
[ £230x50.to
PMU_Communication.pdf
By PMU_Communication.rifx

L

4

-
-
-
-

B PMU_Communication.sib
» 105k PMU_PDC
» []05c PMU_Test_Utility
| » [065CADA
» []07 GTNET-SKT
» [] 04 Data Conversion Programs
» []05 CBuilder
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8.2. Stating the new values to be assigned for PMU

The modifications to the PMU data are included in a file “ns3.conf”. This file should be
located in /etc/ns3 in the Linux machine. The format of the textare given below

protocol pmu

<Station> <DataType> <Data name> <value>

Here the file parser uses the string “protocol pmu” to identify that the data following that
line are for PMU packet modification. The next lines contain information on what to modify.

Station - The name of the station

DataType - This states if the data are Phasors (DataType=0), Analog values (DataType=1),
Digital values (DataType=2)

Data name - This is the name of the data appearing in the Configuration frame 2. Here the
spaces are replaced with underscores.

Value - Is the new parameter value to be assigned. In the case of Phasors it will be a pair of
values. You should know if the data are transmitted using Cartesian or polar format and put
the valuesaccordingly. The angles should be specifiedinradians not degrees.

An exampleisshown below:

Component Parameters for _rtds GTNET_PMU_vd.def a
ds_GTNET_PMU_v4.def
LOADBUS 0 PHASOR_CH_Z:VQ\ 112953.62 -1.57 LA
CONFIGURATION Name Description Value Unit Min Max
[ 2Glier The Type of Window used for M Class FIR
=
PMU1 CONFIG p2STN Station Name PLOADBUS
PMUZ CONFIG p2IDC Hardware ID Code 2 1 65534
PMU1-8 CALIBRATION p2TCP Output TCP/IP or UDP Local Port 4722 1 65535
p2CFG Configuration Change Count (] 0 32767
. . PMU1-8 AC SOURCE
Configuration frame 2 pSs Reporiog Fate lramestae) 600 He 2
Resolutfion of fractional second time stamp: 1880800 PMUI-8 ANALOG/DIGITAL SOURCE | oy Reporting Rate (frames/sec] 50.0 Hz
Number pf PMU blocks included in the frame: 1 AUTO-NAMING SETTINGS :
« Station #1: "LOADBUS " p2decimate  Decimate PMU runtime output YES
PMU/PDC ID number: 2 p2PHSout  Number of Phasors &
» Datajformat in data frame p2lorfp Phasor Number Format REAL
Numbpr of phasors: 8
Numbfr of analog values: 2 p20UTF Phasor Qutput Format Cn & phi
Numb:r of digital status words: 1
- Phaspr names (8)
Phasor name #1: "PHASOR CH 1:vA " 28LEV U2 E i 672
pi ; "PHASOR CH 2:VB " P2ELEV PMU2 Elevation in meters, WGS84 datum a 4294967296

Phasor name #3:
Phasor name #4:
Phasor name #5:
Phasor name #6:
Phasor name #7:
Phasor name #8:
- Analog wvalues (2)
Analog wvalue #1: "ANALOG CH @
Analog value #2: "ANALOG CH 1
-~ Digital status labels (16)
Digital status label #i:
Digital status label #2:
Digital status label #3:
Digital status label #4:
Digital status label #5:

"PHASOR CH 3:VC
"PHASOR CH 4:IA
"PHASOR CH 5:IB
"PHASOR CH 6:IC
"PHASOR CH 7:v1
"PHASOR CH 8:I1

"

"DIGITAL CH @
"DIGITAL CH 1
"DIGITAL CH 2
"DIGITAL CH 3
"DIGITAL CH 4

p2ePHS1
pePHs2
p2ePHs3

p2ePHs4

Phasor 1 PMU Output
Phasor 2 PMU Output
Phasor 3 PMU Qutput

Phasor 4 PMU Output

VA

Ve

Ve

IRTDS
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LOADBUS 1 ANALOG CH 0 109.0
LOADBUS 2 DIGITAL CH © ©

N

B Component Parameters for _rtds_GTMET_PMU_v4.def [m]
rtds_GTNET_PMU_v4.def
URATION Name Description Value Unit  Min Max
plAI1  PMU1 Analog Input 1 Signal Name Pse

PMU1 CONFIG

PMU1_Analog Input 2 Signal Name Qse
PMUZ CONFIG MU1_Analog Input 3 Signal Name
plald  PMU1_An; Input 4 Signal Name
piDI1 PMU1_Digital Input 131 BRK1sts

PMU1-8 AC SOURCE

PMU2 Analog Input 1 Signal Name:

PMU1-8 ANALOG/DIGITAL SOURCE N
Analog Input 2 Signal Name

AUTO-NAMING SETTINGS p2AI3  PMU2_Analog¥mgut 3 Signal Name
p2Al4  PMUZ_Analog Input 4 Sig
p2DI1 PMUZ_Digital Input 1 Signal Name 2™ BRK2sts
p3AIT  PMU3 Analog Input 1 Signal Name
p3Al2  PMU3_Analog Input 2 Signal Name

Here we use the software called PMU connection testerto monitorthe phasor data. Afterrunning
the simulation, the following can be observedin the runtime and the PMU connection tester.

Fault Faut
. Load € PMU Connection Tester — o b3
0 File  Hel
] p
— |4 Connection Parameters
Top | Udp |Seral| File  OefatSptenipSuck 136 [ Bratocol|
IEEE C37.118-2005 Discennect
Hoat P: | 10102 41111 | [] Estlan TepServer | -~ 5 T
LOADBUS : Voltage (LN) 2 Svice = .
R [ Command
% Network Interface Disable Reattime Data | | Send
S— - Configured frame rate: 30 frames/second
LOADBUS v
Phasor(seesies s referense angie) &,
V. PHASOR CH 2.VB V| g
sors: § Nomingl=8"
2
Analogs: 2 Y3 | 180
@ 3 oo
150 8 Digitsls: 1 ;
Power: -32.1361 MW o0 [ PrsoRa
Vars: -16.1044 MVars -180
|4 Graph [ 5 Settings | 2] Messages | 4] Protocol Specific
— | 4 Real-time Frame Detail
Frame Type: DatsFrame AA 01 0D 64 00 02 4D 25 25 43 00 OE 3D D5 00 00 47 FE A7
. FA BF CD 69 10 47 DC SC CF BF C8 F5 C3 47 FE A7 F1 3E FA
Time: 2011-01-0602:30:32933 gy Ac 43 B89 DB 4E 3F 89 40 2D 43 89 DB 38 BF 82 D5 04 43
Frequency: 60.0000 Hz 89 D8 37 CO 47 75 07 47 FE A7 E8 BF CD 69 06 43 89 D8 3F
o sngle -8355376aa0a225  3F 89 4D 2D 42 70 00 00 BY 26 8E 64 C2 83 9E B8 42 41 40
Vector T: 1308554 266° ca 09 CD 73 E4
Vector 2 1308454148 Wagnitude: 112.9536 (195.6414) KV
Vector 3t 1308554261 Display: [Hexadecimal =
fal ;
[= Total frames: 8518 Frames/sec: 29.3969 Totsl bytes: 852314 Bit rate (mbps): 0.0229 Queved buffers: 0
—

T

o i Jopral [iL

Now if we compare the wireshark captures on the server side and client side of these responses
you would see that the packets have been modified. If you observe the destination Ethernet
address of the responses at serverside you will see that it is not the same as the clients. However,

IRTDS
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in thisscenario as all the nodes are in the same network it should be the same as the clients. That
happens because of ARP spoofing and the Attacker node gets and sends the data running a Man-In-The-

Middle attack. Itis also the case at the Client side.

Server Side

Client side

O
» Ethernet II, Src: RTDSTech_0b:5d (00:50:c2:4f:9b:5d), Dst: 00:00:00_00:00:04 (00:00:00:00:00:04)
» Internet Protocol Version 4, Src: 172.24.50.91, Dst: 172.24.50.170
» Transmission Control Protocol, Src Port: 4722, Dst Port: 34324, Seq: 515, Ack: 55, Len: 180
+ Synchronizatlon word: 8xaael
Framesize: 160
PMU/PDC ID number: 2
SO0C time stamp: Mar 17, 2023 16:13:11.000000000 UTC
» Time quality flags
Fraction of second (raw): 833333
= Measurement data, using frame number 551744 as configuration frame
~ Station: "LOADBUS "
» Flags
~ Phasors (8B)

Phasor #1: "PHASOR CH 1:VA ", 130383.

Phasor # 2:VB ", 130383.

Phasor # 3:¥C ", 130383.

Phasor 4:14 ", 275.

Phasor 5:18 ", 275,

Phasor g:IC ", 275.

Phasor 7:viov, 130383, _

Phasor #8: "PHASOR CH 8:T1 ", 275.60A7_ 61.44°

Actual frequency value: 66Hz
Rate of change of frequency: -0.000159097Hz/s
~ Analog values (2)
Analog value #1: "ANALOG CH @ ", 96.431
Analog value #2: "ANALOG CH 1 ", 48.313
~ Digital status words (1
Digital status word #1: 6x0001

Frame 551752: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits) on interface enp4s@, id @

TEEE C37.118 Synchrophasor Protocol, Data Frame [correct)

Frame 430447; 154 Dyfes on wire (1232 bits), 154 Dytes captured (1232 Dits) on interface enpbsd, 10 ©
Ethernet II, Src: ©0:00:00_00:00:04 (00:00:00:00:00:04), Dst: Dell ©5:d8:Tf (10:65:30:05:d8:TT)
Internet Protocol Versien 4, Src: 172.24.50.91, Dst: 172.24.50.17@
Transmission Control Protocol, Src Port: 4722, Dst Port: 34740, Seq: 966515, Ack: 55, Len: 160
TEEE C37.118 Synchrophasor Protocol, Data Frame [correct]
» Synchronization word: @xaa®1
Framesize: 100
PMU/PDC ID number: 2
S0C time stamp: Mar 17, 2023 16:28:41.000000000 UTC
» Time guality flags
Fraction of second (raw): 766667
~ Measurement data, using frame number 488068 as configuration frame
~ Station: "LOADBUS "
» Flags
- Phasors (8)
Phasor #1: "PHASOR

PR——

" 130383.90V/_ -91.95°

Phasor #2: "PHASOR ", 112953.62V/_ -89.95°
Phasor ", 139383.59V/_ 28.85°
Phasor 275.69A/_ 61.44°
Phasor # 275.60A/_ -58.56°
Phasor # 275.60A/_-178.56°
I Phasor #7: ", 139383.81V/_ -91.05°
Phasor #8: "PHASOR 275.60A/_ 61.44°

Actual frequency value: 6OHz
Rate of change of frequency: 6.92098e-05Hz/s
- Analog values (2)
Analog value #1: "ANALOG CH @ ", 1606.000
Analog value #2: "ANALOG CH 1 ", 48.313
~ Digital status words (1)
Digital status word #1: @x0009
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USING NS-3 TO MODIFY GOOSE Frames

Here, we use NS-3 to modify the GOOSE frames that arrives at the tap device of NS-3 virtual
network. These modification are done by sending a malicious GOOSE frame. This GOOSE
frame will increment the stNum field of the GOOSE frame and reset the sgNum field as

shown inthe figure below:

RTDS Processing

Simulator Delay
(2000us)

Attacker
Node in
NS-3

The instructions forrunning the NS-3 simulations are similarto that of DNP3 giveninsection
5.1. Therefore, we will not explain it here. The only difference is in the entries added in

/etc/ns3/ns3.conf. Which we will explaininthe subsequentsubsections.
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9.1. Example scenario: GOOSE_Communication

GTNET-GSE-v7
Tutorial Case

A simgle 13.8 KV, 80Hz. & MW
feeder is simulsted.

GTNET-GSE
Mame:  ETNETY
GTIO Fiber Port# -1

GTNET:RZ

IEC 61850 GOOSE

MMS SERVER

o O

Es = 14118087 kv
Ph = 2751444 deg

Protection IED

BUS3
08755 /_ 57348
M_ME Mg

Busz
1.0050 1 0.0000
)
12.8 KV Fesder
risC
End #1 End £
i B
SECTION
*CER1
Name = I3NT

Feeder Circuit Breaker

+ L

GTNET-GSE
Name  GTNETZ
GTIO Fiber Port# -2

GTNET:2

IEC 61850 GOOSE

MMS SERVER

s O

reaker IED

5.0 MW Load

Dynamic Lozd
RL
Feeder B1

Breaker [ED

The above case can be found in the Tutorials tab in RSCAD FX 2.0 at the followinglocation:
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[+] Scratch X | T & File Manager X | Compile Messages X | @ Library X
8 (a P 6 - [

» User Directory

» Tutorial Cases

¥ Example Cases

Name a
» [] 07 Protection and Automation

» []08 Benchmark Systems

» []09 Machines and Drives

» [ 10 Transformers

¥ [] 11 Cybersecurity

» [] GTNET_DNP
¥ [ GTMET_GSE

[ __GTNET1.cid
[ _GTNET2.cid
[ GDOSE_Communication_r218
D GOOSE_Communication.bat
B GOOSE_Communication.dfx
D GOOSE_Communication.dtp
[ GDOSE_Communication.idf
D GOOSE_Communication.inf
[ GOOSE_Communication.inf2
D GOOSE_Communication.log
D GOOSE_Communicaticn.map
G0O5E_Cemmunication.pdf
B GOOSE_Communication.sib
[ GSE_TRIP.iaf
[ GSE_TRIP.ipf
[ GTMET1_0.map
[ GTNET1.cid
[ GTNET1lag
[] GTNET2_1.map
[] GTNET2.cid
[ GTNET2og

|__°| trace.log

IRTDS

ITechnologies



Cyber-security Simulation using NS-3

9.2. Stating the new values to be assigned for GOOSE

The modifications to the GOOSE data are included in a file “ns3.conf”. This file should be
located in /etc/ns3 in the Linux machine. The format of the textare given below
protocol goose

<GocbRef> <DataSet> <DataIndex> <value>

Here the file parser uses the string “protocol goose” to identify thatthe data followingthat
line are for GOOSE frame modification. The next lines contain information on what to
modify.

GocbRef - The name of the goose control block
DataSet - The name of the data set

Datalndex - The index of the data withinthat data set
Value- Is the new parameter value to be assigned.

An exampleisshown below:

protocol goose

BRK_IEDNewDevice/LLNO$GO$BRK_IED BRK_IEDNewDevice/LLNO$Goose dataset2 © 0640 \
BRK_TIEDNewDevice/LLNO$GO$BRK_TIED BRK_IEDNewDevice/LLNO$Goose_dataset2 1 030318 \
BRK_IEDNewDevice/LLNO$GO$BRK_IED BRK_IEDNewDevice/LLN@$Goose dataset2 2 127 \
BRK_IEDNewDevice/LLNO$GO$BRK_IED BRK_IEDNewDevice/LLNO$Goose dataset2 3 1.569

Here we  are interested in the goose frames  with  the gocdRef,
BRK_IEDNewDevice/LLNO$GO$BRK IED and the dataset
BRK_IEDNewDevice/LLN@$Goose dataset2. These data frames are created by the case that we
are running. Each of these data frames that we create in the GTNET card for the case mentioned
above, will have 4 data fields. The first two are bit-string followed by an integer and a floating
point value. The values for the bit strings consists of two parts and it is written as a hexadecimal.
The first byte gives the number of padding bits at the end of the bitstring. The second byte gives
the value. For an example if we take the first value 0640, 06 isthe number of padding bits and 40
is the value. If we write 0x4@ in binary we get: bo100eee. The last 6 bits are padding bits.
Therefore, the valuesisboi. This value is the status of a breaker, bo1 means the breakeris OPEN.
Therefore, the subscriber will always see the breaker as OPEN immaterial of the actual state of
the breaker. The secondfieldinthe goose frame of interestis the quality bitvalue of the breaker
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status. It is also of bit-string type. We are modifying the values of it to beeeoeo1100011. In the
third line we are modifying the integer value of 127. Finally we are modifying the floating point

valueto 1.569.

Now lets see this modificationsin action. Run the simulation file rtds-Tap-ICS-Mod-One_Net

in

NS-3 usingthe instructions providedinsection 5.1. Then start the RSCAD simulation. After running
the simulation, the following can be observed in the runtime. If you stop the NS-3 simulation at
any point you will see that the actual value that matches the values at the BREAKER IED is shown
at the TRIP IED.

Plciigl Runtime™

L TomCRTg

wgﬂﬁﬂﬂﬂﬂﬂ.

0x1GF / 415

Subsystem #1|GTNET|GTNETZ

T PROTIED.Trip

PROTIED_Trip

CB Controls Controls for
Open / Close CB Status
1387 kY 1346 kY Quality
ScE
[
0 o /
L — 1
I
1387V, [ET 5.000 ... 1.000 ...
‘# Subsystem #1/GTNETIGTNET =
[
[Ee=a] Oois
[ ] |
a /r 2 s0sE3
Trip Signal
o Subscribed s
CB Status =——» 4 805553 Subscribed
01- OPEN Trip Signal
10 - CLOSED ¥ ‘ y T T v
o 3 a ats az azs
>
, L
" ]
L1 0 celswa
[ g K -
EEEEEEEEEEE - Breaker
® IED
s
Subscribed 2
CB Status s
Quality
Protection
uni
127

Now lets study the wireshark capture takenat any interface connected to the network the GTNET card is

connected. One observation you can make is that there is a duplicate frame created for each Ethernet

multicast frame the Breaker IED sends. Now lets compare those Ethernet frames.
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Original

Duplicate

¥
b

Trame 338328: 161 bytes on wire (1288 bits), 101 bytes captured (1288 bits) on Interface enprs0, 1d O
Ethernet II, Src: RTDSTech @d:cd (00:56:c2:4f:9d:cd), Dst: Iec-Tc57_01:00:13 (01:@c:cd:01:00:13
802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: @
AL . Priority: Network Control (7
. e DEI: Ineligible
. 6806 0GP0 BE0O = ID: @
Type: IEC 61850/GOOSE (©x88b8)
GOOSE
APPID: 0x0003 (3)
Length: 143
Reserved 1: 0x0060 ()
Reserved 2: 0x0060 ()
~ goosePdu
gocbRef: BRK_IEDNewDevice/LLNOSGOSBRK_IED
timeAlloviedtolive: 4000
datSet: BRK_IEDNewDevice/LLNOSG0ose _dataset2
goID: rtds
t: Dec 26, 2004 11:43:52.073160543 UTC
sthum: 102
sqhum: 343
test: False
confRev: 1
ndsCom: False
numDatSetEntries: 4
- allData: 4 items
- Data: bit-string (4)
Padding: &
bit-string: 80
~ Data: bit-string (4)

- Data: floating-point (7)
floating-point: 83f68f5c3

v
»

Trame 3383207 161 bytes on wire (1288 Dits), 161 DyTes captured (1288 Bits) on Interface enprsd, 10 ©
Ethernet II, Src: RTDSTech @d:cd (08:50:c2:47:9d:cd), Dst: Tec-Tc57 01:00:13 (@1:0c:cd:01:00:13;
802.1Q Virtual LAN, PRI: 7, DEI: 8, ID: ©

111 Priority: Network Control (7)

. DEI: Ineligible
: 6

Type: IEC 61850/G00SE (9x8808)
GOOSE
APPID: 0x0003 (3)
Length: 143
Reserved 1: @x0009 (0)
Reserved 2: 0x0009 (8)
~ goosePdu
gocbRef: BRK_IEDNewDevice/LLN@SGOSBRK_IED
timeAllowedtolive: 4000
datSet: BRK_IEDNewDevice/LLNOSGOOSe_dataset2
goID: rtds
t: Mar 21, 2023 14:51:13.000140011 UTC
Sthum: 107
sqium: 343
test: False
confRev: 1
ndsCom: False
numDatSetEntries: 4
~ allData: 4 items
~ Data: bit-string (4)
Padding: 6
bit-string: 40
- Data: bit-string (4)
Padding: 3
bit-string: 0318
- Data: integer (5)
integer: 127
- Data: Tloating-point (7)
floating-point: @83fcBdafe

In additional to the changesin the data fields, you will see that the stNum field of the duplicate message is
higher than that of the Original. This higher stNum ensures that this false goose frame gets accepted by

the subscriber. Furthermore, we have modified the time field in the duplicate message to have the current
time.
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USING NS-3 TO MODIFY Sampled value Frames

Here, we use NS-3 to modify the Sampled Value framesthat arrives at the tap device of NS-

3 virtual network. These modification are done by sending a malicious SV frame. This SV
frame willincrementthe smpCnt field of the SV frame field as shown in the figure below:

Processing

Simulator Delay
(2000ps)

Attacker
Node in
NS-3

The instructions forrunningthe NS-3 simulations are similarto that of DNP3 giveninsection
5.1. Therefore, we will not explainit here. The only difference is in the entries added in
/etc/ns3/ns3.conf. Which we will explaininthe subsequentsubsections.

WRTDS 6
Technologies



Cyber-security Simulation using NS-3

10.1. Example scenario: SV_Communication

BUS3
0.9935 /_-7.4046
M7 ]

BUS1 TUNE
1 UUNU10 ’Z UMURUUU CALCULATION BLOCK

T-LINE NAME:
LINET

LINE CONSTANTS:
BUS2
src 1.0000 /_ 0.0000 f230x100
N4

LY CONTROL AND MONITOR
i IN THIS SUBSYSTEM
1
Es = 235.821402 KV 0 o

Ph = 10.162028 deg

! H
! i
- ! i i Dynamic Load
— ' ' |
13 13 ' L '
= Feeder_B1
XCBR1 ! H e
| Ag By Cg L
Line circuit breaker LINE1 230 kV feeder  LINE1 [ 180.0 MW Load =
L-G FAULT POINT
MUO1 ox SublED Oox
1 [ GTNET Card # 1 ]
IBRKA1 GTIC Fiber Port 2
GTMETSV2
GTNET Card #
GTIO Fiber Port 1 IBRKB1 i~ Multicast Addrass
GTNETSVA 01:0C:CD: 04:01:A1
IBRKC1 80 sic, 1 ASDU
RTDS_LPIT samples foyle
Multicast Address Spstem Freq
01:0C:CD: 04:01:A1 B0Hz
80s/c, 1 ASDU
samples / cycle N4
System Freq
60 Hz NS Vi
IEC 61869-9
B N6
Lﬁ”ﬁ‘ag Sim Flag C‘
0 LPIT_simFlag

The above case can be found in the Tutorials tab in RSCAD FX 2.0 at the followinglocation:
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[ 5] Scratch X | ™ & File Manager X | Compile Messages * | [ Library x

8 A e I

» User Directory

¥ Tutorial Cases
Name
» [ 01 Introductory Course
» 102 Power Electronics
¥ [7] 03 Protection and Automation
» 7101 Relay Modeling
» [7]02 SIR Script
» [] 02 Transformer Differential Relay
» [7] 04 Directional Overcirrent Relay
» [7] 05 Quadrilateral Relay
¥ [7] 06 GTNET Applications
¥ [7]01 Sampled Values
¥ []01a GTNET SV
[ 230 100.i
[ f230x100.t0
B SV_Communication.dfx
SV_Communication.pdf

B SV_Communication.sib

The runtime without the attack should look similarto the image below:

LI Runtime

Protection IED
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from subscribed SV data
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The modifications to the Sampled Values data are included in a file “ns3.conf”. This file
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should be located in /etc/ns3 in the Linux machine. The format of the textare given below

protocol sample_value

<svID> <ASDU number> <DataIndex> <value> <quality>

Here the file parser uses the string “protocol sample_value” to identify that the data
followingthatline are for SV frame modification. The nextlines containinformation on what
to modify.

svID - The Sampled Value ID

ASDU number - The ASDU index inthe frame if there are multiple of them
Datalndex - The index of the data within the ASDU

Value - Is the new parameter value to be assigned.

Quality- The new quality bit value

An exampleisshown below:

protocol sample value
4001 06 © 06 1 \

4001 0 1 0 0\

4001 0 2 0 ©

Here we are interested in the SV frames with the svID, 4001 and the ASDU index ©. These data
frames are created by the case that we are running. Each of these data frames that we create in
the GTNET card for the case mentioned above, will have 8 data fields. In the first line we modify
the first value to 0 and the quality to 1. Inthe nexttwo lines we modify the second and third value
to 0 and the quality to zero.

Now lets see this modificationsin action. Run the simulationfile rtds-Tap-ICS-Mod-One Net in
NS-3 usingtheinstructions providedinsection 5.1. Then start the RSCAD simulation. After running
the simulation, the following can be observed in the runtime. If you stop the NS-3 simulation at
any point you will see that the actual value that matches the values at the LPIT is shown at the
Protection IED. As you can see, although we only modify the first three data values the current
values are also seem changed that is because of the time lag for processing and transmission at
NS-3 nodes. So an old value gets sent sometime later. Furthermore, the modification does not
happen to all the SV frames. This is also because of the processing and transmission delay. For
example the time difference between the frames shown below are 4ms.
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Input and Output signals to/from SV components
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Now lets study the wireshark capture taken at any interface connected to the network the GTNET card is
connected. One observation you can make is that there is a duplicate frame created for each Ethernet
multicast frame the Breaker IED sends. Now lets compare those Ethernet frames.

Original Duplicate

+ Frame 988: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface enp7s@, id @ » Frame 1001: 120 bytes on wire (968 bits), 120 bytes captured (960 bits) on interface enpi/sd, id @
+ Ethernet II, Src: RTDSTech_0b:5d (00:50:c2:4F:9b:5d), Dst: Tec-Tc57_04:01:al (81:0c:cd:04:81:a1) » Ethernet II, Src: RTDSTech @b:5d (8@:50:c2:4f:9b:5d), Dst: Tec-Tc57 84:01:al (81:0c:cd:04:01:al)
» 802.1Q Virtual LAN, PRI: 4, DEI: 0, ID: © » 802.1Q Virtual LAN, PRI: 4, DEI: @, ID: @
~ IEC6185@ Sampled Values ~ IEC61850 Sampled Values
APPID: 0x4001 APPID: 0x4001
Length: 102 Length: 102
Reserved 1: 0xA008 (0) Reserved 1: 0x0000 (0)
Reserved 2: 0x0008 (0) Reserved 2: 0x0000 (0)
~ savPdu
~ savPdu noASDU: 1
noASDU: 1 ~ segASDU: 1 item
- seqASDU: 1 item ~ ASDU
- AsDU svID: 4001
svID: 4801 smpCnt: 11
smpCnt: 1 confRef: 1
confRef: 1 smpSynch: local (1)
smpSynch: local (1) ~ PhsMeasl
~ PhsMeasl

value: 41 : invalid, source: process
50Urce: Process B
quality: Ox0000000®, validity: good, source: process

> Ve validity: good, source: process value:
S 1e7 » quality: OxBEEOBBES, validity: good, source: process
» quality: 0x@0000B00, validity: good, source: process value: @

value: @ quality: OxPe000008, validity: good, source: process

ity: i . . value: 2460
3:3?—"2 0x96000000, valldity: good, source: process quality: BxBOGRPERO, validity: good, source: process

460
e: 2 R . value: -9624
ﬂﬁiﬁyiggiﬁwmem' validity: good, source: process quality: Gx0EPEER, validity: good, Source: process

N B value: 7164

» quality: 8x08000800, validity: good, source: process » quality: Ox@000080, validity: good, source: process
value: 7164 value: @

» quality: ©x00000800, validity: good, source: process } quality: OxBOEEEREE, validity: good, Source: process
value: @

quality: ©x@0000000, validity: good, source: process

In additional to the changesin the data fields, you will see that the smpCnt field of the duplicate message
is higher than that of the Original. This higher smpCnt ensures that this false SV frame getsaccepted by the
subscriber. However, it might also cause synchronization problems at the subscriber and it might get non-
responsive.
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CHANGES MADE TO NS-3.29

NS-3.29 is an open source network simulator. Therefore, it does not have builtin support to

run cyber attacks. However, it has all the necessary infrastructure to carryout some network
level cyber attacks such as DoS attacks and MITM attacks. In this section, we discuss the
additionswe includedin NS-3.29.

11.1. Writing an Application to Create a TCP server and Client
Although there are examples in the NS-3.29 on UDP client and server, thereis no example on the
TCP client and server communication. Here, we describe how an application involving TCP Client and
server can be developed. A general guide on how to create new applications can be found in

https://www.nsnam.org/wiki/HOWTO make and use a new application. Inour current

application, we are creating anapplication called MyApp which can accept, process and send TCP
packets. The source code can be found in /examples/rtds-dos-simulation_TCP_BiDir.cc. The three
way hand shake involved in a client sending a packet is handled automatically by the
TcpSocketFactory. The only part we have to worry about is the acceptance of a packet in the server

side. Every application has to implement three functions by default.
1. The Setup function
2. The StartApplication function
3. The StopApplication function

In the Setup function, we initialize the class variables. In the StartApplication function we run all the
functions that are needed for the application to do its job. These functions continue to run until the
function StopApplication is called. These two functions are called by the event scheduler when we
set the start time and the stop time for the application at the caller. In addition to these functions,

we have the following functions for the TCP application to process the packet data.

1. HandleAcceptRequest function

2. HandleAccept function
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3. HandlePeerClose function

4. HandlePeerError function

5. HandleClose function

6. PrintTraffic function

7. pktProcessinglngressNode

8. pktProcessingEgressNode

9. pktProcessingAggregatorNode

10. giveParsingString

11.1.1. HandleAcceptRequest

This function is called when the TCP server gets a SYN request. Usually we do not need to do anything

since the TCP protocol handles it.

11.1.2. HandleAccept

This function is called after the three way hand shake is done and we need to call the function to process
the packet inside this function using callbacks. Furthermore, we can make the server drop the connection

if the number of sessions are above a certainthreshold.

11.1.3. HandlePeerClose

This function is called when the client send the FIN packet to close the socket connection.

11.1.4. HandlePeerError
This function is called when the client is in an error situation. We close the socket at the server at this

situation.

11.1.5. HandleClose

This function is called when the server closes the connection.

11.1.6. PrintTraffic

This is one of the functions that processes the TCP data. This function is used to forwardthe data asit is
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the simulated Aggregator node in the NS-3 simulation or the actual DER IP at the RTDS simulator.

11.1.7. pktProcessinglngressNode
This function processes TCP data at the ingress node. The main requirement of this function is to figure out
the simulated node to forwardthe data. This is achieved by processing the first three integersin the packet
data. Thefirst one is the message type, the send is the index number of the DER or the aggregator the
message wasinitialized, and the third is the index number of the DER or the Aggregator the messageis
destined to. If the Message type is eight, the message carriesthe flexibility information. Then the second
integeris the ID of the DER and the last integeris the ID of the Aggregator. If the message type is 7, the
message carriesthe setPoints. The second integeris the Aggregatorindex and the third is the DER index

the setPoints are destined to.

11.1.8. pktProcessingEgressNode
This function forward the data to the correct GTNET IP the packets are destined. If the message type is 7,
these messages are sent to the correct DER GTNET IP based on the third integer entry in the packet. If the
message type is 8, it is forwarded to the correct Aggregator GTNET IP based on the third integerin the

packet.

11.1.9. pktProcessingAggregatorNode
This function forwards the setPoints to the correct simulated DER based on the second integerin the

packet.

11.1.10. giveParsingString
This function returns a string array of the information presented in each 4 byte block of the data area of

the SKT application based on the message type.

11.2. Writing an Application to Create a TCP SYN flood attack
The source code for this SYN flood attackcanbe found in /src/applications/model/tcp-syn-flood.cc. Here
we provide a brief explanation on how the code works. As explained earlier, in SYN flood attacksthe client
send TCP session initialization messages using fabricated source IPs. As any NS-3 application, this
application has the tree functions that initiate, start and stop the application. The respective functions are:
Setup, StartApplicationand StopApplication. Inthe Setup function, we initialize the NS-3 node the

application is installed, the IP of the victim, the actual IP of the node, the TCP port thatis exploited and the
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time betweentwo consecutive SYN packets. In the StartApplication function, we create the socket and
schedule an event to call the SendSyn function. The SendSyn function is the function that uses the socket
to send the SYN packets. Then we have the StopApplication function which deallocates the socket and
clearthe data.

In the SendSyn function, we generate a bogus source IP and create the TCP header and the IPv4 header

and send the packet to the IP address of the victim.

11.3. Writing an Application to change TCP and UDP packets
on the Wire

These modifications enabled MITM type of attacks. The source code for this application canbe found in
/src/applications/model/attack-app.cc. In the Setup function, we initialize the NS-3 node the application
runs in, the network device, the IPv4 interface, the actual IP address of the node interface, the victims IP
address and the victims MAC address. In the StartApplication function, we use the device receive callback
function to get the packetson the wire. We set the callback to the function
NonPromiscReceiveFromDevice. Then when ever a packet is received in that device this function gets
called. In this stop application function, we stop this application.
Inside the NonPromiscReceiveFromDevice function we call the ReceiveFromDevice function. Here, we

remove the headers and modify the data such that only DER1 has flexibility.

11.4. Modifications made in arp-I3-protocol to enable ARP
spoofing
The source code that implement the ARP protocol is in /src/internet/model/arp-I13-protocol. This code in
ns-3.29 does not accept unsolicited ARP replies. Therefore we modified the code to accept aflag

m_spoofARP which enables the device to reply to any ARP request withits own MAC address.
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