
2022213_image_scan_docker.io_codercom_code-server_latest.pdf

Image Scan Analysis Report.

REPOSITORY / TAG

docker.io/codercom/code-server:latest

IMAGE DIGEST

7b0a8c69178354af139dedbecb1f49768b6b83a12f211787983f342df2fadaaa

TIMESTAMP

Thu, 10 Feb 2022 08:31:45 UTC

Scan Summary

FAILED

17
STOPS

30
WARNS

1028
Vulnerabilities

Rules Breakdown Stop Warns

DefaultPolicy 17 30

vulnerabilities | package 17

files | suid_or_guid_set 19

secret_scans | content_regex_checks 10

dockerfile | instruction 1

Vulnerabilities

Vulnerabilities Critical High Medium Low Negligible Unknown

Operating System 0 28 (6 fixes) 111 (4 fixes) 8 416 36

Non-Operating System 77 (2 fixes) 175 (16 fixes) 167 (13 fixes) 9 (1 fix) 0 1

Operating System

Vulnerability ID Severity Package Type Package Fix

CVE-2022-23219 High dpkg locales None

CVE-2022-23219 High dpkg libc6 None

CVE-2022-23219 High dpkg libc-l10n None

CVE-2022-23219 High dpkg libc-bin None

CVE-2022-23218 High dpkg locales None

CVE-2022-23218 High dpkg libc6 None

CVE-2022-23218 High dpkg libc-l10n None

CVE-2022-23218 High dpkg libc-bin None

CVE-2022-0318 High dpkg xxd None

CVE-2022-0318 High dpkg vim-tiny None

CVE-2022-0318 High dpkg vim-common None

CVE-2021-3973 High dpkg xxd None

CVE-2021-3973 High dpkg vim-tiny None

CVE-2021-3973 High dpkg vim-common None

CVE-2021-33574 High dpkg locales None

CVE-2021-33574 High dpkg libc6 None

CVE-2021-33574 High dpkg libc-l10n None

CVE-2021-33574 High dpkg libc-bin None

CVE-2021-29921 High dpkg python3.9-minimal None
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CVE-2021-29921 High dpkg python3.9 None

CVE-2021-29921 High dpkg libpython3.9-stdlib None

CVE-2021-29921 High dpkg libpython3.9-minimal None

CVE-2022-23990 High dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-23852 High dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-22824 High dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-22823 High dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-22822 High dpkg libexpat1 2.2.10-2+deb11u1

CVE-2021-45960 High dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-0443 Medium dpkg xxd None

CVE-2022-0443 Medium dpkg vim-tiny None

CVE-2022-0443 Medium dpkg vim-common None

CVE-2022-0417 Medium dpkg xxd None

CVE-2022-0417 Medium dpkg vim-tiny None

CVE-2022-0417 Medium dpkg vim-common None

CVE-2022-0413 Medium dpkg xxd None

CVE-2022-0413 Medium dpkg vim-tiny None

CVE-2022-0413 Medium dpkg vim-common None

CVE-2022-0408 Medium dpkg xxd None

CVE-2022-0408 Medium dpkg vim-tiny None

CVE-2022-0408 Medium dpkg vim-common None

CVE-2022-0407 Medium dpkg xxd None

CVE-2022-0407 Medium dpkg vim-tiny None

CVE-2022-0407 Medium dpkg vim-common None

CVE-2022-0393 Medium dpkg xxd None

CVE-2022-0393 Medium dpkg vim-tiny None

CVE-2022-0393 Medium dpkg vim-common None

CVE-2022-0392 Medium dpkg xxd None

CVE-2022-0392 Medium dpkg vim-tiny None

CVE-2022-0392 Medium dpkg vim-common None

CVE-2022-0368 Medium dpkg xxd None

CVE-2022-0368 Medium dpkg vim-tiny None

CVE-2022-0368 Medium dpkg vim-common None

CVE-2022-0361 Medium dpkg xxd None

CVE-2022-0361 Medium dpkg vim-tiny None

CVE-2022-0361 Medium dpkg vim-common None

CVE-2022-0359 Medium dpkg xxd None

CVE-2022-0359 Medium dpkg vim-tiny None

CVE-2022-0359 Medium dpkg vim-common None

CVE-2022-0351 Medium dpkg xxd None

CVE-2022-0351 Medium dpkg vim-tiny None

CVE-2022-0351 Medium dpkg vim-common None

CVE-2022-0319 Medium dpkg xxd None

CVE-2022-0319 Medium dpkg vim-tiny None

CVE-2022-0319 Medium dpkg vim-common None
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CVE-2022-0261 Medium dpkg xxd None

CVE-2022-0261 Medium dpkg vim-tiny None

CVE-2022-0261 Medium dpkg vim-common None

CVE-2022-0213 Medium dpkg xxd None

CVE-2022-0213 Medium dpkg vim-tiny None

CVE-2022-0213 Medium dpkg vim-common None

CVE-2022-0158 Medium dpkg xxd None

CVE-2022-0158 Medium dpkg vim-tiny None

CVE-2022-0158 Medium dpkg vim-common None

CVE-2022-0156 Medium dpkg xxd None

CVE-2022-0156 Medium dpkg vim-tiny None

CVE-2022-0156 Medium dpkg vim-common None

CVE-2021-4193 Medium dpkg xxd None

CVE-2021-4193 Medium dpkg vim-tiny None

CVE-2021-4193 Medium dpkg vim-common None

CVE-2021-4192 Medium dpkg xxd None

CVE-2021-4192 Medium dpkg vim-tiny None

CVE-2021-4192 Medium dpkg vim-common None

CVE-2021-4166 Medium dpkg xxd None

CVE-2021-4166 Medium dpkg vim-tiny None

CVE-2021-4166 Medium dpkg vim-common None

CVE-2021-41617 Medium dpkg openssh-client None

CVE-2021-4160 Medium dpkg openssl None

CVE-2021-4160 Medium dpkg libssl1.1 None

CVE-2021-4069 Medium dpkg xxd None

CVE-2021-4069 Medium dpkg vim-tiny None

CVE-2021-4069 Medium dpkg vim-common None

CVE-2021-4019 Medium dpkg xxd None

CVE-2021-4019 Medium dpkg vim-tiny None

CVE-2021-4019 Medium dpkg vim-common None

CVE-2021-3984 Medium dpkg xxd None

CVE-2021-3984 Medium dpkg vim-tiny None

CVE-2021-3984 Medium dpkg vim-common None

CVE-2021-3974 Medium dpkg xxd None

CVE-2021-3974 Medium dpkg vim-tiny None

CVE-2021-3974 Medium dpkg vim-common None

CVE-2021-3928 Medium dpkg xxd None

CVE-2021-3928 Medium dpkg vim-tiny None

CVE-2021-3928 Medium dpkg vim-common None

CVE-2021-3927 Medium dpkg xxd None

CVE-2021-3927 Medium dpkg vim-tiny None

CVE-2021-3927 Medium dpkg vim-common None

CVE-2021-3903 Medium dpkg xxd None

CVE-2021-3903 Medium dpkg vim-tiny None

CVE-2021-3903 Medium dpkg vim-common None
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CVE-2021-3875 Medium dpkg xxd None

CVE-2021-3875 Medium dpkg vim-tiny None

CVE-2021-3875 Medium dpkg vim-common None

CVE-2021-3872 Medium dpkg xxd None

CVE-2021-3872 Medium dpkg vim-tiny None

CVE-2021-3872 Medium dpkg vim-common None

CVE-2021-33560 Medium dpkg libgcrypt20 None

CVE-2021-22947 Medium dpkg libcurl4 None

CVE-2021-22947 Medium dpkg libcurl3-gnutls None

CVE-2021-22947 Medium dpkg curl None

CVE-2021-22946 Medium dpkg libcurl4 None

CVE-2021-22946 Medium dpkg libcurl3-gnutls None

CVE-2021-22946 Medium dpkg curl None

CVE-2021-22924 Medium dpkg libcurl4 None

CVE-2021-22924 Medium dpkg libcurl3-gnutls None

CVE-2021-22924 Medium dpkg curl None

CVE-2020-9991 Medium dpkg libsqlite3-0 None

CVE-2020-9849 Medium dpkg libsqlite3-0 None

CVE-2020-9794 Medium dpkg libsqlite3-0 None

CVE-2020-20178 Medium dpkg libldap-common None

CVE-2020-20178 Medium dpkg libldap-2.4-2 None

CVE-2020-16156 Medium dpkg perl-modules-5.32 None

CVE-2020-16156 Medium dpkg perl-base None

CVE-2020-16156 Medium dpkg perl None

CVE-2020-16156 Medium dpkg libperl5.32 None

CVE-2019-12904 Medium dpkg libgcrypt20 None

CVE-2022-22827 Medium dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-22826 Medium dpkg libexpat1 2.2.10-2+deb11u1

CVE-2022-22825 Medium dpkg libexpat1 2.2.10-2+deb11u1

CVE-2021-46143 Medium dpkg libexpat1 2.2.10-2+deb11u1

CVE-2021-36087 Low dpkg libsepol1 None

CVE-2021-36086 Low dpkg libsepol1 None

CVE-2021-36085 Low dpkg libsepol1 None

CVE-2021-36084 Low dpkg libsepol1 None

CVE-2021-22898 Low dpkg libcurl4 None

CVE-2021-22898 Low dpkg libcurl3-gnutls None

CVE-2021-22898 Low dpkg curl None

CVE-2016-2781 Low dpkg coreutils None

CVE-2022-24975 Negligible dpkg git-man None

CVE-2022-24975 Negligible dpkg git None

CVE-2021-45261 Negligible dpkg patch None

CVE-2021-43396 Negligible dpkg locales None

CVE-2021-43396 Negligible dpkg libc6 None

CVE-2021-43396 Negligible dpkg libc-l10n None

CVE-2021-43396 Negligible dpkg libc-bin None
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CVE-2021-4189 Negligible dpkg python3.9-minimal None

CVE-2021-4189 Negligible dpkg python3.9 None

CVE-2021-4189 Negligible dpkg libpython3.9-stdlib None

CVE-2021-4189 Negligible dpkg libpython3.9-minimal None

CVE-2021-4187 Negligible dpkg xxd None

CVE-2021-4187 Negligible dpkg vim-tiny None

CVE-2021-4187 Negligible dpkg vim-common None

CVE-2021-4173 Negligible dpkg xxd None

CVE-2021-4173 Negligible dpkg vim-tiny None

CVE-2021-4173 Negligible dpkg vim-common None

CVE-2021-4136 Negligible dpkg xxd None

CVE-2021-4136 Negligible dpkg vim-tiny None

CVE-2021-4136 Negligible dpkg vim-common None

CVE-2021-3968 Negligible dpkg xxd None

CVE-2021-3968 Negligible dpkg vim-tiny None

CVE-2021-3968 Negligible dpkg vim-common None

CVE-2021-39537 Negligible dpkg ncurses-bin None

CVE-2021-39537 Negligible dpkg ncurses-base None

CVE-2021-39537 Negligible dpkg libtinfo6 None

CVE-2021-39537 Negligible dpkg libncursesw6 None

CVE-2021-39537 Negligible dpkg libncurses6 None

CVE-2021-36690 Negligible dpkg libsqlite3-0 None

CVE-2021-3426 Negligible dpkg python3.9-minimal None

CVE-2021-3426 Negligible dpkg python3.9 None

CVE-2021-3426 Negligible dpkg libpython3.9-stdlib None

CVE-2021-3426 Negligible dpkg libpython3.9-minimal None

CVE-2021-22945 Negligible dpkg libcurl4 None

CVE-2021-22945 Negligible dpkg libcurl3-gnutls None

CVE-2021-22945 Negligible dpkg curl None

CVE-2021-22923 Negligible dpkg libcurl4 None

CVE-2021-22923 Negligible dpkg libcurl3-gnutls None

CVE-2021-22923 Negligible dpkg curl None

CVE-2021-22922 Negligible dpkg libcurl4 None

CVE-2021-22922 Negligible dpkg libcurl3-gnutls None

CVE-2021-22922 Negligible dpkg curl None

CVE-2021-22897 Negligible dpkg libcurl4 None

CVE-2021-22897 Negligible dpkg libcurl3-gnutls None

CVE-2021-22897 Negligible dpkg curl None

CVE-2020-27955 Negligible dpkg git-lfs None

CVE-2020-27780 Negligible dpkg libpam0g None

CVE-2020-27780 Negligible dpkg libpam-runtime None

CVE-2020-27780 Negligible dpkg libpam-modules-bin None

CVE-2020-27780 Negligible dpkg libpam-modules None

CVE-2020-27619 Negligible dpkg python3.9-minimal None

CVE-2020-27619 Negligible dpkg python3.9 None
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CVE-2020-27619 Negligible dpkg libpython3.9-stdlib None

CVE-2020-27619 Negligible dpkg libpython3.9-minimal None

CVE-2020-25125 Negligible dpkg gpgv None

CVE-2020-15801 Negligible dpkg python3.9-minimal None

CVE-2020-15801 Negligible dpkg python3.9 None

CVE-2020-15801 Negligible dpkg libpython3.9-stdlib None

CVE-2020-15801 Negligible dpkg libpython3.9-minimal None

CVE-2020-15778 Negligible dpkg openssh-client None

CVE-2020-15719 Negligible dpkg libldap-common None

CVE-2020-15719 Negligible dpkg libldap-2.4-2 None

CVE-2020-14145 Negligible dpkg openssh-client None

CVE-2020-13529 Negligible dpkg libudev1 None

CVE-2020-13529 Negligible dpkg libsystemd0 None

CVE-2019-9192 Negligible dpkg locales None

CVE-2019-9192 Negligible dpkg libc6 None

CVE-2019-9192 Negligible dpkg libc-l10n None

CVE-2019-9192 Negligible dpkg libc-bin None

CVE-2019-6110 Negligible dpkg openssh-client None

CVE-2019-5443 Negligible dpkg libcurl4 None

CVE-2019-5443 Negligible dpkg libcurl3-gnutls None

CVE-2019-5443 Negligible dpkg curl None

CVE-2019-3815 Negligible dpkg libudev1 None

CVE-2019-3815 Negligible dpkg libsystemd0 None

CVE-2019-20838 Negligible dpkg libpcre3 None

CVE-2019-20633 Negligible dpkg patch None

CVE-2019-19882 Negligible dpkg passwd None

CVE-2019-19882 Negligible dpkg login None

CVE-2019-19646 Negligible dpkg libsqlite3-0 None

CVE-2019-19317 Negligible dpkg libsqlite3-0 None

CVE-2019-1552 Negligible dpkg openssl None

CVE-2019-1552 Negligible dpkg libssl1.1 None

CVE-2019-14844 Negligible dpkg libkrb5support0 None

CVE-2019-14844 Negligible dpkg libkrb5-3 None

CVE-2019-14844 Negligible dpkg libk5crypto3 None

CVE-2019-14844 Negligible dpkg libgssapi-krb5-2 None

CVE-2019-1010025 Negligible dpkg locales None

CVE-2019-1010025 Negligible dpkg libc6 None

CVE-2019-1010025 Negligible dpkg libc-l10n None

CVE-2019-1010025 Negligible dpkg libc-bin None

CVE-2019-1010024 Negligible dpkg locales None

CVE-2019-1010024 Negligible dpkg libc6 None

CVE-2019-1010024 Negligible dpkg libc-l10n None

CVE-2019-1010024 Negligible dpkg libc-bin None

CVE-2019-1010023 Negligible dpkg locales None

CVE-2019-1010023 Negligible dpkg libc6 None
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CVE-2019-1010023 Negligible dpkg libc-l10n None

CVE-2019-1010023 Negligible dpkg libc-bin None

CVE-2019-1010022 Negligible dpkg locales None

CVE-2019-1010022 Negligible dpkg libc6 None

CVE-2019-1010022 Negligible dpkg libc-l10n None

CVE-2019-1010022 Negligible dpkg libc-bin None

CVE-2018-6952 Negligible dpkg patch None

CVE-2018-6951 Negligible dpkg patch None

CVE-2018-6829 Negligible dpkg libgcrypt20 None

CVE-2018-6557 Negligible dpkg base-files None

CVE-2018-5709 Negligible dpkg libkrb5support0 None

CVE-2018-5709 Negligible dpkg libkrb5-3 None

CVE-2018-5709 Negligible dpkg libk5crypto3 None

CVE-2018-5709 Negligible dpkg libgssapi-krb5-2 None

CVE-2018-20796 Negligible dpkg locales None

CVE-2018-20796 Negligible dpkg libc6 None

CVE-2018-20796 Negligible dpkg libc-l10n None

CVE-2018-20796 Negligible dpkg libc-bin None

CVE-2018-17953 Negligible dpkg libpam0g None

CVE-2018-17953 Negligible dpkg libpam-runtime None

CVE-2018-17953 Negligible dpkg libpam-modules-bin None

CVE-2018-17953 Negligible dpkg libpam-modules None

CVE-2018-16588 Negligible dpkg passwd None

CVE-2018-16588 Negligible dpkg login None

CVE-2018-15919 Negligible dpkg openssh-client None

CVE-2018-14621 Negligible dpkg libtirpc3 None

CVE-2018-14621 Negligible dpkg libtirpc-common None

CVE-2018-1000021 Negligible dpkg git-man None

CVE-2018-1000021 Negligible dpkg git None

CVE-2017-9502 Negligible dpkg libcurl4 None

CVE-2017-9502 Negligible dpkg libcurl3-gnutls None

CVE-2017-9502 Negligible dpkg curl None

CVE-2017-8399 Negligible dpkg libpcre2-8-0 None

CVE-2017-7562 Negligible dpkg libkrb5support0 None

CVE-2017-7562 Negligible dpkg libkrb5-3 None

CVE-2017-7562 Negligible dpkg libk5crypto3 None

CVE-2017-7562 Negligible dpkg libgssapi-krb5-2 None

CVE-2017-7246 Negligible dpkg libpcre3 None

CVE-2017-7245 Negligible dpkg libpcre3 None

CVE-2017-2628 Negligible dpkg libcurl4 None

CVE-2017-2628 Negligible dpkg libcurl3-gnutls None

CVE-2017-2628 Negligible dpkg curl None

CVE-2017-18018 Negligible dpkg coreutils None

CVE-2017-17831 Negligible dpkg git-lfs None

CVE-2017-17740 Negligible dpkg libldap-common None
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CVE-2017-17740 Negligible dpkg libldap-2.4-2 None

CVE-2017-17426 Negligible dpkg locales None

CVE-2017-17426 Negligible dpkg libc6 None

CVE-2017-17426 Negligible dpkg libc-l10n None

CVE-2017-17426 Negligible dpkg libc-bin None

CVE-2017-16231 Negligible dpkg libpcre3 None

CVE-2017-14159 Negligible dpkg libldap-common None

CVE-2017-14159 Negligible dpkg libldap-2.4-2 None

CVE-2017-12814 Negligible dpkg perl-modules-5.32 None

CVE-2017-12814 Negligible dpkg perl-base None

CVE-2017-12814 Negligible dpkg perl None

CVE-2017-12814 Negligible dpkg libperl5.32 None

CVE-2017-11742 Negligible dpkg libexpat1 None

CVE-2017-11164 Negligible dpkg libpcre3 None

CVE-2017-1000382 Negligible dpkg xxd None

CVE-2017-1000382 Negligible dpkg vim-tiny None

CVE-2017-1000382 Negligible dpkg vim-common None

CVE-2017-1000099 Negligible dpkg libcurl4 None

CVE-2017-1000099 Negligible dpkg libcurl3-gnutls None

CVE-2017-1000099 Negligible dpkg curl None

CVE-2017-0386 Negligible dpkg libnl-genl-3-200 None

CVE-2017-0386 Negligible dpkg libnl-3-200 None

CVE-2016-9953 Negligible dpkg libcurl4 None

CVE-2016-9953 Negligible dpkg libcurl3-gnutls None

CVE-2016-9953 Negligible dpkg curl None

CVE-2016-9952 Negligible dpkg libcurl4 None

CVE-2016-9952 Negligible dpkg libcurl3-gnutls None

CVE-2016-9952 Negligible dpkg curl None

CVE-2016-9594 Negligible dpkg libcurl4 None

CVE-2016-9594 Negligible dpkg libcurl3-gnutls None

CVE-2016-9594 Negligible dpkg curl None

CVE-2016-7091 Negligible dpkg sudo None

CVE-2016-6309 Negligible dpkg openssl None

CVE-2016-6309 Negligible dpkg libssl1.1 None

CVE-2016-6308 Negligible dpkg openssl None

CVE-2016-6308 Negligible dpkg libssl1.1 None

CVE-2016-6307 Negligible dpkg openssl None

CVE-2016-6307 Negligible dpkg libssl1.1 None

CVE-2016-6305 Negligible dpkg openssl None

CVE-2016-6305 Negligible dpkg libssl1.1 None

CVE-2016-4984 Negligible dpkg libldap-common None

CVE-2016-4984 Negligible dpkg libldap-2.4-2 None

CVE-2016-4802 Negligible dpkg libcurl4 None

CVE-2016-4802 Negligible dpkg libcurl3-gnutls None

CVE-2016-4802 Negligible dpkg curl None
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CVE-2016-4606 Negligible dpkg libcurl4 None

CVE-2016-4606 Negligible dpkg libcurl3-gnutls None

CVE-2016-4606 Negligible dpkg curl None

CVE-2016-2176 Negligible dpkg openssl None

CVE-2016-2176 Negligible dpkg libssl1.1 None

CVE-2016-20012 Negligible dpkg openssh-client None

CVE-2016-0754 Negligible dpkg libcurl4 None

CVE-2016-0754 Negligible dpkg libcurl3-gnutls None

CVE-2016-0754 Negligible dpkg curl None

CVE-2015-8608 Negligible dpkg perl-modules-5.32 None

CVE-2015-8608 Negligible dpkg perl-base None

CVE-2015-8608 Negligible dpkg perl None

CVE-2015-8608 Negligible dpkg libperl5.32 None

CVE-2015-8313 Negligible dpkg libgnutls30 None

CVE-2015-6565 Negligible dpkg openssh-client None

CVE-2015-5738 Negligible dpkg openssl None

CVE-2015-5738 Negligible dpkg libssl1.1 None

CVE-2015-5229 Negligible dpkg locales None

CVE-2015-5229 Negligible dpkg libc6 None

CVE-2015-5229 Negligible dpkg libc-l10n None

CVE-2015-5229 Negligible dpkg libc-bin None

CVE-2015-4042 Negligible dpkg coreutils None

CVE-2015-4041 Negligible dpkg coreutils None

CVE-2015-4035 Negligible dpkg liblzma5 None

CVE-2015-3276 Negligible dpkg libldap-common None

CVE-2015-3276 Negligible dpkg libldap-2.4-2 None

CVE-2015-3216 Negligible dpkg openssl None

CVE-2015-3216 Negligible dpkg libssl1.1 None

CVE-2015-1787 Negligible dpkg openssl None

CVE-2015-1787 Negligible dpkg libssl1.1 None

CVE-2015-0291 Negligible dpkg openssl None

CVE-2015-0291 Negligible dpkg libssl1.1 None

CVE-2015-0290 Negligible dpkg openssl None

CVE-2015-0290 Negligible dpkg libssl1.1 None

CVE-2015-0285 Negligible dpkg openssl None

CVE-2015-0285 Negligible dpkg libssl1.1 None

CVE-2015-0282 Negligible dpkg libgnutls30 None

CVE-2015-0208 Negligible dpkg openssl None

CVE-2015-0208 Negligible dpkg libssl1.1 None

CVE-2015-0207 Negligible dpkg openssl None

CVE-2015-0207 Negligible dpkg libssl1.1 None

CVE-2014-9278 Negligible dpkg openssh-client None

CVE-2014-8475 Negligible dpkg openssh-client None

CVE-2014-8182 Negligible dpkg libldap-common None

CVE-2014-8182 Negligible dpkg libldap-2.4-2 None
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CVE-2014-8155 Negligible dpkg libgnutls30 None

CVE-2014-8151 Negligible dpkg libcurl4 None

CVE-2014-8151 Negligible dpkg libcurl3-gnutls None

CVE-2014-8151 Negligible dpkg curl None

CVE-2014-2522 Negligible dpkg libcurl4 None

CVE-2014-2522 Negligible dpkg libcurl3-gnutls None

CVE-2014-2522 Negligible dpkg curl None

CVE-2014-2234 Negligible dpkg openssl None

CVE-2014-2234 Negligible dpkg libssl1.1 None

CVE-2014-1692 Negligible dpkg openssh-client None

CVE-2014-1263 Negligible dpkg libcurl4 None

CVE-2014-1263 Negligible dpkg libcurl3-gnutls None

CVE-2014-1263 Negligible dpkg curl None

CVE-2013-4487 Negligible dpkg libgnutls30 None

CVE-2013-4466 Negligible dpkg libgnutls30 None

CVE-2013-4392 Negligible dpkg libudev1 None

CVE-2013-4392 Negligible dpkg libsystemd0 None

CVE-2013-4235 Negligible dpkg passwd None

CVE-2013-4235 Negligible dpkg login None

CVE-2013-1950 Negligible dpkg libtirpc3 None

CVE-2013-1950 Negligible dpkg libtirpc-common None

CVE-2013-0340 Negligible dpkg libexpat1 None

CVE-2013-0308 Negligible dpkg git-man None

CVE-2013-0308 Negligible dpkg git None

CVE-2013-0223 Negligible dpkg coreutils None

CVE-2013-0222 Negligible dpkg coreutils None

CVE-2013-0221 Negligible dpkg coreutils None

CVE-2012-3440 Negligible dpkg sudo None

CVE-2012-2668 Negligible dpkg libldap-common None

CVE-2012-2668 Negligible dpkg libldap-2.4-2 None

CVE-2012-2131 Negligible dpkg openssl None

CVE-2012-2131 Negligible dpkg libssl1.1 None

CVE-2012-1147 Negligible dpkg libexpat1 None

CVE-2011-4327 Negligible dpkg openssh-client None

CVE-2011-4116 Negligible dpkg perl-modules-5.32 None

CVE-2011-4116 Negligible dpkg perl-base None

CVE-2011-4116 Negligible dpkg perl None

CVE-2011-4116 Negligible dpkg libperl5.32 None

CVE-2011-3389 Negligible dpkg libgnutls30 None

CVE-2011-3374 Negligible dpkg libapt-pkg6.0 None

CVE-2011-3374 Negligible dpkg apt None

CVE-2011-2702 Negligible dpkg locales None

CVE-2011-2702 Negligible dpkg libc6 None

CVE-2011-2702 Negligible dpkg libc-l10n None

CVE-2011-2702 Negligible dpkg libc-bin None
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CVE-2011-0536 Negligible dpkg locales None

CVE-2011-0536 Negligible dpkg libc6 None

CVE-2011-0536 Negligible dpkg libc-l10n None

CVE-2011-0536 Negligible dpkg libc-bin None

CVE-2011-0283 Negligible dpkg libkrb5support0 None

CVE-2011-0283 Negligible dpkg libkrb5-3 None

CVE-2011-0283 Negligible dpkg libk5crypto3 None

CVE-2011-0283 Negligible dpkg libgssapi-krb5-2 None

CVE-2011-0008 Negligible dpkg sudo None

CVE-2010-4756 Negligible dpkg locales None

CVE-2010-4756 Negligible dpkg libc6 None

CVE-2010-4756 Negligible dpkg libc-l10n None

CVE-2010-4756 Negligible dpkg libc-bin None

CVE-2010-4651 Negligible dpkg patch None

CVE-2010-4478 Negligible dpkg openssh-client None

CVE-2010-4252 Negligible dpkg openssl None

CVE-2010-4252 Negligible dpkg libssl1.1 None

CVE-2010-3914 Negligible dpkg xxd None

CVE-2010-3914 Negligible dpkg vim-tiny None

CVE-2010-3914 Negligible dpkg vim-common None

CVE-2010-3842 Negligible dpkg libcurl4 None

CVE-2010-3842 Negligible dpkg libcurl3-gnutls None

CVE-2010-3842 Negligible dpkg curl None

CVE-2010-1633 Negligible dpkg openssl None

CVE-2010-1633 Negligible dpkg libssl1.1 None

CVE-2010-1378 Negligible dpkg openssl None

CVE-2010-1378 Negligible dpkg libssl1.1 None

CVE-2010-1158 Negligible dpkg perl-modules-5.32 None

CVE-2010-1158 Negligible dpkg perl-base None

CVE-2010-1158 Negligible dpkg perl None

CVE-2010-1158 Negligible dpkg libperl5.32 None

CVE-2010-0928 Negligible dpkg openssl None

CVE-2010-0928 Negligible dpkg libssl1.1 None

CVE-2010-0834 Negligible dpkg base-files None

CVE-2010-0832 Negligible dpkg libpam0g None

CVE-2010-0832 Negligible dpkg libpam-runtime None

CVE-2010-0832 Negligible dpkg libpam-modules-bin None

CVE-2010-0832 Negligible dpkg libpam-modules None

CVE-2010-0433 Negligible dpkg openssl None

CVE-2010-0433 Negligible dpkg libssl1.1 None

CVE-2010-0002 Negligible dpkg bash None

CVE-2009-5138 Negligible dpkg libgnutls30 None

CVE-2009-4135 Negligible dpkg coreutils None

CVE-2009-2904 Negligible dpkg openssh-client None

CVE-2009-0854 Negligible dpkg dash None
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CVE-2009-0789 Negligible dpkg openssl None

CVE-2009-0789 Negligible dpkg libssl1.1 None

CVE-2009-0591 Negligible dpkg openssl None

CVE-2009-0591 Negligible dpkg libssl1.1 None

CVE-2009-0537 Negligible dpkg locales None

CVE-2009-0537 Negligible dpkg libc6 None

CVE-2009-0537 Negligible dpkg libc-l10n None

CVE-2009-0537 Negligible dpkg libc-bin None

CVE-2008-4677 Negligible dpkg xxd None

CVE-2008-4677 Negligible dpkg vim-tiny None

CVE-2008-4677 Negligible dpkg vim-common None

CVE-2008-3432 Negligible dpkg xxd None

CVE-2008-3432 Negligible dpkg vim-tiny None

CVE-2008-3432 Negligible dpkg vim-common None

CVE-2008-3294 Negligible dpkg xxd None

CVE-2008-3294 Negligible dpkg vim-tiny None

CVE-2008-3294 Negligible dpkg vim-common None

CVE-2008-3259 Negligible dpkg openssh-client None

CVE-2008-3234 Negligible dpkg openssh-client None

CVE-2008-3188 Negligible dpkg libcrypt1 None

CVE-2007-6755 Negligible dpkg openssl None

CVE-2007-6755 Negligible dpkg libssl1.1 None

CVE-2007-5686 Negligible dpkg passwd None

CVE-2007-5686 Negligible dpkg login None

CVE-2007-3149 Negligible dpkg sudo None

CVE-2007-3102 Negligible dpkg openssh-client None

CVE-2007-2768 Negligible dpkg openssh-client None

CVE-2007-2243 Negligible dpkg openssh-client None

CVE-2007-0822 Negligible dpkg util-linux None

CVE-2007-0822 Negligible dpkg mount None

CVE-2007-0822 Negligible dpkg libuuid1 None

CVE-2007-0822 Negligible dpkg libsmartcols1 None

CVE-2007-0822 Negligible dpkg libmount1 None

CVE-2007-0822 Negligible dpkg libblkid1 None

CVE-2007-0822 Negligible dpkg bsdextrautils None

CVE-2007-0003 Negligible dpkg libpam0g None

CVE-2007-0003 Negligible dpkg libpam-runtime None

CVE-2007-0003 Negligible dpkg libpam-modules-bin None

CVE-2007-0003 Negligible dpkg libpam-modules None

CVE-2006-6144 Negligible dpkg libkrb5support0 None

CVE-2006-6144 Negligible dpkg libkrb5-3 None

CVE-2006-6144 Negligible dpkg libk5crypto3 None

CVE-2006-6144 Negligible dpkg libgssapi-krb5-2 None

CVE-2006-3597 Negligible dpkg passwd None

CVE-2006-3597 Negligible dpkg login None
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CVE-2006-1183 Negligible dpkg passwd None

CVE-2006-1183 Negligible dpkg login None

CVE-2006-0455 Negligible dpkg gpgv None

CVE-2006-0049 Negligible dpkg gpgv None

CVE-2005-4278 Negligible dpkg perl-modules-5.32 None

CVE-2005-4278 Negligible dpkg perl-base None

CVE-2005-4278 Negligible dpkg perl None

CVE-2005-4278 Negligible dpkg libperl5.32 None

CVE-2005-4217 Negligible dpkg perl-modules-5.32 None

CVE-2005-4217 Negligible dpkg perl-base None

CVE-2005-4217 Negligible dpkg perl None

CVE-2005-4217 Negligible dpkg libperl5.32 None

CVE-2005-2541 Negligible dpkg tar None

CVE-2005-1831 Negligible dpkg sudo None

CVE-2005-1119 Negligible dpkg sudo None

CVE-2005-0403 Negligible dpkg locales None

CVE-2005-0403 Negligible dpkg libc6 None

CVE-2005-0403 Negligible dpkg libc-l10n None

CVE-2005-0403 Negligible dpkg libc-bin None

CVE-2005-0086 Negligible dpkg less None

CVE-2004-2264 Negligible dpkg less None

CVE-2004-1653 Negligible dpkg openssh-client None

CVE-2004-1349 Negligible dpkg gzip None

CVE-2004-0971 Negligible dpkg libkrb5support0 None

CVE-2004-0971 Negligible dpkg libkrb5-3 None

CVE-2004-0971 Negligible dpkg libk5crypto3 None

CVE-2004-0971 Negligible dpkg libgssapi-krb5-2 None

CVE-2004-0603 Negligible dpkg gzip None

CVE-2004-0377 Negligible dpkg perl-modules-5.32 None

CVE-2004-0377 Negligible dpkg perl-base None

CVE-2004-0377 Negligible dpkg perl None

CVE-2004-0377 Negligible dpkg libperl5.32 None

CVE-2003-1119 Negligible dpkg openssh-client None

CVE-2003-0388 Negligible dpkg libpam0g None

CVE-2003-0388 Negligible dpkg libpam-runtime None

CVE-2003-0388 Negligible dpkg libpam-modules-bin None

CVE-2003-0388 Negligible dpkg libpam-modules None

CVE-2003-0041 Negligible dpkg libkrb5support0 None

CVE-2003-0041 Negligible dpkg libkrb5-3 None

CVE-2003-0041 Negligible dpkg libk5crypto3 None

CVE-2003-0041 Negligible dpkg libgssapi-krb5-2 None

CVE-2002-1715 Negligible dpkg openssh-client None

CVE-2002-1594 Negligible dpkg passwd None

CVE-2002-1594 Negligible dpkg login None

CVE-2002-1360 Negligible dpkg openssh-client None
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CVE-2002-1359 Negligible dpkg openssh-client None

CVE-2002-1358 Negligible dpkg openssh-client None

CVE-2002-1357 Negligible dpkg openssh-client None

CVE-2001-1585 Negligible dpkg openssh-client None

CVE-2022-0554 Unknown dpkg xxd None

CVE-2022-0554 Unknown dpkg vim-tiny None

CVE-2022-0554 Unknown dpkg vim-common None

CVE-2022-0391 Unknown dpkg python3.9-minimal None

CVE-2022-0391 Unknown dpkg python3.9 None

CVE-2022-0391 Unknown dpkg libpython3.9-stdlib None

CVE-2022-0391 Unknown dpkg libpython3.9-minimal None

CVE-2021-46059 Unknown dpkg xxd None

CVE-2021-46059 Unknown dpkg vim-tiny None

CVE-2021-46059 Unknown dpkg vim-common None

CVE-2021-3999 Unknown dpkg locales None

CVE-2021-3999 Unknown dpkg libc6 None

CVE-2021-3999 Unknown dpkg libc-l10n None

CVE-2021-3999 Unknown dpkg libc-bin None

CVE-2021-3998 Unknown dpkg locales None

CVE-2021-3998 Unknown dpkg libc6 None

CVE-2021-3998 Unknown dpkg libc-l10n None

CVE-2021-3998 Unknown dpkg libc-bin None

CVE-2021-3997 Unknown dpkg libudev1 None

CVE-2021-3997 Unknown dpkg libsystemd0 None

CVE-2021-3737 Unknown dpkg python3.9-minimal None

CVE-2021-3737 Unknown dpkg python3.9 None

CVE-2021-3737 Unknown dpkg libpython3.9-stdlib None

CVE-2021-3737 Unknown dpkg libpython3.9-minimal None

CVE-2021-3733 Unknown dpkg python3.9-minimal None

CVE-2021-3733 Unknown dpkg python3.9 None

CVE-2021-3733 Unknown dpkg libpython3.9-stdlib None

CVE-2021-3733 Unknown dpkg libpython3.9-minimal None

CVE-2021-22925 Unknown dpkg libcurl4 None

CVE-2021-22925 Unknown dpkg libcurl3-gnutls None

CVE-2021-22925 Unknown dpkg curl None

CVE-2021-22901 Unknown dpkg libcurl4 None

CVE-2021-22901 Unknown dpkg libcurl3-gnutls None

CVE-2021-22901 Unknown dpkg curl None

CVE-2020-25697 Unknown dpkg libx11-data None

CVE-2020-25697 Unknown dpkg libx11-6 None

Non-Operating System

Vulnerability ID Severity Package Type Package Fix

CVE-2021-4048 Critical npm julia None

CVE-2021-29922 Critical npm rust None
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CVE-2021-28879 Critical npm rust None

CVE-2021-23383 Critical npm handlebars None

CVE-2021-23369 Critical npm handlebars None

CVE-2021-21353 Critical npm pug None

CVE-2019-9641 Critical npm php None

CVE-2019-9023 Critical npm php None

CVE-2019-9021 Critical npm php None

CVE-2019-9020 Critical npm php None

CVE-2018-7584 Critical npm php None

CVE-2017-9228 Critical npm php None

CVE-2017-9227 Critical npm php None

CVE-2017-9226 Critical npm php None

CVE-2017-9225 Critical npm php None

CVE-2017-9224 Critical npm php None

CVE-2017-8923 Critical npm php None

CVE-2017-16613 Critical npm swift None

CVE-2017-12933 Critical npm php None

CVE-2017-11147 Critical npm php None

CVE-2016-9935 Critical npm php None

CVE-2016-9138 Critical npm php None

CVE-2016-9137 Critical npm php None

CVE-2016-7480 Critical npm php None

CVE-2016-7417 Critical npm php None

CVE-2016-7414 Critical npm php None

CVE-2016-7413 Critical npm php None

CVE-2016-7411 Critical npm php None

CVE-2016-7129 Critical npm php None

CVE-2016-7127 Critical npm php None

CVE-2016-7126 Critical npm php None

CVE-2016-7124 Critical npm php None

CVE-2016-6296 Critical npm php None

CVE-2016-6295 Critical npm php None

CVE-2016-6294 Critical npm php None

CVE-2016-6291 Critical npm php None

CVE-2016-6290 Critical npm php None

CVE-2016-6288 Critical npm php None

CVE-2016-5773 Critical npm php None

CVE-2016-5771 Critical npm php None

CVE-2016-5770 Critical npm php None

CVE-2016-5769 Critical npm php None

CVE-2016-5768 Critical npm php None

CVE-2016-5114 Critical npm php None

CVE-2016-4543 Critical npm php None

CVE-2016-4542 Critical npm php None

CVE-2016-4541 Critical npm php None
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CVE-2016-4540 Critical npm php None

CVE-2016-4539 Critical npm php None

CVE-2016-4538 Critical npm php None

CVE-2016-4537 Critical npm php None

CVE-2016-4346 Critical npm php None

CVE-2016-4345 Critical npm php None

CVE-2016-4344 Critical npm php None

CVE-2016-3141 Critical npm php None

CVE-2016-3078 Critical npm php None

CVE-2016-2554 Critical npm php None

CVE-2016-2324 Critical npm git None

CVE-2016-1903 Critical npm php None

CVE-2016-10160 Critical npm php None

CVE-2015-8880 Critical npm php None

CVE-2015-8835 Critical npm php None

CVE-2015-6835 Critical npm php None

CVE-2015-6834 Critical npm php None

CVE-2015-5589 Critical npm php None

CVE-2015-4643 Critical npm php None

CVE-2015-4603 Critical npm php None

CVE-2015-4602 Critical npm php None

CVE-2015-4601 Critical npm php None

CVE-2015-4600 Critical npm php None

CVE-2015-4599 Critical npm php None

CVE-2015-4116 Critical npm php None

CVE-2014-9912 Critical npm php None

CVE-2014-0048 Critical npm docker None

CVE-2011-1939 Critical npm php None

VULNDB-282407 Critical npm vm2 3.9.6

VULNDB-269671 Critical npm electron 12.2.2 13.5.2 14.1.1

VULNDB-274709 High npm vm2 None

CVE-2022-0355 High npm simple-get None

CVE-2021-40330 High npm git None

CVE-2021-28878 High npm rust None

CVE-2021-28877 High npm rust None

CVE-2021-28875 High npm rust None

CVE-2021-21300 High npm git None

CVE-2020-8570 High npm java None

CVE-2020-7788 High npm ini None

CVE-2020-7729 High npm grunt None

CVE-2020-36323 High npm rust None

CVE-2020-36317 High npm rust None

CVE-2020-11008 High npm git None

CVE-2019-9639 High npm php None

CVE-2019-9638 High npm php None
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CVE-2019-9637 High npm php None

CVE-2019-9024 High npm php None

CVE-2019-6977 High npm php None

CVE-2019-5736 High npm docker None

CVE-2019-20920 High npm handlebars None

CVE-2019-19604 High npm git None

CVE-2019-16884 High npm docker None

CVE-2019-13509 High npm docker None

CVE-2019-13139 High npm docker None

CVE-2019-10340 High npm docker None

CVE-2018-20783 High npm php None

CVE-2018-15132 High npm php None

CVE-2018-14883 High npm php None

CVE-2018-11235 High npm git None

CVE-2018-11233 High npm git None

CVE-2018-10549 High npm php None

CVE-2018-10548 High npm php None

CVE-2018-10546 High npm php None

CVE-2017-9229 High npm php None

CVE-2017-7963 High npm php None

CVE-2017-7272 High npm php None

CVE-2017-18589 High npm cookie None

CVE-2017-16642 High npm php None

CVE-2017-14867 High npm git None

CVE-2017-11628 High npm php None

CVE-2017-11145 High npm php None

CVE-2017-11144 High npm php None

CVE-2017-11143 High npm php None

CVE-2017-11142 High npm php None

CVE-2017-1000117 High npm git None

CVE-2017-1000092 High npm git None

CVE-2016-9934 High npm php None

CVE-2016-7418 High npm php None

CVE-2016-7416 High npm php None

CVE-2016-7412 High npm php None

CVE-2016-7132 High npm php None

CVE-2016-7131 High npm php None

CVE-2016-7130 High npm php None

CVE-2016-7125 High npm php None

CVE-2016-6297 High npm php None

CVE-2016-6289 High npm php None

CVE-2016-6174 High npm php None

CVE-2016-5399 High npm php None

CVE-2016-5385 High npm php None

CVE-2016-5096 High npm php None
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CVE-2016-5095 High npm php None

CVE-2016-5094 High npm php None

CVE-2016-5093 High npm php None

CVE-2016-4343 High npm php None

CVE-2016-4342 High npm php None

CVE-2016-4070 High npm php None

CVE-2016-3956 High npm npm None

CVE-2016-3697 High npm docker None

CVE-2016-3185 High npm php None

CVE-2016-3142 High npm php None

CVE-2016-10712 High npm php None

CVE-2016-10397 High npm php None

CVE-2016-10161 High npm php None

CVE-2016-10159 High npm php None

CVE-2016-10158 High npm php None

CVE-2016-0738 High npm swift None

CVE-2016-0737 High npm swift None

CVE-2015-8879 High npm php None

CVE-2015-8877 High npm php None

CVE-2015-8874 High npm php None

CVE-2015-8873 High npm php None

CVE-2015-8865 High npm php None

CVE-2015-6836 High npm php None

CVE-2015-6833 High npm php None

CVE-2015-6832 High npm php None

CVE-2015-5590 High npm php None

CVE-2015-4644 High npm php None

CVE-2015-4605 High npm php None

CVE-2015-4604 High npm php None

CVE-2015-4147 High npm php None

CVE-2015-4026 High npm php None

CVE-2015-4025 High npm php None

CVE-2015-4022 High npm php None

CVE-2015-3630 High npm docker None

CVE-2015-3627 High npm docker None

CVE-2015-3329 High npm php None

CVE-2015-3307 High npm php None

CVE-2015-2787 High npm php None

CVE-2015-2331 High npm php None

CVE-2015-20001 High npm rust None

CVE-2015-1351 High npm php None

CVE-2015-0273 High npm php None

CVE-2015-0231 High npm php None

CVE-2014-9938 High npm git None

CVE-2014-9705 High npm php None
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CVE-2014-9653 High npm php None

CVE-2014-9426 High npm php None

CVE-2014-9425 High npm php None

CVE-2014-9356 High npm docker None

CVE-2014-8626 High npm php None

CVE-2014-8179 High npm docker None

CVE-2014-8142 High npm php None

CVE-2014-6407 High npm docker None

CVE-2014-5282 High npm docker None

CVE-2014-3669 High npm php None

CVE-2014-3515 High npm php None

CVE-2014-3499 High npm docker None

CVE-2014-0236 High npm php None

CVE-2014-0047 High npm docker None

CVE-2013-6420 High npm php None

CVE-2013-1635 High npm php None

CVE-2012-4406 High npm swift None

CVE-2012-2688 High npm php None

CVE-2012-2386 High npm php None

CVE-2012-2311 High npm php None

CVE-2012-1823 High npm php None

CVE-2011-3268 High npm php None

CVE-2011-1153 High npm php None

CVE-2011-1148 High npm php None

CVE-2011-1092 High npm php None

CVE-2010-2542 High npm git None

CVE-2009-4143 High npm php None

CVE-2009-4018 High npm php None

CVE-2009-3293 High npm php None

CVE-2009-3292 High npm php None

CVE-2009-3291 High npm php None

CVE-2008-5658 High npm php None

CVE-2008-5625 High npm php None

CVE-2008-2108 High npm php None

CVE-2008-2107 High npm php None

CVE-2008-2051 High npm php None

CVE-2008-2050 High npm php None

CVE-2008-0599 High npm php None

CVE-2008-0145 High npm php None

CVE-2007-5653 High npm php None

CVE-2007-4825 High npm php None

CVE-2007-4663 High npm php None

CVE-2007-4662 High npm php None

CVE-2007-4660 High npm php None

CVE-2007-4659 High npm php None
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CVE-2007-4586 High npm php None

CVE-2007-1864 High npm php None

CVE-2007-1461 High npm php None

CVE-2007-1413 High npm php None

CVE-2007-0910 High npm php None

CVE-2006-5706 High npm php None

CVE-2006-5465 High npm php None

CVE-2006-3017 High npm php None

CVE-2004-1018 High npm php None

VULNDB-257459 High npm normalize-url 4.5.1 5.3.1 6.0.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-130613 High npm debug 2.6.7 2.6.8 2.6.9 3.0.0 3.0.1 3.1.0 3.2.7 4.3.1

VULNDB-270264 High npm electron 13.5.2

VULNDB-270265 High npm electron 12.2.3 13.5.2

VULNDB-269653 High npm electron 12.2.2 13.5.2 14.1.1

VULNDB-268467 High npm electron 12.2.2 13.5.2 14.1.1

VULNDB-268465 High npm electron 12.2.2 13.5.2 14.1.1

VULNDB-268464 High npm electron 12.2.2 13.5.2 14.1.1

VULNDB-214543 High npm rust 1.26.0

CVE-2021-28876 Medium npm rust None

CVE-2021-25738 Medium npm java None

CVE-2021-21684 Medium npm git None

CVE-2021-21285 Medium npm docker None

CVE-2021-21284 Medium npm docker None

CVE-2020-27534 Medium npm docker None

CVE-2020-2136 Medium npm git None

CVE-2019-10342 Medium npm docker None

CVE-2019-10341 Medium npm docker None

CVE-2019-1003010 Medium npm git None

CVE-2018-5712 Medium npm php None

CVE-2018-5711 Medium npm php None

CVE-2018-25008 Medium npm rust None

CVE-2018-17082 Medium npm php None

CVE-2018-14851 Medium npm php None

CVE-2018-10547 Medium npm php None

CVE-2018-10545 Medium npm php None

CVE-2018-1000874 Medium npm markdown None

CVE-2018-1000182 Medium npm git None

CVE-2018-1000110 Medium npm git None
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CVE-2017-8761 Medium npm swift None

CVE-2017-7890 Medium npm php None

CVE-2017-20004 Medium npm rust None

CVE-2017-15298 Medium npm git None

CVE-2017-14992 Medium npm docker None

CVE-2016-7128 Medium npm php None

CVE-2016-6292 Medium npm php None

CVE-2015-9253 Medium npm php None

CVE-2015-8935 Medium npm php None

CVE-2015-8838 Medium npm php None

CVE-2015-7804 Medium npm php None

CVE-2015-7803 Medium npm php None

CVE-2015-5223 Medium npm swift None

CVE-2015-4598 Medium npm php None

CVE-2015-4148 Medium npm php None

CVE-2015-4024 Medium npm php None

CVE-2015-4021 Medium npm php None

CVE-2015-3412 Medium npm php None

CVE-2015-3411 Medium npm php None

CVE-2015-3330 Medium npm php None

CVE-2015-2783 Medium npm php None

CVE-2015-2348 Medium npm php None

CVE-2015-1856 Medium npm swift None

CVE-2015-1352 Medium npm php None

CVE-2015-0232 Medium npm php None

CVE-2014-9767 Medium npm php None

CVE-2014-9652 Medium npm php None

CVE-2014-9358 Medium npm docker None

CVE-2014-8178 Medium npm docker None

CVE-2014-7960 Medium npm swift None

CVE-2014-5278 Medium npm docker None

CVE-2014-5277 Medium npm docker None

CVE-2014-4698 Medium npm php None

CVE-2014-4670 Medium npm php None

CVE-2014-3670 Medium npm php None

CVE-2014-3668 Medium npm php None

CVE-2014-3597 Medium npm php None

CVE-2014-3587 Medium npm php None

CVE-2014-3487 Medium npm php None

CVE-2014-3480 Medium npm php None

CVE-2014-3479 Medium npm php None

CVE-2014-3478 Medium npm php None

CVE-2014-2497 Medium npm php None

CVE-2014-2020 Medium npm php None

CVE-2014-0238 Medium npm php None
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CVE-2014-0237 Medium npm php None

CVE-2014-0207 Medium npm php None

CVE-2013-7327 Medium npm php None

CVE-2013-6712 Medium npm php None

CVE-2013-6501 Medium npm php None

CVE-2013-6396 Medium npm swift None

CVE-2013-4635 Medium npm php None

CVE-2013-4248 Medium npm php None

CVE-2013-4155 Medium npm swift None

CVE-2013-4113 Medium npm php None

CVE-2013-3735 Medium npm php None

CVE-2013-2110 Medium npm php None

CVE-2013-1824 Medium npm php None

CVE-2013-1643 Medium npm php None

CVE-2012-3365 Medium npm php None

CVE-2012-2336 Medium npm php None

CVE-2012-2143 Medium npm php None

CVE-2012-1172 Medium npm php None

CVE-2012-0831 Medium npm php None

CVE-2012-0789 Medium npm php None

CVE-2012-0788 Medium npm php None

CVE-2012-0057 Medium npm php None

CVE-2011-4885 Medium npm php None

CVE-2011-4718 Medium npm php None

CVE-2011-3267 Medium npm php None

CVE-2011-3182 Medium npm php None

CVE-2011-2483 Medium npm php None

CVE-2011-2202 Medium npm php None

CVE-2011-1471 Medium npm php None

CVE-2011-1470 Medium npm php None

CVE-2011-1469 Medium npm php None

CVE-2011-1468 Medium npm php None

CVE-2011-1467 Medium npm php None

CVE-2011-1466 Medium npm php None

CVE-2011-1464 Medium npm php None

CVE-2011-1398 Medium npm php None

CVE-2011-0755 Medium npm php None

CVE-2011-0753 Medium npm php None

CVE-2011-0752 Medium npm php None

CVE-2011-0708 Medium npm php None

CVE-2011-0421 Medium npm php None

CVE-2010-4699 Medium npm php None

CVE-2010-4697 Medium npm php None

CVE-2010-4409 Medium npm php None

CVE-2010-3906 Medium npm git None

22/24



CVE-2010-3870 Medium npm php None

CVE-2010-1130 Medium npm php None

CVE-2010-1128 Medium npm php None

CVE-2009-5016 Medium npm php None

CVE-2009-4418 Medium npm php None

CVE-2009-4142 Medium npm php None

CVE-2009-3558 Medium npm php None

CVE-2009-3557 Medium npm php None

CVE-2009-2626 Medium npm php None

CVE-2008-5498 Medium npm php None

CVE-2008-4107 Medium npm php None

CVE-2008-2829 Medium npm php None

CVE-2008-2666 Medium npm php None

CVE-2008-1384 Medium npm php None

CVE-2007-5900 Medium npm php None

CVE-2007-5899 Medium npm php None

CVE-2007-5898 Medium npm php None

CVE-2007-5128 Medium npm php None

CVE-2007-4889 Medium npm php None

CVE-2007-4887 Medium npm php None

CVE-2007-4840 Medium npm php None

CVE-2007-4784 Medium npm php None

CVE-2007-4783 Medium npm php None

CVE-2007-4782 Medium npm php None

CVE-2007-4670 Medium npm php None

CVE-2007-4652 Medium npm php None

CVE-2007-4441 Medium npm php None

CVE-2007-3996 Medium npm php None

CVE-2007-2872 Medium npm php None

CVE-2007-2748 Medium npm php None

CVE-2007-2369 Medium npm php None

CVE-2007-1521 Medium npm php None

CVE-2007-1484 Medium npm php None

CVE-2007-1475 Medium npm php None

CVE-2007-1460 Medium npm php None

CVE-2007-1411 Medium npm php None

CVE-2007-1375 Medium npm php None

CVE-2007-1286 Medium npm php None

CVE-2006-7243 Medium npm php None

CVE-2006-5178 Medium npm php None

CVE-2006-3011 Medium npm php None

CVE-2004-0958 Medium npm php None

CVE-2003-0442 Medium npm php None

CVE-2002-2215 Medium npm php None

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1
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VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-166319 Medium npm debug 2.6.9 3.1.0 3.2.7 4.3.1

VULNDB-267880 Medium npm ansi-regex 2.1.1 5.0.1 6.0.1

VULNDB-270266 Medium npm electron 12.2.2 13.5.2

VULNDB-269651 Medium npm electron 12.2.2 13.5.2

VULNDB-279968 Medium npm rust 1.58.1

VULNDB-184133 Medium npm rust 1.27.1

CVE-2015-3631 Low npm docker None

CVE-2014-5459 Low npm php None

CVE-2014-4721 Low npm php None

CVE-2014-3981 Low npm php None

CVE-2012-3450 Low npm php None

CVE-2008-5814 Low npm php None

CVE-2007-6039 Low npm php None

CVE-2004-0959 Low npm php None

VULNDB-282166 Low npm follow-redirects 1.14.8

VULNDB-269604 Unknown npm lodash None
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