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About


WindowsSpyBlocker 🛡️ is an application written in Go and delivered as
a single executable to block spying and
tracking on Windows systems.

The approach of this project is to capture and interpret network traffic based on a set of tools. Depending on the
interactions between services and source or destination of traffic, rules are created and sorted by assignment.

Documentation and download


Documentation and download can be found on https://crazymax.dev/WindowsSpyBlocker/

Contributing


Want to contribute? Awesome! The most basic way to show your support is to star the project, or to raise issues. You
can also support this project by becoming a sponsor on GitHub or by making
a Paypal donation to ensure this journey continues indefinitely!

Thanks again for your support, it is much appreciated! 🙏

License


MIT. See LICENSE for more details.

Icon credit to Icons8.






   



        


        

      
        
          
            
  About


      
        Block spying and tracking on Windows
      

      
        
    

        
          crazymax.dev/WindowsSpyBlocker/
        
      


    Topics

    
        
      
  windows

      
  dnscrypt

      
  openwrt

      
  firewall

      
  telemetry

      
  qemu

      
  wireshark

      
  blocker

      
  sysmon

      
  hostsfile

      
  spy

      
  proxifier

      
  ncsi

  


    


    Resources

    
      
        
    

        Readme
    


  
    License

  
    
      
    

     MIT license
    
  





  
  

  
    
      
    

      Activity
  



  Stars

  
    
      
    

      4.4k
      stars
  


  Watchers

  
    
      
    

      146
      watching
  


  Forks

  
    
      
    

      354
      forks
  


    
      
          Report repository
    




          

        


        
            
              
                
  
    Releases
      97



  
    
    

    
      
        4.39.0
        
          Latest
      

      May 16, 2022

    

    
      
        + 96 releases


              

            


        
            
              
                
Sponsor this project


        	
              

               

            


  	
          
            
          
          
            https://www.paypal.me/crazyws
          
        


  
    Learn more about GitHub Sponsors
  


              

            


        
        
            
              
                

              

            


        
            
              
                
  
    Contributors
      10




    
  	
      
        [image: @crazy-max]
      
    
	
      
        [image: @dependabot[bot]]
      
    
	
      
        [image: @github-actions[bot]]
      
    
	
      
        [image: @dependabot-preview[bot]]
      
    
	
      
        [image: @luigoalma]
      
    
	
      
        [image: @elgab]
      
    
	
      
        [image: @smallgarage]
      
    
	
      
        [image: @lightswitch05]
      
    
	
      
        [image: @lx4r]
      
    
	
      
        [image: @Voltairine-de-Cleyre]
      
    







              

            


        
        
            
              
                Languages


  
    
    


	
        
          
    

          Go
          99.6%
        
    
	
        
          
    

          PowerShell
          0.4%
        
    



              

            


              



  




  



  





    
  


  


          
  Footer


  


  
    
      
        
    


      
        © 2024 GitHub, Inc.
      
    


    
      Footer navigation


      	
            Terms
          
	
            Privacy
          
	
            Security
          
	
            Status
          
	
            Docs
          
	
            Contact
          
	
  
    
      Manage cookies
    
  

	
  
    
      Do not share my personal information
    
  



    
  






    


  
    
    

    
      
    

    
    You can’t perform that action at this time.
  


    
  
    
    
      
        
    

      
      

    
  


    
  
  




    
  
    
      
    

      
    

    
  



  
    
      
    

      
    

    
  






    


    

    

  