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1 Introduction

1.1 Purpose

This document is created to introduce users to HARMAN Packaged Browser solution for an Adobe
Flash Player End of Life case. This document describes installation process and general usage
guidelines for Packaged Browser solutions.

1.2 Glossary

Term Definition

IE-based Solution based on a standard Microsoft Web Control.

Chromium- Solution based on an Electron.js framework which is using Chromium
based engine.

IE plugin Plugin used with Microsoft Internet Explorer browser.

2 Installation process.

In order to install a package, user need to run provided <Package name>.msi file and follow
instructions provided in an installer. Default installation of a package is system wide (for all users
on a machine), so it requires administration rights.

2.1 IE-based Packaged Browser installation.

2.1.1 IE-based silent installation.

For using silent installation user need to open a command line as administrator and run installation
command:

$ msiexec /q /i <Package name>.msi
If user wants to install only for a current user than user need to execute below command:

$ msiexec /q /i <Package name>.msi MSIINSTALLPERUSER=1 ALLUSERS=2

User can also specify a TARGETDIR parameter to install in a specified directory:

$ msiexec /q /i <Package name>.msi TARGETDIR="<Installation path> "

_g——
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2.2 Chromium-based Packaged Browser installation.
2.2.1 Chromium-based solution silent installation.

For using silent installation user need to open a command line as administrator and run installation
command:

$ msiexec /q /I <Package name>.msi

If user wants to install only for a current user than user need to execute below command:
$ msiexec /q /i <Package name>.msi MSIINSTALLPERUSER=1 ALLUSERS=2

User can also specify an INSTALLFOLDER parameter to install in a specified directory:

$ msiexec /q /i <Package name>.msi INSTALLFOLDER="<Installation path>"
MSIINSTALLPERUSER=1 ALLUSERS=2

2.3 |E plugin solution installation.

Before installation of a HARMAN IE plugin the user must remove any existing Flash Player on the
machine. For Windows 7, Adobe provide an uninstaller, but for Windows 8 and later, this means
installing a Microsoft update KB4577586. For more details, please refer to a Microsoft support

topiclt.

This will ensure that Flash Player installation from HARMAN is not affected in the future by this
update.

IMPORTANT NOTE: for a testing purposes during an evaluation phase, we recommend to use
‘non-main’ machines or virtual machines, because KB4577586 cannot be easily uninstalled as
mentioned in a Microsoft support topic [1].

3 Features.

3.1 Supported command line arguments.
3.1.1 Specific launching URL.
User can specify a launch URL by using the ‘-url’ argument in a command line or in a ‘Target’ of a

shortcut. For example, if user wants to launch a https://harman.com in a Packaged Browser
application than a shortcut Target will look like this: “<Path to executable>" -url https://harman.com

_g——
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See below screenshot for details.

3 HARMAM_Packaged_Browser.exe - Shortcut Properties e

Security Details Previous Yersions
General Shortcut Compatibiity
';1:\ HaRMAN_Packaged Browserexe - Shortcut
—

Target type: Application

Target location: app

Target: |_Packaged_Browser.exe" -url htlps:h’harman.corﬂ|

Start in: | "C:AProgram Files\HARMAN\HAR MAN_Packagc|

Shartcut kew: |N0ne |

Bun: Mormnal window i
Comment: | |
Open File Location LChange lcon... Advanced...

Caree | [

3.2 Bookmarks.

Both IE and Chromium based versions of HARMAN Packaged Browser solution support bookmark
of pages

3.2.1 Bookmarks in IE-based application.

User can bookmark current page using a File menu item “Add to bookmarks”.

“ Packaged Erowser Dermo
File
Internet aptions mACOrmpany
Add to bookmarks
Bookmarks...

Exit

A popup dialog appears after that for the userto set a proper name for the bookmark or to modify
the URL manually.

Add bookmark? >

Bookmark name: : | Abouk Harman inkernational | Cu:unn|

Bookmark url : | https:,l',l'www.harman.cu:um,l'-:u:umpan';.|

Corcel
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User can open a list of bookmarked pages by clicking on a “Bookmarks...” item in a File menu of
an application.

=" Packaged Browser Derno
File
Internet options T COMmpany
Add to bookmarks
Bookrmarks..,

Exit

List of bookmarked pages contains all previously bookmarked pages.

Main work page Edit| Delete |
Harrman main page Edit| Delete |
About Harman international | Comnected Technologies Edit| Delete |

Home Page Editl Deletel

3.2.1.1 Delete bookmark in IE-based application.

If user clicks on a ‘Delete’ button for a specific bookmark on a page with bookmarks a popup
dialog would appear where user can press “OK” to delete a bookmark.

BundledBrowser x>

| Delete bookmark?

Canicel

3.2.1.2 Edit bookmark in IE-based application.

User can click on ‘Edit’ button for a specific bookmark on a page with bookmarks which would
bring up a popup dialog to edit a bookmark.

Edit bookmark *

Boakmark name : ‘ Harman main page |

Bookmark url ; ‘ https v, google, Fu ‘

Cancel

_g——
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3.2.2 Bookmarks in Chromium-based version.

User can bookmark current page using the Options menu item “Bookmark this page” or by pressing the
‘Ctrl+D’ shortcut on a keyboard.

Options  Edit Wiew

Mew Tab Ctrl+T
Clase Tab Chrl +4f
Home Ctrl+H 0
Print Ctrl+P

Bookrmark this page  Ctrl+D
Bookrmarks... Ctrl+B
Clear cache

Exit

A popup dialog appears after that for a user convinience to set a proper name for a bookmark or to
modify an URL manually.

@ ~dd bookmark - O X

TEL | https:ffweeen: harman. comfcompany |

| Add | | Cancel |

User can open a list of bookmarked pages by clicking on a “Bookmarks...” item in an Option menu
of an application or by pressing a ‘Ctrl+B’ shortcut on a keyboard.

List of bookmarked pages contains all previously bookmarked pages.

@ Bockmarks — [m| *
Bookmarks
QA page Edit Delete
Harman main page Edit Delete
Home Page Edit Delete
About Harman international | Comnected Technologies Edit Delete
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3.2.2.1 Delete bookmark in Chromium-based application.

User can delete a bookmark by clicking on a ‘Delete’ button near a bookmark.

Bookmarks

QA page Edit Drelete
Harman main page Edit Drelete
Home Page Edit Delete
About Harman international | Cotmected Technelogies Edi

3.2.2.2 Edit bookmark in Chromium-based application.

User can click on ‘Edit’ button for a specific bookmark on a page with bookmarks which would
bring up a popup dialog to edit a bookmark.

@ Edit bookmark - | X

TEL | https:Mweess harman. com |

| Lpdate | | Cancel |

3.3 Multiple tabs in Chromium-based application.

User can open new tab by pressing on a ‘+’ sign on a tabs bar, by clicking on a ‘New Tab’ Options
menu item or by pressing a ‘Ctrl+T’ shortcut on a keyboard.

Qptions  Edit Wiew

Mewy Tab Crrl+T
Close Tab Crl+y
Harme Ctrl +H e
Print Ctrl +P

Bookmark this page  Cirl+D
Bookrmarks... Ctrl+B
Clear cache

Exit

User Can close a tab either by pressing a ‘Close Tab’ item in an Options menu or by pressing a
‘Ctrl+W’ shortcut on a keyboard or by pressing a cross icon on a tab.

& ... x €@

_g——
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3.4 Chromium-based Zoom-in and Zoom-out feature.

User can use either appropriate shortcuts or View menu items to zoom-in or zoom-out in a current
tab.

Options  Edit  Wiew
é Refresh F3
Toggle Developer Toals For Tab F12
Aboul Toggle Developer Toaols For Main Window Shift+F12

Actual Size Ctrl+0
Zoorm I Ctrl+=
Zoom Out Crl +- _I
Toggle Full Screen F11

3.5 IE-based application document mode (IE 7 mode by default).

By default, IE-based application is running in an IE 7 mode. To change this setting user can
update a registry entry like shown on an image below. For more details on what this registry key
does please refer to the Microsoft documentation(?.

B Registry Editor

File Edit View Faworites
Computer\HKEV_CURRENT_U i P rtro\FEATURE_BROW/SER_EMULATION

|| Name Type Data
28] (Defaulty REG_SZ (walue not st
el d32.exe

REG_DWORD 0<00002a5 (11000)

REG_DW/CRD 020000238 (11000)

REG_DWORD 000002 70F (3995)

REG_DWORD 0<00002aF3 (1100T)

REG_DWORD 0<00002af5 (11000)

REG_DW/ORD 0200002 70F (3995)

REG_DW/ORD 0<00002aF3 (11001

b Server HitpHost exe | REG_DWORD 0400002 70F (3995)

REG_DW/ORD 0<00002aF% (11000)
REG_DWORD 0<00002711 (10001)
EdgehtrniStarage Telemetry REG_DW/ORD 0400011000 (60632
Explorer Bars REG_DWORD 0x00002aF3 (11001
Flip~head REG_DWORD 0<00002aF3 (1100T)
GPU REG_DVWQRD c00002af9 (11001)
Help_Menu_URLs REG_DWVORD 0000022F8 (11000)
1EDevTaols REG_DW/ORD 0<00002aF3 (11001
REG_DWORD 040000235 (11000)

REG_DW/CRD 020000238 (11000)

~ || FeatureControl
i L. FEATURE BROWSER EMULATION
FEATURE_LOCALMACHINE_LOCKDOWN
FEATURE_SCRIPTURL_MITIGATION
WindowsSearch
MAO Settings
Menuxt
MINIE .

During evaluation phase it would be helpful if you can check what mode is used in an IE browser
using a developer tools in a browser. Open an application URL in an IE browser and then press
F12. Check ‘Emulation’ tab and a ‘Document mode’ value.

DOM Explorer Console Debugger Network Performance Memory Ermulation .

Mode Display

Document mode 11 (Default) i ] Qrientation Landscape
Browser profile Desktop Resolution Default
User agent string | Internet Explorer 11 [DE

_g——
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If in IE you can see that Decument mode is set to 11 than registry entry for a PackagedBroswer
application should be a decimal 11000.

This setting takes an effect on the Packaged Browser only after restart of an application.
3.6 Chromium-based application — printing of a Popup window.

User can print a Popup window by pressing a “Ctrl+P” shortcut on a keyboard.

4 FAQ

4.1 Packaged Browser doesn’t work properly in Citrix environment

If Packaged Browser doesn’t work properly in Citrix environment than disabling of Citrix hooks !
can resolve an issue.

4.2 |E-based Packaged Browser unable to find the Flash Player

The packaged browser solutions come with a version of the Flash Player, but the IE-based
solution also needs some registry entries to be present so that the IE engine can advertise a
particular version number of the Flash Player to the HTML/JavaScript content that it's running. If
the user has removed the system Flash Player, then this will remove the registry entries and the
packaged browser solution may stop working. To restore the settings HARMAN have developed a
simple “Flash Player Utility” that restores the registry during installation.

Note also that the Flash Player needs to be enabled. If there are administrative policies set up on
the computer that disable the use of Flash Player, then these would prevent any IE-based
application from accessing Flash content.

4.3 How to tell what version of the IE plugin is installed
To check what version of Flash Player is available in IE, visit the Flash Player Help (adobe.com)

website and click on” Check Now”. Adobe’s versions of Flash Player go up to version 32,
HARMAN'’s versions start at version 50.

4.4 Flash content is replaced by a Flash/Information logo

If a Flash/Information logo is displayed on the screen, this indicates that content is blocked by the
URL filtering (or, for evaluation licensees, the evaluation period may have expired). For evaluation
versions, a file should be generated called “flashurlfilter.log” — in the ‘temp’ folder for IE-based
solutions, and in an application-specific folder under ‘appdata’ for Chromium-based solutions.

_g——
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4.5 |IE plugin installation doesn’t work
Please install IE plugin as an administrator. It is required to properly register for an IE browser.

Also please make sure that Shockwave plugin is enabled in IE browser like shown on a picture

below.

Manage Add-ons *
Wiews and manage your Internet Explorer add-ons
Ldd-on Types Marne Publisher Status Architecture  Load time MNavigation... &
. Microsott Corporation
Toolk d Extensi

@ Ioalbars and Extensians Lync Click to Call Microsoft Corporation  Enabled 32-bitand .. 0,005 0,005
o) }
- Search Providers Skype for Business Browser Hel... Microsoft Carporation Enabled 32-bitand .. 0,003 0,005
@éccelerators IEToEdge BHO Microsoft Carporation Enahled 32-bitand .. 0.01s 0,005
@Tracking Protection MarneCtrl Class Microsoft Corporation Enabled 32-bit

WizCombo Class Microsoft Corporation Enahled 32-hit

XML DOM Document Microsoft Corporation Enabled 32-bitand ...

Wéindowes Media Player Microsoft Corporation Enabled 32-bitand ...

Microsoft Sikverlight Microsoft Corporation Enabled 32-bitand ...

Microsoft Windows Third Party Application Component
/e Flash Object ir.. Enabled 32-bit and ...
Mot Available
Shows: OneNate Linked Notes Not Awailable Enabled 32-bitand ..
Al aek-ame ¥|| Sendto Onelote Not Awailable Enabled 32-bitand ... e
Shockwave Flash Object
Microsoft Windows Third Party Application Component
Wersion: 32.0.0.445 Type: ActiveX Control
File date: 6 oktadpa 2020r, 3:13 Search for this add-on via default search provider
kdore information
Disable

Eind more toolbars and extensions...
Learn more about toolbars and extensions Close

References

Update for the removal of Adobe Flash Player: October 27, 2020:
[1] https://support.microsoft.com/en-us/help/4577586/update-for-removal-of-adobe-
flash-player

https://docs.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-

[l developer/general-info/ee330730(v=vs.85)?redirectedfrom=MSDN

[3] https://support.citrix.com/article/CTX107825
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