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ExternalRoles

Summary

Every organization can maintain their own access management system for managing the data assets. Users in the organisation will be able to access the
dataset only if a particular role is provisioned under the org's access management system.

The aim of this feature is to enable users to see the required access & roles of an organisation's access management system for accessing a dataset. Also

request for the appropriate roles from the Datahub frontend to the organisation if the role is not provisioned for the user in organisation's access
management system.

Motivation

Currently entities such as Dataset can have properties attached as aspects. We do not want to attach the org's roles as properties to the dataset since the
external roles fetching and dataset fetching are two different processes.

Roles under the organisation's scope, can be created at any point of time. Creating new entity would help us add the about the role names and properties
of the external role. Also we can attach the provisioned users of a role to the entity. These users can be tied to corpuser in Datahub. This will enable the
users to know if a role is already provisioned or yet to be requested to access the dataset.

A dataset can have one or more roles for access. READ, WRITE, ADMIN roles are the three different roles.

The external roles can be ingested in two different ways as below,

Ways of ingesting access roles

1. During ingestion of datasets, if access roles can be discovered, roles and access information can be added
2. There can be separate batch process which can be run offline to load 1AM roles for all the datasets in the system

Requirements
1. Ability to associate ExternalRoles entity to Dataset

2. Same ExternalRole can be associated to multiple datasets

Detailed Design

Metadata model changes

. Create new entity (externalRole) for external role access management

. Add required roleproperties as aspect to externalRole

. Also add required provisioned users as aspect to externalRole

. Link the externalRole entity with Dataset entity with one or more relationship
. Update the existing getDataset graphql api with the addition of new entity
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In entity-registry.yml, add the new entity externalRole



- nane: external Role
category: core
keyAspect: external Rol eKey
aspects:
- external Rol eProperties
- external Rol eProvi si onedUser s

ExternalRoleProperties

record External Rol eProperties {

/**
* Di splay name of the External Role in an organisation
*/
@ear chabl e = {
"fiel dType": "TEXT_PARTIAL",
"enabl eAut oconpl ete": true,
"boost Score": 10.0
}

name: string

/**

* Description of the external Role
*/

description: optional string

/**

* Can be READ, ADM N, WRI TE
*/

type: optional string

/**

* Link to request access in external access nanagenent
*/

requestlink: optional string

/**
* Created Audit stanp
*/
@earchabl e = {
"ltime": {
"fiel dNane": "createdTine",
"fieldType": "DATETI ME"
}
}

created: optional AuditStanmp

ExternalRoleProvisionedUsers

record Ext Rol eProvisionedUsers {

/**

* List of provisioned users of a role

*/

provi si onedUsers: array[ Ext Rol eProvi si onedUser]

ExternalRoleProvisionedUser



record ExtRol eProvisionedUser {

/**
* Link provisioned corp user of datahub
*/
@Rel ationship = {
"name": "Has",
"entityTypes": [ "corpuser, corpGoup” ]

}

provi si onedUser: Urn

Non Requirement

A new AccessManagement tab will be added as part of the dataset details as below

O (a F—
Datasets > prod > snowflake > long_tail_companions > analytics > active_customer_Itv
This entity is not discoverable via search or lineage graph. Contact your DataHub admin for more information.

Teble Y3 dbt&Snowtiake > B> LONG_TAIL_COMPANIONS > B> ANALYTICS o Share

active_customer_lItv O O

Updated 7 months ago

Schema  Documentation Lineage Properties Queries Stats Validation AccessManagement

Read Access Person

Rolel

« X

Write Access

>
Rolel v Peerl Submit a Request

Role 2 Peer2

Admin Access

Role1 x

Role 2 v Peer2 Submit a Request

Lt Analytics

& Govern + @8 C'

(D) Details  off Lineage 10 upstream, 5 downstream

® Last synchronized 6 months ago

About

e This is descriptionjkhkjoe pof

& test

& Google

®

Lineage

t

BN

+

AddLink

Owners

(1] situte
Q) #vorcan et assocition

Composed Of

2z
the active customer Itv
@ o + Association x
Google x| - AddOwners

3 tong_tail_companions anaiytcs.active_customer_ltv

s sctive_customer_tv

Tags
©211312023 x

it oz

® vicfewtwef X




	RFC - Addition of Access Management roles

