
ID Title Publish Date Document URL File Download File Updates Bug ID Cross List ID Cross List URL CVE Additional Info
kb403328

kb402995
kb403432
kb403433
kb403351
kb403515
kb403597

kb403683
kb403629
kb403750
kb403795

kb404026
kb403411

cpsid_84585
cpsid_86589
APSB08-12
APSB08-21 
APSB09-09

APSB09-12

APSB10-05

APSB10-11

APSB10-18

APSB11-04

APSB11-14

cpsid_52915

APSB11-29

APSB12-06

APSB12-15

APSB12-21

Key

Patch for ColdFusion Flex2 Remoting Access Level Issue Apr 7, 2008 http://kb2.adobe.com/cps/403/kb403328.html http://www.adobe.com/support/coldfusion/ts/documents/kb403328/hf801-71471.zip cf_root\lib\updates\hf801-71471.jar
cf_webroot/CFIDE/adminapi/administrator.cfc

71471 APSB08-12 http://www.adobe.com/support/security/bulletins/apsb08-12.html CVE-2008-1656 Explicitly listed to be removed in APSB11-04
File in APSB11-04

Dreamweaver Component Panel Does Not Display with ColdFusion 8 Multi-User RDS Enabled May 1, 2008 http://kb2.adobe.com/cps/402/kb402995.html http://www.adobe.com/support/coldfusion/ts/documents/kb402995/70972.zip webroot/CFIDE/componentutils/Application.cfm File in APSB11-04
Patch Available to Disable Auto-generatedkeys in Datasources May 1, 2008 http://kb2.adobe.com/cps/403/kb403432.html none see TechNote
Patch for Apache Connector ArithmeticException Divide By Zero May 1, 2008 http://kb2.adobe.com/cps/403/kb403433.html http://www.adobe.com/support/coldfusion/ts/documents/kb403433/hf801-71362.zip cf_root\lib\updates\hf801-71362.jar 71362 Hot Fix rolled into CHF1
Workaround for ColdFusion Startup with System Startup on Solaris May 1, 2008 http://kb2.adobe.com/cps/403/kb403351.html none see TechNote
Updated ColdFusion 8.0.1 ServerMonitorUI.swf May 1, 2008 http://kb2.adobe.com/cps/403/kb403515.html http://www.adobe.com/support/coldfusion/ts/documents/kb403515/71544.zip /CFIDE/administrator/monitor/ServerMonitorUI.swf File in APSB11-04
Patch for HTML grid and cfmenu May 14, 2008 http://kb2.adobe.com/cps/403/kb403597.html http://www.adobe.com/support/coldfusion/ts/documents/kb403597/hf801-71634.zip cf_root\lib\updates\hf801-71634.jar

webroot\CFIDE\scripts\ajax\resources\ext\images\default\form\trigger.gif
webroot\CFIDE\scripts\ajax\resources\yui\yui.css

71630, 
71634

Hot Fix rolled into CHF2, still need other files

Patch for CFMail error in ColdFusion 8.01 May 21, 2008 http://kb2.adobe.com/cps/403/kb403683.html http://www.adobe.com/support/coldfusion/ts/documents/kb403683/hf801-71800.zip cf_root\lib\updates\hf801-71800.jar 71800 Hot Fix rolled into CHF2
Patch for changed filesystem link behavior in ColdFusion 8.0 and 8.0.1 May 22, 2008 http://kb2.adobe.com/cps/403/kb403629.html http://www.adobe.com/support/coldfusion/ts/documents/kb403629/hf801-71648.zip cf_root\lib\updates\hf801-71648.jar 71648 Hot Fix rolled into CHF2
Using the flexgateway to instantiate multiple instances of CFC's causes the objects to be populated as nulls Jun 2, 2008 http://kb2.adobe.com/cps/403/kb403750.html http://www.adobe.com/support/coldfusion/ts/documents/kb403750/hf801-71643.zip cf_root\lib\updates\hf801-71643.jar 71643 http://www.mischefamily.com/nathan/index.cfm/2009/10/1/hf80171643-Breaks-Application-Specific-Custom-Tag-Paths
CFPresentation patch for audio issues and flash slide sizing problem Jun 10, 2008 http://kb2.adobe.com/cps/403/kb403795.html http://www.adobe.com/support/coldfusion/ts/documents/kb403795/hf801-70839.zip cf_root\lib\updates\hf801-70839.jar

cf_root/lib/preso/
    * blank.swf
    * components.swf
    * dummy.swf
    * Master80000000.swf
    * vconfig.xml
    * viewer.swf

70839 Hot Fix rolled into CHF2, still need other files

Patch for Performance Monitor with ColdFusion 8.0.1 Aug 4, 2008 http://kb2.adobe.com/cps/404/kb404026.html http://www.adobe.com/support/coldfusion/ts/documents/kb404026/perfmonDLLs.zip see TechNote
Patch for CFImage and Image functions in ColdFusion 8.0.1 Aug 15, 2008 http://kb2.adobe.com/cps/403/kb403411.html http://www.adobe.com/support/coldfusion/ts/documents/kb403411/hf801-71557.zip cf_root\lib\updates\hf801-71557.jar

cf_root\lib\metadata-extractor-2.3.1.jar
71557 Hot Fix rolled into CHF1, removed from CHF3+. Needs to be applied seperately

ColdFusion 7, 8 and 9: Update for expired certificate on CFForm controls (May 2010) May 19, 2010 http://kb2.adobe.com/cps/845/cpsid_84585.html http://kb2.adobe.com/cps/845/cpsid_84585/attachments/cfapplets_cps_84585.zip webroot/CFIDE/classes/cfapplets.jar
Deadlock caused by compiler and cache lock Sep 9, 2010 http://kb2.adobe.com/cps/865/cpsid_86589.html http://kb2.adobe.com/cps/865/cpsid_86589/attachments/hf801-76563.zip cf_root\lib\updates\hf801-76563.jar 76563
Update available for ColdFusion 8 CFC method access level issue Apr 8, 2008 http://www.adobe.com/support/security/bulletins/apsb08-12.html see Cross List kb403328 http://kb2.adobe.com/cps/403/kb403328.html CVE-2008-1656
Update available for potential ColdFusion 8 privilege escalation issue Nov 5, 2008 http://www.adobe.com/support/security/bulletins/apsb08-21.html http://www.adobe.com/support/security/bulletins/downloads/hf801-73122.jar cf_root\lib\updates\hf801-73122.jar 73122 CVE-2008-4831 Hot Fix rolled into CHF3, explicitly listed to remove in CHF4 & APSB11-04
Hotfix available for potential ColdFusion 8 input sanitization issue Jul 8, 2009 http://www.adobe.com/support/security/bulletins/apsb09-09.html http://www.adobe.com/support/security/bulletins/downloads/hf801-77218.jar

http://www.adobe.com/support/security/bulletins/downloads/CFIDE.zip
cf_root\lib\updates\hf801-77218.jar
webroot/CFIDE/scripts/ajax (15 files updated)
remove cf5_upload.cfm, cf5_connector.cfm from webroot\CFIDE\scripts\ajax\FCKeditor\editor\filemanager
\connectors\cfm

77218 CVE-2009-2265 Hot Fix rolled into CHF4, explicitly listed to remove in CHF4 & APSB11-04,
other files in APSB11-04
still need to remove other 2

Security Update: Hotfixes available for ColdFusion and JRun Aug 17, 2009 http://www.adobe.com/support/security/bulletins/apsb09-12.html multiple listed by CVE
http://download.macromedia.com/pub/coldfusion/updates/801/8_0_1.zip webroot\CFIDE\debug\cf_debugFr.cfm

webroot\CFIDE\wizards\common\_logintowizard.cfm
CVE-2009-1872
CVE-2009-1877

Replaced by APSB11-04

http://download.macromedia.com/pub/coldfusion/updates/801/hf801-1875.jar
http://download.macromedia.com/pub/coldfusion/updates/801/CF8.0.1.zip

cf_root\lib\updates\hf801-1875.jar
webroot\CFIDE\administrator
   * Application.cfm
   * index.cfm

CVE-2009-1875 Explicity listed to remove Hot Fix in CHF4,
other files in APSB11-04

http://download.macromedia.com/pub/coldfusion/updates/hf801-1878.jar cf_root\lib\updates\hf801-1878.jar CVE-2009-1878 Explicity listed to remove Hot Fix in CHF4, APSB11-04
http://download.macromedia.com/pub/coldfusion/updates/jmc-app2.zip JRun4\servers\admin\jmc-app.ear CVE-2009-1873

CVE-2009-1974
Only for Multi-server Jrun 4 installs

http://download.macromedia.com/pub/coldfusion/updates/wsconfig.jar wsconfig.jar CVE-2009-1876 Only for Apache webserver
Security update available for BlazeDS Feb 11, 2010 http://www.adobe.com/support/security/bulletins/apsb10-05.html http://kb2.adobe.com/cps/822/cpsid_82241/attachments/Coldfusion8.zip cf_root\lib\

   * flex-messaging.jar
   * flex-messaging-common.jar

cpsid_82241 http://kb2.adobe.com/cps/822/cpsid_82241.html CVE-2009-3960 Replaced by APSB11-14

Security update: Hotfixes available for ColdFusion May 11, 2010 http://www.adobe.com/support/security/bulletins/apsb10-11.html http://kb2.adobe.com/cps/841/cpsid_84102/attachments/hf801-00001.zip
http://kb2.adobe.com/cps/841/cpsid_84102/attachments/CFIDE-801.zip

cf_root\lib\updates\hf801-00001.jar
webroot/CFIDE\administrator\login.cfm
webroot/CFIDE\componentutils\login.cfm
webroot/CFIDE\wizards\common\_logintowizard.cfm

cpsid_84102 http://kb2.adobe.com/cps/841/cpsid_84102.html CVE-2009-3467
CVE-2010-1293
CVE-2010-1294

Replaced by APSB11-04

Security update: Hotfix available for ColdFusion Aug 10, 2010 http://www.adobe.com/support/security/bulletins/apsb10-18.html http://kb2.adobe.com/cps/857/cpsid_85766/attachments/CFIDE-801.zip webroot\CFIDE\administrator\cftags\l10n.cfm
webroot\CFIDE\administrator\cftags\l10n_testing.cfm

cpsid_85766 http://kb2.adobe.com/cps/857/cpsid_85766.html CVE-2010-2861 Replaced by APSB11-04

Security update: Hotfix available for ColdFusion Feb 8, 2011 http://www.adobe.com/support/security/bulletins/apsb11-04.html http://kb2.adobe.com/cps/890/cpsid_89094/attachments/CF801.zip cf_root\lib\updates\hf801-00002.jar
cf_root/lib
webroot/CFIDE
webroot/WEB-INF

cpsid_89094 http://kb2.adobe.com/cps/890/cpsid_89094.html CVE-2011-0580
CVE-2011-0581
CVE-2011-0582
CVE-2011-0583
CVE-2011-0584

Replaced by APSB11-14
hf801-00002.jar explicitly listed to be removed by APSB11-14

Security update: Hotfix available for ColdFusion Jun 14, 2011 http://www.adobe.com/support/security/bulletins/apsb11-14.html http://kb2.adobe.com/cps/907/cpsid_90784/attachments/CF801.zip 
http://kb2.adobe.com/cps/907/cpsid_90784/attachments/CFIDE-801.zip

cf_root\lib\updates\hf801-00003.jar
cf_root/lib
webroot/CFIDE
webroot/WEB-INF

cpsid_90784 http://kb2.adobe.com/cps/907/cpsid_90784.html CVE-2011-0629 
CVE-2011-2091

hf801-00003.jar explicitly listed to be removed by APSB11-29

Cumulative Hot Fix 4 for ColdFusion 8.0.1 Sep 25, 2009 http://kb2.adobe.com/cps/529/cpsid_52915.html http://kb2.adobe.com/cps/529/cpsid_52915/attachments/chf8010004.zip cf_root\lib\updates\chf8010004.jar
WEB-INF/lib/cfmx_bootstrap.jar

cfmx_bootstrap.jar replaced by APSB12-06

Security update: Hotfix available for ColdFusion Dec 13, 2011 http://www.adobe.com/support/security/bulletins/apsb11-29.html http://kb2.adobe.com/cps/925/cpsid_92512/attachments/CF801jar.zip cf_root\lib\updates\hf801-00004.jar cpsid_92512 http://kb2.adobe.com/cps/925/cpsid_92512.html CVE-2011-2463 
CVE-2011-4368

Replaced by APSB12-06
hf801-00004.jar explicitly listed to be removed by APSB12-06

Security update: Hotfix available for ColdFusion Mar 13, 2012 http://www.adobe.com/support/security/bulletins/apsb12-06.html http://helpx.adobe.com/content/dam/kb/en/930/cpsid_93043/attachments/CF801.zip
http://helpx.adobe.com/content/dam/kb/en/930/cpsid_93043/attachments/CFIDE-801.zip

cf_root\lib\updates\hf801-00005.jar
cf_root/lib
webroot/CFIDE
webroot/WEB-INF

cpsid_93043 http://helpx.adobe.com/coldfusion/kb/coldfusion-security-
hotfix.html

CVE-2012-0770 Replaced by APSB12-15
Using Section 2 instruction

Security update: Hotfix available for ColdFusion 9.0.1 and earlier Jun 12, 2012 http://www.adobe.com/support/security/bulletins/apsb12-15.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-15/fullhotfix/CF801.zip
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-15/fullhotfix/CFIDE-801.zip

cf_root\lib\updates\hf801-00006.jar
cf_root/lib
webroot/CFIDE
webroot/WEB-INF

http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
apsb12-15.html

CVE-2012-2041 Replaced by APSB12-21
Using Section 2 instruction

Security update: Hotfix available for ColdFusion 10 and earlier Sep 11, 2012 http://www.adobe.com/support/security/bulletins/apsb12-21.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-21/ful/CF801.zip
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-21/full/CFIDE-801.zip

cf_root\lib\updates\hf801-00007.jar
cf_root/lib
webroot/CFIDE
webroot/WEB-INF

http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
apsb12-21.html

CVE-2012-2048 Using Section 2 instruction

black = not installed, green = installed, orange = partially installed, red = superseded
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