Title Publish Date Document URL File Download File Updates Bug ID Cross List ID Cross List URL CVE Additional Info

(ool WP Y8 Error during Import Settings step of ColdFusion 9 Standard Migration Wizard Nov 19, 2009 http://kb2.adobe.com/cps/527/cpsid 52797.html http://helpx.adobe.com/content/dam/kb/en/527/cpsid 52797/attachments/CFIDE-9.zip webroot\CFIDE\administrator\setup\
* migrationcf8_import.cfm
* migrationcf8_export.cfm

Lsi=Rle s Solution available for potential ColdFusion information disclosure issue Jan 29, 2010 http://www.adobe.com/support/security/bulletins/apsb10-04.html cpsid_80719  http://kb2.adobe.com/cps/807/cpsid_80719.html CVE-2010-0185  Configuration change, must be done manually
LU =R EDERS Security update available for BlazeDS Feb 11, 2010 http://www.adobe.com/support/security/bulletins/apsb10-05.html http://helpx.adobe.com/content/dam/kb/en/822/cpsid_82241/attachments/Coldfusion9.zip cf_root\lib\ cpsid_82241  http://kb2.adobe.com/cps/822/cpsid_82241.html CVE-2009-3960 Replaced by APSB11-14
* flex-messaging.jar
* flex-messaging-common.jar
(o5 [ LK SN Cumulative Hot Fix 1 for ColdFusion 9 Feb 18, 2010 http://kb2.adobe.com/cps/825/cpsid 82536.html http://helpx.adobe.com/content/dam/kb/en/825/cpsid 82536/attachments/chf9000001.zip cf_root\lib\updates\chf9000001.jar
LY S ColdFusion 9: Struct keys, cfswitch cases, and variable names are associated with incorrect values Feb 18, 2010 http://kb2.adobe.com/cps/825/cpsid_82547.html http://helpx.adobe.com/content/dam/kb/en/825/cpsid_82547/attachments/hf900-81860.zip cf_root\lib\updates\hf900-81860.jar Rolled into CHF 3
LUSER DR RN Security update: Hotfixes available for ColdFusion May 11, 2010 http://www.adobe.com/support/security/bulletins/apsb10-11.html http://kb2.adobe.com/cps/841/cpsid_84102/attachments/hf900-00001.zip cf_root\lib\updates\hf900-00001.jar cpsid_84102  http://kb2.adobe.com/cps/841/cpsid_84102.html CVE-2009-3467 Replaced by APSB11-04
http://kb2.adobe.com/cps/841/cpsid_84102/attachments/CFIDE-9.zip webroot/CFIDE\administrator\login.cfm CVE-2010-1293
webroot/CFIDE\componentutils\login.cfm CVE-2010-1294
webroot/CFIDE\wizards\common\_logintowizard.cfm
L REZETEE ColdFusion 7, 8 and 9: Update for expired certificate on CFForm controls (May 2010) May 19, 2010 http://kb2.adobe.com/cps/845/cpsid 84585.html http://kb2.adobe.com/cps/845/cpsid 84585/attachments/cfapplets cps 84585.zi webroot/CFIDE/classes/cfapplets.jar
LS SR VR BB Security update: Hotfix available for ColdFusion Aug 10, 2010 http://www.adobe.com/support/security/bulletins/apsb10-18.html http://kb2.adobe.com/cps/857/cpsid_85766/attachments/CFIDE-9.zip webroot\CFIDE\administrator\cftags\I10n.cfm cpsid_85766  http://kb2.adobe.com/cps/857/cpsid 85766.html CVE-2010-2861 Replaced by APSB11-04
webroot\CFIDE\administrator\cftags\I10n_testing.cfm
125 R BB Security update: Hotfix available for ColdFusion Feb 8, 2011 http://www.adobe.com/support/security/bulletins/apsb11-04.html http://kb2.adobe.com/cps/890/cpsid 89094/attachments/CF9.zip cf_root\lib\updates\hf900-00002.jar cpsid_89094  http://kb2.adobe.com/cps/890/cpsid 89094.html CVE-2011-0580 Replaced by APSB11-14
cf_root/lib CVE-2011-0581 hf900-00002.jar explicitly listed to be removed by APSB11-14
webroot/CFIDE CVE-2011-0582
webroot/WEB-INF CVE-2011-0583
CVE-2011-0584
A SRR A Security update: Hotfix available for ColdFusion Jun 14, 2011 http://www.adobe.com/support/security/bulletins/apsb11-14.html http://kb2.adobe.com/cps/907/cpsid 90784/attachments/CF9.zip cf_root\lib\updates\hf900-00003.jar cpsid_90784  http://kb2.adobe.com/cps/907/cpsid 90784.html CVE-2011-0629
http://kb2.adobe.com/cps/907/cpsid 90784/attachments/CFIDE-9.zip cf_root/lib CVE-2011-2091
webroot/CFIDE
webroot/WEB-INF
LSS RR BV B Security update: Hotfix available for ColdFusion Dec 13, 2011 http://www.adobe.com/support/security/bulletins/apsb11-29.html http://kb2.adobe.com/cps/925/cpsid 92512/attachments/CF9jar.zip cf_root\lib\updates\hf900-00004.jar cpsid_92512  http://kb2.adobe.com/cps/925/cpsid 92512.html CVE-2011-2463 Replaced by APSB12-06
CVE-2011-4368 hf900-000083.jar explicitly listed to be removed by APSB12-06
503 PRV B Security update: Hotfix available for ColdFusion Mar 13, 2012 http://www.adobe.com/support/security/bulletins/apsb12-06.html http://helpx.adobe.com/content/dam/kb/en/930/cpsid_93043/attachments/CF9.zip cf_root\lib\updates\hf900-00005.jar cpsid_93043  http://helpx.adobe.com/coldfusion/kb/coldfusion-security- CVE-2012-0770 Replaced by APSB12-15
http://helpx.adobe.com/content/dam/kb/en/930/cpsid_93043/attachments/CFIDE-9.zip cf_root/lib hotfix.html Using Section 2 instruction
webroot/CFIDE
webroot/WEB-INF
USSR PE A Security update: Hotfix available for ColdFusion 9.0.1 and earlier Jun 12, 2012 http://www.adobe.com/support/security/bulletins/apsb12-15.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-15/fullhotfix/CF9.zip cf_root\lib\updates\hf900-00006.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2012-2041 Replaced by APSB12-21
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-15/fullhotfix/CFIDE-9.zip  cf root/lib apsb12-15.html Using Section 2 instruction
webroot/CFIDE
webroot/WEB-INF
2503 PEPA B Security update: Hotfix available for ColdFusion 10 and earlier Sept 11, 2012 http://www.adobe.com/support/security/bulletins/apsb12-21.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-21/full/CF9.zip cf_root\lib\updates\hf900-00007.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2012-2048 Replaced by APSB12-26
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-21/full/CFIDE-9.zip cf_root/lib apsb12-21.html Using Section 2 instruction
webroot/CFIDE
webroot/WEB-INF
LR PPN Security update: Hotfix available for ColdFusion 10 and earlier Dec 11, 2012 http://www.adobe.com/support/security/bulletins/apsb12-26.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-26/full/CF9.zip cf_root\lib\updates\hf900-00008.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE 2012-5675  Replaced by APSB13-03
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb12-26/full/CFIDE-9.zip cf_root/lib apsb12-26.html Using Section 2 instruction
webroot/CFIDE
wwwroot/WEB-INF
L\S1=3 KRV Security update: Hotfix available for ColdFusion Jan 15, 2013 http://www.adobe.com/support/security/bulletins/apsb13-03.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-03/full/CF9.zip cf_root\lib\updates\hf900-00009.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2013-0625 Replaced by CHF2
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-03/full/CFIDE-9.zip cf_root/lib apsb13-03.html CVE-2013-0629
webroot/CFIDE CVE-2013-0631
webroot/WEB-INF CVE-2013-0632
Cumulative Hotfix 2 for ColdFusion 9 Feb 27, 2013 http://helpx.adobe.com/coldfusion/kb/cumulative-hotfix-2- http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/chf/CF9/CF9.zip cf_root\lib\updates\ chf9000002.jar Replaced by CHF3
coldfusion-900.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/chf/CF9/CFIDE-9.zip cf_root/lib
webroot/CFIDE
webroot/WEB-INF
Cumulative Hotfix 3 for ColdFusion 9 Mar 8, 2013 http://helpx.adobe.com/coldfusion/kb/cumulative-hotfix-3- http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/newchf/CF9/chf3/CF9.zip cf_root\lib\updates\ chf9000003.jar
coldfusion-900.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/newchf/CF9/chf3/CFIDE-9.zip cf_root/lib
webroot/CFIDE
webroot/WEB-INF
LSRRI VR Security update: Hotfix available for ColdFusion Apr 9, 2013 http://www.adobe.com/support/security/bulletins/apsb13-10.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-10/partial/CF9.zip cf_root\lib\updates\ hf900-0010.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2013-1387 Replaced by APSB13-13
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-10/partial/CFIDE-9.zip webroot/CFIDE apsb13-10.html CVE-2013-1388 Using Section 1 since CHF3 contains rollup of all previous sec fixes
LSS RES KR Security update: Hotfix available for ColdFusion May 14, 2013 http://www.adobe.com/support/security/bulletins/apsb13-13.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-13/ full/CF9.zip cf_root\lib\updates\ hf900-0011.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2013-1389 Replaced by APSB13-27
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-13/full/CFIDE-9.zip cf_root/lib apsb13-13.html CVE-2013-3336  Using Section 2 instructions
webroot/CFIDE
webroot/WEB-INF
LR RE I Security update: Hotfix available for ColdFusion Jul 9, 2013 http://www.adobe.com/support/security/bulletins/apsb13-19.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-19/3329722.zip jrun-hotfix-3329722.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2013-3349  Single jar file installed to either
apsb13-19.html {ColdFusion-Home}/runtime/servers/lib (for Standalone) or {JRun-Home}/servers/lib (for Multiserver)
S SR REPY AN Security update: Hotfix available for ColdFusion Nov 12, 2013 http://www.adobe.com/support/security/bulletins/apsb13-27.html http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-27/full/CF9.zip cf_root\lib\updates\ hf900-0012.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix- CVE-2013-5326  Using Section 2 instructions
http://helpx.adobe.com/content/dam/help/en/coldfusion/kb/apsb13-27/full/CFIDE-9.zip cf_root/lib apsb13-27.html CVE-2013-5328

webroot/CFIDE
webroot/WEB-INF

black = not installed, green = installed, orange = partially installed, red = superseded
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