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Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion

Cumulative Hotfix 1 (CHF1) for ColdFusion 9.0.1

Cumulative Hotfix 2 (CHF2) for ColdFusion 9.0.1

Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion 9.0.1 and earlier

Security update: Hotfix available for ColdFusion 10 and earlier

Security update: Hotfix available for ColdFusion 10 and earlier

Security update: Hotfix available for ColdFusion

Cumulative Hotfix 3 for ColdFusion 9.0.1

Cumulative Hotfix 4 for ColdFusion 9.0.1

Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion

Security update: Hotfix available for ColdFusion

black = not installed, green = installed, orange = partially installed, red = superseded

Publish Date Document URL
Aug 10, 2010 http://www.adobe.com/support/security/bulletins/apsb10-18.html

File Download
http://kb2.adobe.com/cps/857/cpsid 85766/attachments/CFIDE-901.zip

Feb 8, 2011 http://www.adobe.com/support/security/bulletins/apsb11-04.html

Jun 14, 2011 http://www.adobe.com/support/security/bulletins/apsb11-14.html

Aug 31, 2010 http://kb2.adobe.com/cps/862/cpsid 86263.html

Sept 16, 2011 http://kb2.adobe.com/cps/918/cpsid 91836.html

Dec 13, 2011 http://www.adobe.com/support/security/bulletins/apsb11-29.html

Mar 13, 2012 http://www.adobe.com/support/security/bulletins/apsb12-06.html
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http://kb2.adobe.com/cps/907/cpsid 90784/attachments/CF901.zip
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File Updates Bug ID Cross List ID Cross List URL
webroot\CFIDE\administrator\cftags\I10n.cfm cpsid_85766  http://kb2.adobe.com/cps/857/cpsid 85766.html
webroot\CFIDE\administrator\cftags\I10n_testing.cfm
cf_root\lib\updates\hf901-00001.jar cpsid_89094  http://kb2.adobe.com/cps/890/cpsid 89094.html
cf_root/lib

webroot/CFIDE
webroot/WEB-INF

cf_root\lib\updates\hf901-00002.jar cpsid_90784  http://kb2.adobe.com/cps/907/cpsid_90784.html
cf_root/lib

webroot/CFIDE

webroot/WEB-INF

cf_root\lib\updates\chf9010001.jar
webroot/CFIDE/administrator/scheduler/scheduletasks.cfm
webroot/CFIDE/scripts/ajax/package/cfwindow.js

cf_root\lib\updates\chf9010002.jar
cf_root/lib

webroot/CFIDE

webroot/WEB-INF

cf_root\lib\updates\hf901-00003.jar cpsid_92512  http://kb2.adobe.com/cps/925/cpsid 92512.html
cf_root\lib\updates\hf901-00004.jar cpsid_93043  http://helpx.adobe.com/coldfusion/kb/coldfusion-security-
cf_root/lib hotfix.html

webroot/CFIDE
webroot/WEB-INF

cf_root\lib\updates\hf901-00005.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
cf_root/lib apsb12-15.html

webroot/CFIDE
webroot/WEB-INF

cf_root\lib\updates\hf901-00006.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
cf_root/lib apsb12-21.html

webroot/CFIDE
webroot/WEB-INF

cf_root\lib\updates\hf901-00007.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
cf_root/lib apsb12-26.html

webroot/CFIDE

wwwroot/WEB-INF

cf_root\lib\updates\hf901-00008.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
cf_root/lib apsb13-03.html

webroot/CFIDE
webroot/WEB-INF

cf_root\lib\updates\ chf90100083.jar
cf_root/lib

webroot/CFIDE

webroot/WEB-INF

cf_root\lib\updates\ chf9010004.jar
cf_root/lib

webroot/CFIDE

webroot/WEB-INF

cf_root\lib\updates\ hf901-0009.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
webroot/CFIDE apsb13-10.html
cf_root\lib\updates\ hf901-0010.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
cf_root/lib apsb13-13.html

webroot/CFIDE
webroot/WEB-INF

jrun-hotfix-3329722.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-
apsb13-19.html

cf_root\lib\updates\ hf901-0011.jar http://helpx.adobe.com/coldfusion/kb/coldfusion-security-hotfix-

cf_root/lib apsb13-27.html

webroot/CFIDE
webroot/WEB-INF

CVE
CVE-2010-2861

CVE-2011-0580
CVE-2011-0581
CVE-2011-0582
CVE-2011-0583
CVE-2011-0584

CVE-2011-0629
CVE-2011-2091

CVE-2011-2463
CVE-2011-4368

CVE-2012-0770

CVE-2012-2041

CVE-2012-2048

CVE 2012-5675

CVE-2013-0625
CVE-2013-0629
CVE-2013-0631
CVE-2013-0632

CVE-2013-1387
CVE-2013-1388

CVE-2013-1389
CVE-2013-3336

CVE-2013-3349

CVE-2013-5326
CVE-2013-5328

Additional Info
Replaced by APSB11-04, CHF2

Replaced by APSB11-14, CHF2
hf901-00001.jar explicitly listed to be removed by APSB11-14
Replaced by CHF2

Replaced by CHF2

cfmx_bootstrap.jar replaced by APSB11-14
Replaced by CHF2

Replaced by CHF3

Replaced by APSB12-06
hf901-00003.jar explicitly listed to be removed by APSB12-06

Replaced by APSB12-15
Using Section 2 instruction

Replaced by APSB12-21
Using Section 2 instruction

Replaced by APSB12-26
Using Section 2 instruction

Replaced by APSB13-03
Using Section 2 instruction

Replaced by CHF3

Replaced by CHF4

Updated on March 11, 2013 to supply jpedal.jar which was in CHF2 but was not included in CHF4

Replaced by APSB13-13
Using Section 1 since CHF4 contains rollup of all previous sec fixes

Replaced by APSB13-27
Using Section 2 Instructions

Single jar file installed to either
{ColdFusion-Home}/runtime/servers/lib (for Standalone) or {JRun-Home}/servers/lib (for Multiserver)

Using Section 2 Instructions
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