No. Time Source Destination Protocol Length Time to Live Time from request Transaction Identifier
Info
28110 2596.288950 192.168.0.10 192.168.0.105 Modbus/TCP 66 255 547
Query: Trans: 547; Unit: 1, Func: 3: Read Holding Registers
Frame 28110: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{AB2356DE-10C2-49C6-BB3F-B523B92E71B9},
id o
Section number: 1
Interface id: © (\Device\NPF_{AB2356DE-10C2-49C6-BB3F-B523B92E71B9})
Interface name: \Device\NPF_{AB2356DE-10C2-49C6-BB3F-B523B92E71B9}
Interface description: Ethernet
Encapsulation type: Ethernet (1)
Arrival Time: Apr 26, 2023 23:11:27.539772000 W. Europe Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1682543487.539772000 seconds
[Time delta from previous captured frame: 0.251615000 seconds]
[Time delta from previous displayed frame: 0.251615000 seconds]
[Time since reference or first frame: 2596.288950000 seconds]
Frame Number: 28110
Frame Length: 66 bytes (528 bits)
Capture Length: 66 bytes (528 bits)
[Frame is marked: True]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:mbtcp:modbus]
[Coloring Rule Name: TCP]
[Coloring Rule String: tcp]
Ethernet II, Src: Espressi_44:dd:44 (4c:eb:d6:44:dd:44), Dst: 3a:67:3a:76:01:39 (3a:67:3a:76:01:39)
Destination: 3a:67:3a:76:01:39 (3a:67:3a:76:01:39)
Address: 3a:67:3a:76:01:39 (3a:67:3a3:76:01:39)
oo w210 ools Lol. o.. .... = LG bit: Locally administered address (this is NOT the factory default)
eee 20.® ... iv. vev. v... = IG bit: Individual address (unicast)
Source: Espressi_44:dd:44 (4c:eb:d6:44:dd:44)
Address: Espressi_44:dd:44 (4c:eb:d6:44:dd:44)
e «4@. Lu. Live vev. o... = LG bit: Globally unique address (factory default)
ceee 00e@ tiv vies veve we.. = 16 bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.0.10, Dst: 192.168.0.105
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (©)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (9)
Total Length: 52
Identification: ©x32d0 (13008)
000. .... = Flags: 0x0
@... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
..0. .... = More fragments: Not set
...0 0000 0000 00OV = Fragment Offset: ©
Time to Live: 255
Protocol: TCP (6)
Header Checksum: 0x0730 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.0.10
Destination Address: 192.168.0.105
Transmission Control Protocol, Src Port: 54315, Dst Port: 502, Seq: 24901, Ack: 187620, Len: 12
Source Port: 54315
Destination Port: 502
[Stream index: @]
[Conversation completeness: Incomplete (12)]
[TCP Segment Len: 12]
Sequence Number: 24901 (relative sequence number)
Sequence Number (raw): 3562911477
[Next Sequence Number: 24913 (relative sequence number)]
Acknowledgment Number: 187620 (relative ack number)
Acknowledgment number (raw): 554241044
0101 .... = Header Length: 20 bytes (5)
Flags: 0x018 (PSH, ACK)
000. .... .... = Reserved: Not set
..0 .... .... = Accurate ECN: Not set
. @... .... = Congestion Window Reduced: Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. 1... = Push: Set
.0.. = Reset: Not set
..0. = Syn: Not set
tete +ceee ...0 = Fin: Not set
[TCP Flags: ....... AP...]
Window: 5279
[Calculated window size: 5279]



Modb

Modb

0000
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0020
0030
0040

[Window size scaling factor: -1 (unknown)]
Checksum: 0x85f6 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[Time since first frame in this TCP stream: 2593.397024000 seconds]
[Time since previous frame in this TCP stream: 2.252494000 seconds]
[SEQ/ACK analysis]
[Bytes in flight: 12]
[Bytes sent since last PSH flag: 12]
TCP payload (12 bytes)
[PDU Size: 12]
us/TCP
Transaction Identifier: 547
Protocol Identifier: 0
Length: 6
Unit Identifier: 1
us
.000 0011 = Function Code: Read Holding Registers (3)
Reference Number: 300
Word Count: 125
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No. Time Source Destination Protocol Length Time to Live Time from request Transaction Identifier
Info
28111 2596.433665 192.168.0.105 192.168.0.10 Modbus/TCP 313 255 0.144715000 547
Response: Trans: 547; Unit: 1, Func: 3: Read Holding Registers
Frame 28111: 313 bytes on wire (2504 bits), 313 bytes captured (2504 bits) on interface \Device\NPF_{AB2356DE-10C2-49C6-BB3F-
B523B92E71B9}, id @
Section number: 1
Interface id: © (\Device\NPF_{AB2356DE-10C2-49C6-BB3F-B523B92E71B9})
Interface name: \Device\NPF_{AB2356DE-10C2-49C6-BB3F-B523B92E71B9}
Interface description: Ethernet
Encapsulation type: Ethernet (1)
Arrival Time: Apr 26, 2023 23:11:27.684487000 W. Europe Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1682543487.684487000 seconds
[Time delta from previous captured frame: 0.144715000 seconds]
[Time delta from previous displayed frame: 0.144715000 seconds]
[Time since reference or first frame: 2596.433665000 seconds]
Frame Number: 28111
Frame Length: 313 bytes (2504 bits)
Capture Length: 313 bytes (2504 bits)
[Frame is marked: True]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:mbtcp:modbus]
[Coloring Rule Name: TCP]
[Coloring Rule String: tcp]
Ethernet II, Src: 3a:67:3a:76:01:39 (3a:67:3a:76:01:39), Dst: Espressi_44:dd:44 (4c:eb:d6:44:dd:44)
Destination: Espressi_44:dd:44 (4c:eb:d6:44:dd:44)
Address: Espressi_44:dd:44 (4c:eb:d6:44:dd:44)
ceee 24@. L... .ii. .ev. .... = LG bit: Globally unique address (factory default)
eee 20.® ... iv. vev. v... = IG bit: Individual address (unicast)
Source: 3a:67:3a:76:01:39 (3a:67:3a:76:01:39)
Address: 3a:67:3a:76:01:39 (3a:67:3a:76:01:39)
1o ..o oee. o.e. o... = LG bit: Locally administered address (this is NOT the factory default)
ceee 00e@ tiv vies veve we.. = 16 bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.0.105, Dst: 192.168.0.10
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (©)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (9)
Total Length: 299
Identification: @xfe2a (65066)
000. .... = Flags: 0x0
@... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
..0. .... = More fragments: Not set
...0 0000 0000 00OV = Fragment Offset: ©
Time to Live: 255
Protocol: TCP (6)
Header Checksum: @x3ade [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.0.105
Destination Address: 192.168.0.10
Transmission Control Protocol, Src Port: 502, Dst Port: 54315, Seq: 187620, Ack: 24913, Len: 259
Source Port: 502
Destination Port: 54315
[Stream index: @]
[Conversation completeness: Incomplete (12)]
[TCP Segment Len: 259]
Sequence Number: 187620 (relative sequence number)
Sequence Number (raw): 554241044
[Next Sequence Number: 187879 (relative sequence number)]
Acknowledgment Number: 24913 (relative ack number)
Acknowledgment number (raw): 3562911489
0101 .... = Header Length: 20 bytes (5)
Flags: 0x018 (PSH, ACK)
000. .... .... = Reserved: Not set
..0 .... .... = Accurate ECN: Not set
. @... .... = Congestion Window Reduced: Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. 1... = Push: Set
.0.. = Reset: Not set
..0. = Syn: Not set
tete +ceee ...0 = Fin: Not set
[TCP Flags: ....... AP...]
Window: 1564
[Calculated window size: 1564]



[Window size scaling factor: -1 (unknown)]
Checksum: 0x856c [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[Time since first frame in this TCP stream: 2593.541739000 seconds]
[Time since previous frame in this TCP stream: 0.144715000 seconds]
[SEQ/ACK analysis]
[This is an ACK to the segment in frame: 28110]
[The RTT to ACK the segment was: 0.144715000 seconds]
[Bytes in flight: 259]
[Bytes sent since last PSH flag: 259]
TCP payload (259 bytes)
[PDU Size: 259]
Modbus/TCP
Transaction Identifier:
Protocol Identifier: ©
Length: 253
Unit Identifier: 1
Modbus
.000 0011 = Function Code: Read Holding Registers (3)
[Request Frame: 28110]
[Time from request: ©.144715000 seconds]
Byte Count: 250

547

Register 300
Register
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Register 301
Register
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Register 302
Register
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Register 303
Register
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Register 304
Register
Register

Register 305
Register
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Register 306
Register
Register

Register 307
Register
Register

Register 308
Register
Register

Register 309
Register
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Register 310
Register
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Register 311
Register
Register

Register 312
Register
Register

Register 313
Register
Register

Register 314
Register
Register

Register 315
Register
Register

Register 316
Register
Register

Register 317
Register
Register

Register 318
Register

(UINT16): 3
Number: 300
Value (UINT16):
(UINT16): ©
Number: 301
Value (UINT16):
(UINT16): ©
Number: 302
Value (UINT16):
(UINT16): ©
Number: 303
Value (UINT16):
(UINT16): 1232
Number: 304
Value (UINT16):
(UINT16): @
Number: 305
Value (UINT16):
(UINT16): 17249
Number: 306
Value (UINT16):
(UINT16): @
Number: 307
Value (UINT16):
(UINT16): 17250
Number: 308
Value (UINT16):
(UINT16): 47186
Number: 309
Value (UINT16):
(UINT16): 17257
Number: 310
Value (UINT16):
(UINT16): 26214
Number: 311
Value (UINT16):
(UINT16): 65535
Number: 312
Value (UINT16):
(UINT16): 65535
Number: 313
Value (UINT16):
(UINT16): 65535
Number: 314
Value (UINT16):
(UINT16): 65535
Number: 315
Value (UINT16):
(UINT16): 65535
Number: 316
Value (UINT16):
(UINT16): 65535
Number: 317
Value (UINT16):
(UINT16): 65535
Number: 318
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65535

65535
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Register 338
Register
Register
Register 339
Register
Register
Register 340
Register
Register
Register 341
Register
Register
Register 342
Register
Register
Register 343
Register
Register
Register 344
Register
Register
Register 345

Value (UINT16):
(UINT16): 65535

Number: 319

Value (UINT16):

(UINT16): @
Number: 320

Value (UINT16):

(UINT16): ©
Number: 321

Value (UINT16):

(UINT16): ©
Number: 322

Value (UINT16):

(UINT16): ©
Number: 323

Value (UINT16):

(UINT16): ©
Number: 324

Value (UINT16):

(UINT16): ©
Number: 325

Value (UINT16):
(UINT16): 65535

Number: 326

Value (UINT16):
(UINT16): 65535

Number: 327

Value (UINT16):
(UINT16): 65535

Number: 328

Value (UINT16):
(UINT16): 65535

Number: 329

Value (UINT16):
(UINT16): 65535

Number: 330

Value (UINT16):
(UINT16): 65535

Number: 331

Value (UINT16):
(UINT16): 65535

Number: 332

Value (UINT16):
(UINT16): 65535

Number: 333

Value (UINT16):

(UINT16): ©
Number: 334

Value (UINT16):

(UINT16): ©
Number: 335

Value (UINT16):
(UINT16): 16967

Number: 336

Value (UINT16):
(UINT16): 55051

Number: 337

Value (UINT16):
(UINT16): 65535

Number: 338

Value (UINT16):
(UINT16): 65535

Number: 339

Value (UINT16):
(UINT16): 65535

Number: 340

Value (UINT16):
(UINT16): 65535

Number: 341

Value (UINT16):
(UINT16): 65535

Number: 342

Value (UINT16):
(UINT16): 65535

Number: 343

Value (UINT16):

(UINT16): @
Number: 344

Value (UINT16):

(UINT16): @
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65535

65535

65535

65535

65535

65535

65535
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65535

65535
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Register
Register
Register 346
Register
Register
Register 347
Register
Register
Register 348
Register
Register
Register 349
Register
Register
Register 350
Register
Register
Register 351
Register
Register
Register 352
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Register 353
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Register
Register 354
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Register
Register 355
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Register 356
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Register 357
Register
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Register 358
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Register 359
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Register 360
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Register 361
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Register
Register 362
Register
Register
Register 363
Register
Register
Register 364
Register
Register
Register 365
Register
Register
Register 366
Register
Register
Register 367
Register
Register
Register 368
Register
Register
Register 369
Register
Register
Register 370
Register
Register
Register 371
Register
Register

Number: 345
Value (UINT16):
(UINT16): 65535
Number: 346
Value (UINT16):
(UINT16): 65535
Number: 347
Value (UINT16):
(UINT16): 65535
Number: 348
Value (UINT16):
(UINT16): 65535
Number: 349
Value (UINT16):
(UINT16): 65535
Number: 350
Value (UINT16):
(UINT16): 65535
Number: 351
Value (UINT16):
(UINT16): 65535
Number: 352
Value (UINT16):
(UINT16): 65535
Number: 353
Value (UINT16):
(UINT16): 65535
Number: 354
Value (UINT16):
(UINT16): 65535
Number: 355
Value (UINT16):
(UINT16): 65535
Number: 356
Value (UINT16):
(UINT16): 65535
Number: 357
Value (UINT16):
(UINT16): 65535
Number: 358
Value (UINT16):
(UINT16): 65535
Number: 359
Value (UINT16):
(UINT16): 65535
Number: 360
Value (UINT16):
(UINT16): 65535
Number: 361
Value (UINT16):
(UINT16): 65535
Number: 362
Value (UINT16):
(UINT16): 65535
Number: 363
Value (UINT16):
(UINT16): 65535
Number: 364
Value (UINT16):
(UINT16): 65535
Number: 365
Value (UINT16):
(UINT16): 65535
Number: 366
Value (UINT16):
(UINT16): 65535
Number: 367
Value (UINT16):
(UINT16): 65535
Number: 368
Value (UINT16):
(UINT16): 65535
Number: 369
Value (UINT16):
(UINT16): 65535
Number: 370
Value (UINT16):
(UINT16): 65535
Number: 371
Value (UINT16):
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Register 372 (UINT16): 65535

Register Number: 372

Register Value (UINT16): 65535
Register 373 (UINT16): 65535

Register Number: 373

Register Value (UINT16): 65535
Register 374 (UINT16): 16705

Register Number: 374

Register Value (UINT16): 16705
Register 375 (UINT16): 29383

Register Number: 375

Register Value (UINT16): 29383
Register 376 (UINT16): ©

Register Number: 376

Register Value (UINT16): ©
Register 377 (UINT16): ©

Register Number: 377

Register Value (UINT16): ©
Register 378 (UINT16): 65535

Register Number: 378

Register Value (UINT16): 65535
Register 379 (UINT16): 65535

Register Number: 379

Register Value (UINT16): 65535
Register 380 (UINT16): 65535

Register Number: 380

Register Value (UINT16): 65535
Register 381 (UINT16): 65535

Register Number: 381

Register Value (UINT16): 65535
Register 382 (UINT16): 65535

Register Number: 382

Register Value (UINT16): 65535
Register 383 (UINT16): 65535

Register Number: 383

Register Value (UINT16): 65535
Register 384 (UINT16): 65535

Register Number: 384

Register Value (UINT16): 65535
Register 385 (UINT16): 65535

Register Number: 385

Register Value (UINT16): 65535
Register 386 (UINT16): 65535

Register Number: 386

Register Value (UINT16): 65535
Register 387 (UINT16): 65535

Register Number: 387

Register Value (UINT16): 65535
Register 388 (UINT16): 65535

Register Number: 388

Register Value (UINT16): 65535
Register 389 (UINT16): 65535

Register Number: 389

Register Value (UINT16): 65535
Register 390 (UINT16): 65535

Register Number: 390

Register Value (UINT16): 65535
Register 391 (UINT16): 65535

Register Number: 391

Register Value (UINT16): 65535
Register 392 (UINT16): 65535

Register Number: 392

Register Value (UINT16): 65535
Register 393 (UINT16): 65535

Register Number: 393

Register Value (UINT16): 65535
Register 394 (UINT16): 65535

Register Number: 394

Register Value (UINT16): 65535
Register 395 (UINT16): 65535

Register Number: 395

Register Value (UINT16): 65535
Register 396 (UINT16): 65535

Register Number: 396

Register Value (UINT16): 65535
Register 397 (UINT16): 65535

Register Number: 397

Register Value (UINT16): 65535
Register 398 (UINT16): 65535

Register Number: 398
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Register
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Register 411
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Register 413
Register
Register
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Register 416
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Register
Register 417
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Register 418
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Register
Register 419
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Register 420
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Register
Register 421
Register
Register
Register 422
Register
Register
Register 423
Register
Register
Register 424
Register
Register

Value (UINT16):
(UINT16): 65535
Number: 399
Value (UINT16):
(UINT16): 65535
Number: 400
Value (UINT16):
(UINT16): 65535
Number: 401
Value (UINT16):
(UINT16): 65535
Number: 402
Value (UINT16):
(UINT16): 65535
Number: 403
Value (UINT16):
(UINT16): 65535
Number: 404
Value (UINT16):
(UINT16): 65535
Number: 405
Value (UINT16):
(UINT16): 65535
Number: 406
Value (UINT16):
(UINT16): 65535
Number: 407
Value (UINT16):
(UINT16): 65535
Number: 408
Value (UINT16):
(UINT16): 65535
Number: 409
Value (UINT16):
(UINT16): 65535
Number: 410
Value (UINT16):
(UINT16): 65535
Number: 411
Value (UINT16):
(UINT16): 65535
Number: 412
Value (UINT16):
(UINT16): 65535
Number: 413
Value (UINT16):
(UINT16): 65535
Number: 414
Value (UINT16):
(UINT16): 65535
Number: 415
Value (UINT16):
(UINT16): 65535
Number: 416
Value (UINT16):
(UINT16): 65535
Number: 417
Value (UINT16):
(UINT16): 65535
Number: 418
Value (UINT16):
(UINT16): 65535
Number: 419
Value (UINT16):
(UINT16): 65535
Number: 420
Value (UINT16):
(UINT16): 65535
Number: 421
Value (UINT16):
(UINT16): 65535
Number: 422
Value (UINT16):
(UINT16): 65535
Number: 423
Value (UINT16):
(UINT16): 65535
Number: 424
Value (UINT16):

0000 4c eb d6 44 dd 44 3a 67 3a
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0020
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0060
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0090
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