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We delete the existing AKS cluster setup.

1. In the Azure portal we navigate to our AKS cluster
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2. On the **Qverview** page we select **Delete**
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3. On the **Delete cluster confirmation** page we select **Delete**
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The existing AKS cluster setup is now deleted
We remove the service principal

1. We remove the resource group eclipse-che, container service, and all related resources

az group delete --name eclipse-che --yes --no-wait
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2. We locate the Objectld from Enterprise Applications
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Even though Microsoft instructions are indicating that following these steps it should be enough to

delete our application, we can still locate cert manager service principal and Eclipse Che instances in
App Registrations.
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P Start typing a display name or application (client) ID to filter these r... * Add filters
3 applications found
Display name 1 Application (client) ID Created on Ty Certificates & secrets
cert-manager-eclipse-che 7d9b33ec-c9f8-4326-b750-e91d846c2d71 5/25/2021 @ current
ﬂ cert-manager-eclipse 6254b420-5354-4ac8-919b-205496ebedc 2/20/2024 @ Current
Eclipse Che 58affa1d-fdb7-4365-b9c1-ab945eaae60d 2/8/2024 © current
Note: The following Object ID is found every time in the “We will patch it.”
€ > C @ % portalazure.com/#view/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/~/Over ppld/7d9b33ec-c9f8-4326-b750-e91d846c2d71/isMSAApp~/false % © %000

G phpBBXS @ Néakaptéha <= WebCourses @ Facebook TUC-Schedule-Class... (% TUCeclass 3k ANnhoypagia - La... Ultra4-Email @ Work Tracking

e

Home > App registrations >

cert-manager-eclipse-che =

« [ oeete ® endpoins 9 prevew eatres

B overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart
# Integration assistant A Essentials
Manage Display name cert-manager-eclipse-che Client credentials 0 certificate, 1 secret
Application (client) ID 7d9b33ec-c9f8-4326-b750-€91d846c2d71 Redirect URIs Add a Redirect URI
B Branding & properties
Object ID 5c53act1-d7ac-4116-9af5-f23251892593 Application ID URI http://cert-manager-eclipse-che
D Authentication
Directory (tenant) ID 1e6eb10c-ccbd-416a-9410-c3665d7ac07b Managed application in I... : cert-manager-eclipse-che

Certificates & secrets
Supported account types : My organization only

11! Token configuration
o APl permissions @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical supportand <

security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more
& Expose an AP

App roles Get Started  Documentation

&8 Owners

&, Roles and administrators

Build your application with the Microsoft identity platform
M Manifest

The Microsoft identity platform is an authentication service, open-source libraries, and application management taols; You cap create modarn,
SiipportF Tioublashosting standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more!

& Troubleshooting

So we decide to delete them also using the Azure Portal

5. Deleting existing applications.

The following operations are performed by user : kostas@ultra4ais.onmicrosoft.com

12



~ A Agp regishrations - Micrasaki 2 X 4

€ 3 €@ = poml /  AAD S

Newest Question .. [ Gresce Lie Cams

E 9 Fourtsinof Sorrow... )| ADY Beooakovien 8 The Roling Stones -.. [l prefocs Genoti— L. [ % @ Hpsvintianetuits.. @ EipseChe 3
Microsoft Azure 5 Search resources, services, and docs (G+/)
Jome >

App registrations =

Preview features A Got feedback?

4 Download

+ Newregistration & Endpoints ¢ Troubleshooting () Refr

@ starting June 20th, 2020 we will no langer acd any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but we will no longer provide feature

updates. Applications will need to be upgraded 1o Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

All applications  Owned applications ~ Deleted applications

O Start yping a display name or application (client) ID 1o filter these .. i Add filters

This account isn't listed as an owner of any applications in this directary.

E3
ew all applications in the directory

e e mierssef s

v R fopegsatons Micofts %+

€ 3 O = portalazurecom/sien LAAD
@ hipsfintanetuira.. @ Edipse Che

orrow... #l] AOY. Beovakovian. @B The Raling Sionss .. [Jll prefocus G - .. [ Your €

il st e )

Home >

App registrations &

Preview features Got feedback?

+ New registration Endpoints Troubleshooting () Refresh L Download
g 9

CEgax O 02

South Afrc Wild L

@ viebcam ishen

@ starting June 30th, 2020 we will no longer add any new festures to Azure Active Directory Authentication Library (ADAL) nd Azure Active Directory Graph. We will continue to provide technical support and security updates but we will no longer provide festure

updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications  Owned applicatis  Deleted applications

) 1D to filter these r i add filters

O Start typing a display name or application (client)

3 applications found

Display name T

| - [

cert-manager-eclipse-che-teat

' Eclipse Che

Application (client) ID
7d9033ec-c9f8-4326-b750-e91d846c2d71
62545420-5354-4ac8-0190- 205496 beTde

58affald-fdb7-4365-bdc1-abe45eaazsad

a. Deleting application instance : cert-manager-eclpise-che

Created on
5/25/2021
272072024

2/8/2024

Certificates & secrets
@ Current
@ Current

@ current

13



- pp regisatars - Microsoft & X —
P rog

€ 3 @ = poal i/ LAAD licationsl istBlade e w O 0a

© Fourisin of Sorrow.. #1| ACY, Brovarevinn. W The Rolling Stones - [ prefocus Gmiti- L. [ Your Crestions @ hitpséintranetuitra., @) Elipse Che South Afice Wild L., @) Webcem Athen Ak, »

Microsoft Azure P Search resources, sevices, and docs (G-+/) Aot ira dne Dme

Home >

App registrations 2 - x

£ Newest Qusstions -

+ Mew registration @D Endpoints ¥ Troubleshooting () Refresh L Download

Preview features B Got feedback?

@ starting June 30th, 2020 we will no Jonger add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide tchnical suppart and security updates but we will no longer provide feature 2
updates. Applications will neec o be upgraded to Microsoft Authentication Library (MSAL) and Micrasoft Graph. Leam more.
All applications ~ Owned applications  Deleted applications
O Start typing a display name or application (client) I to filter these i Add filters
3 applications found
Display name Application (client} ID Createdon Ty Certificates & secrets
- tEﬂrmnaQ?FEdiPﬁthﬁ 7d9b33ec-co18-4326-b750-£01d846c2d71 5/25/2021 @ current
' cert-manager-eclipse-che-tzat 6254b420-5354-4ac8-919b-205496ebe Tdc 2/20/2024 @ Curent
. Eclipse Che 58affald-fdb7-4365-b9c1-3h845eaa260d 2/8/2024 @ current
hetos: fportal e cam
€« > @ = - 51843256750, pp-false Ay O 0@

o Feuniain

B preions G- i, [0 Your C: @ hipsdfntnetiia., @ ipeChe 3 Newss

Home > App registrations >

[} JE—

B ot A Wi L. @ Webcam Asben &

- cert-manager-eclipse-che = x

« O Dote E tndpoins 5 pravew feaures

B overvisw
A Essentials
& Quickstart
Display name cert-manager-edipse-che Client credentials 0O certificate_1 secrot

# Integration assistant

Application {client} ID = 7d9b33ec-caf8-4326-b750-e01d846c2d71 Redirect LIRls d & Redirect UR

Manage Object 1D : 5¢53acT1-dTac-4116-9af5-123251892593 Application 1D UR hitp://cert-mansger-eclipse-che
Branding & properties Directory (tenant) 10 + 1eeb10c-ccbd-416a-9410-c2665d TaclTh Managed application in l... : cerl-manager-eclipse-che

B K Supported account types : My organization only

A @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directary Graph. We will CONInUS 10 provide technical SUpport and

security updates but we will no longer provide feature updates. Applications wil need ta be upgraded ta Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Token configuraticn

APl permissions .
Get Started  Documentation
@ Expose an AP| P—

B Approles

Build your application with the Microsoft identity platform

& Owners

The Microsoft identity plattorm is an authentication service, apen-saurce libraries, and application management tools. You can create modern,
standards-based authentication solutions. access and protect APIs, and add sign-in for your users and customers., Learn more T

B Manifest

Support + Troubleshaoting

£ Troubleshooting

o

& New support request




v R Dot spp rgimaton - Mice X

G % poalan %

Microsoft Azure B Search resources, services. and docs (G+/)

Home > App registrations >

P search «

B Ovenview

& Quickstart

Inteqration assistant

Manage

B Branding & properties

D authentization
Certificates & secrets

Il Token configuration

< API permissions

@ Expose an AP

B Approles

& Owners

& Roles and administratars

B Manitest

Support + Troubleshaoting
£ Troubleshooting

B New support request

-

v R cetmsnsgereclipar-che M X 4

orron.. 411 AQY, Brocalavin

5 cert-manager-eclipse-che =

LAAD f e Hade/~ 01 o

7d9b330c-CHB-4326 . 750-09 18462071 isMSAApp-

TEaw O O0a:

South A Wik L

& The Rolling Ster I prefvous Gmbki- L @ hpsifintenetuiia., @ i Grescelive Coms | @8 @ Live @ Wibcam Athe:

e

2 Newest Qus

Delete app registration X

Deleting this app registration will resut in the fallowing:

& This app won't be able to sign in users or access protected resources.

] Dihslc @ Endpoints Preview features

A Essentials

play name : cen-managar-sclipsa-cha Client
Application (client) I+ 7d9b33ec-cOf-4326-5750-231dA46c2d71 Redi
Object ID - 5c53act-d7ac-4116-0af5-£23251802503 Applit

- 1ebeblic-cebd-416a-9410-c3685d 7achTh

v organization only

@ Starting June 30th, 2020 we will no langer add any new features 1o Azure Active Directory Authentication Library [
‘security updates but we will no lenger provide festure updates. Applications will ned to be upgraded to Microsoft

Documentation

Get Started

Build your application with the Mi

The Microsoft identity platform is an authentication service, apen-source librarie
standards-based authentication sclutions, access and protect APs, and ad

Cancel

S i il S

Home > App registrations >

e

£ search «

B oveniiew

& Quickstar

# Integration assistant

Manage
B2 Branding & properies

D authentication

Certificates & secrets

Token configuration
9 APl permissians

& Expose an API

& Approles
& Owners
& Roles and administrators

B Manifest
Support + Troubleshooting

&2 Troubleshouting

£ New support request

cert-manager-eclipse-che =

LAAD. Reg Cgeaw o 0O

I focus Gt~ i [ Your Groti oe

Greese Live Cams Strca Wid . (@) Webcem

& The Roling St

[ r——

2 Newest Questions

@ Delete application X

Successfully deleted application cert-manager-eclipse.

che,

[ Delete @ Endpoints Preview features

 Essentials

Display name Client eredentials

manager-sclips icare, 1 secret

- 7d0b33ec-cOfA-4326-750-201dB46c2471 Redirect URls : Add 2 Rediract UR:

Application (client) ID

Object 1D scs3act1-drac-4116-9af5-123251892593 Appli

ttpi//cent-manager-eclipse

: 1ebeb10c-ccbd-416a-9410-c3665d Tac0l b

cctary (tanant 10 Managed ap : cent-manager-eclipse-che

Supported account My organization only

@ Sstarting June 30th, 2020 we will no lenger add any new features 1o Azure Active Directory Authentication Library {ADAL) and Azure Active Directery Graph, We vill cantinue ta provide technical support and
security updates but we will no langer provide feature updates. Appliations will nesd to be ta Microsoft sian Library MSAL) and Microsoft Graph. Learn mare

Documentation

Get Started

Build your application with the Microsoft identity platform

The Microsoft identity plariorm is an authentication service, open-source libraries, and application management 1ools. You can create madem,
standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more

e® m
M a

F
* =

L

b. Deleting application instance : cert-manager-eclispe-che-teot
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v R g rgatons Mook s X

2 LAAD.

#l 20w

il il L )

Home >

e Cams ) U0 @ Lve Webcem . [B] 5ot fice

n- 8 The Roling Stwoes -, (Bl prefosss Gmbt B o Cresions @ hispsinvenstuiia., @ Glipse Che 2 Newest G

App registrations =

w features A Got feedback?

+ Mew registration @ Endpoints  £¥ Troubleshooting () Refresh 3 Downlead

@ starting June 30th, 2020 we will no longer add any new festures to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continug to provide technical suppart and security updates but we will no longer provide festure

updates, Applications will need ta be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more.

All applications ~ Owned applications  Deleted applications

O Start typing a display name or application iclient) 1D to filter these r *Hp add filters
2 applications found
Display name T Apglication (client) ID Created on
- EE“'“a”.E%V'EEIiPSE'(h. 62545420-5354-4ac8-9190-205496ebe Tdc 272072024
! Eciips Che 58affald-fdb7-4365-bdc1-2bg45eanetld 2/8/2024
e e
., OO - - = —~ =TT = = S = = = —

v R anmasgeedipechete X

R ppld/E2545420- 5354 4ac 9195 205-496ebe Toc/sMSAApE- false

I 80, Beochovinn— @ The Raling Stons -1, [l prefoeus Genbb i [ Your Gresions @ hipsintranctudiven, @

IS

Home > App registrations >

eChe 3 Newest Guestions - Greece Live Coms | () @ Live Webca

= cert-manager-eclipse-che-teot =

-~
TS
B overview m

A Essentials

& Quickstart

Display name anager-scl Client credentials : Dcarificate, 1 secrer
# Integration assistant
6254b420-5354-4ac8-919b-2054%6ebeTde. Redirect URIs Add a Redirect UR!
Manage 124c0587-c244 -4bfe-b5c3-51a084faaTcd Application ID URS Add an Application 1D URI
B¥ Branding & properies TeBeb10c-ccbd-416a-9410-£36657ac07h Managed application in I... : cert-manager-eclipse-ct

i Supported account types : All bigro ccount user:
D Authentication upported account ty

Centificates & secrets

security updates but we will no ,,. festure updates.

Il Token configuration

9 APl permissions
A\ Starting Movember 9th, 2020 end users will no longer be able to grant cansent 1o newly registered multitenant apps without verified publishers. Add MPN ID 10 verify publisher
& Exposs an API
. App oles GetStarted  Documentation
& Owners

& Roles and administrators

Build your application with the Microsoft identity platform

W Manifest

Support + Troubleshooting

£2 Troublesheoting

& Newsuppont request a

wm P = ~ ~

South Africa Wild L

@ storting June 30th, 2020 we will no longer add any new features 1o Azure Active Directory Authentication Library (ADAL) and Azure: Active Directory Graph. We will continue 1o provide technical support and
lications wil need to Microsoft sion Library (MSAL) and Microsoft Graph. Leam mare

Certificates & secrets

e
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Cheaw OO0 a&

[ St e Wi L. @ Wisbcam then b »

s of Sorrom. fintranecud

Rl A6, Gxocaiarinn. 8 The Rling Sanes

ST s e

Home > App registrations > Delete app registration X
cert-manager-eclipse-che-teot =

B prefocis Gt L, B Your Cesions @

ipse Che Newest Questions . U] GreeceLive Cams | 60 @ Live’

Deleting this app regist

P search « Tl Delete @ Endpoints Preview features * This app wol

B ® The app's registration will still appear in other organizations that have used it, but t
B overview won't be able o sign in,
- Essenti:

n will result in the following:

't be able to sign in users or access protactad resources.

& Quickstart
Client

Display name

manager-ecip:
# Invegraticn assistant

6254b420-5354-4ac8-919b-205486ebeThe [ diry
Manage Object ID 1a4c0587 bfe-b Appli
B Branding & properties clory (tenant] 10 e6eb10c-ccbd-416a-9410-c2665d 7ac07h Mana

Ll Milrcean onoiie wiks

Supported account

D Authentication

Certificates & secrets

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authenticatian Library [
W i security updates but we will no longer provide fezture updates. Applications will need to be upgraded to Microsoft
1M Token configuration

9 AP permissians
A\ Starting November 9th, 2020 end users will no lenger be able to grant consent to newly registered multitenant apg
& Expose an AP

App roles Get Started  Documentation
& Owners

&. Roles and administratars

Build your application with the Mi

@ Manifest

The Microsoft identity platform is an authentication service, apen-source librarie
Support + Troubleshooting standards-tased authentication solutions, access and protect APls, and ad

2 Troubleshooting

B New support request " a i - [ o« [ .

Cancel

- Agp regations - Micasafi 4 % 4 - = ox
P reg

ChRax D 0@

I prefocus Gmbti= L, [N Your Crestions @) hitpsiffimbranetuita.. @) @ soutn adrca il L. @ Webcam

LT i S

Home >

Gresce live Coms | 10 @ Lie

pseChe 3 Newest Questions -

@ Delete application X
App registrations  # Successlly deleted applicats

e-TEGT,

cert-manager-ecip

+ Mew registration @ Endpoints  £¥ Troubleshooting () Refresh L Download Preview features A Got feedback?

@ Starting June 20th, 2020 we will no longer add any new features ta Azure Active Directory Authentication Library [ADAL) and Azure Active Directory Graph. We will continue to provide technical suppart and security updates but we will no longer provide feature b
updates, Applications will need o be upgraded 1o Micrasoft Authentication Library (MSAL) and Microsaft Graph.
All applications ~ Owned applications  Deleted applications
O Start typing a display name or application (client] 1D to filter these r T Add filters
2 applications found
Display name T Application (client) ID Createdon T4 Certificates & seerets
! cert-manager-edipse-che-teat 6254b420-5354-4acB-0190-205496ebe Fdc 2/20/2024 @ Current
! Edipesihe 58affa1d-fdb7-4365-b3c1-ab@45eaaetld 2182024 @ cCurrent
Mo wenensn MG @ @ €@ & = W B G = A& & @ a @ % cuccumese. A B OWD & S oon T0 m

c. Deleting application instance: Eclipse Che
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i ogsaians - Microsoft 2 % - 8 x

€ 9 ol CEax OO0
in of Sorrow...  #1| ACY. Geovarovien.. @ The Ralling Stenes -, [l prefocus GmbH - L. [ Your Crestions @ ity @ fipseChe & Newest . PN Grescelive Comz L. 0 @ Live South Africa Wild Li.. @ Webcam »
Home >
App registrations = - x

+ Mew registration @B endpoints ¥ Troubleshooting () Refresh L Download Preview features 37 Got feedback?

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directary Graph. We will continue ta provide technical support and security updates but we will no lenger pravide feature &
updates. Applications will neer o be upgraded to Micrasoft Authentication Library (MSAL} and Microsoft Graph. Leam more
All applications  Owned apolications  Deleted applications
O Start typing a display name or application {client] 1D to filter these i Add filters
1 applications found
Display name T Application (client) 1D Created on T4 Certificates & secrets
. clipse Che 58affa1d-fdb7-4265-bac1-ab45eaaec0d 2812024 © curent
it fpoctal sare com®
~ I - & x
€ > cC _AAD ! affald-fdbT 4365 bc] -ak & ffalse ERaw O 0 a
Login 18 Feurtain of 5 | 40 Bescateninn. €8 The Raling Stznes -, [ prefocus Gmbt - i [ Your Crestion: @ tpssimbanetuita,. @ EdimeChe 3 Newest Gusstiors -, [U] Greece Lie Cams [H South aivca Wil L. @ Wiebcam ithen 2. »

e

Home > App registrafions. > Delete app registration X
= Eclipse Che =

Deleting this app registration will result in the following:

D search « [ pelete @ Endpoints Preview features * This app won't be able to sign in users or access protected resources.

B overview

 Essentials
& Quickstart

Display name : Eclipse Che Client
# Integration assistant

Application (clieng) 1D : SBaffa1d-fdb7-4365-b0c1-ab045ea3060d Redi
Manage Gbject ID : Fi60b932.9fb1-4c62-b01F.d432a03bca3d Appli
B sranding & properties Directory (tenant] 10 : TeBeb10c-ccbd-416a-9410-c3655d7ac07h Mana

Supp i types : By organization only
D Authentication ipposti acooknk fypes, 4 My argai

Certificates & secrets

@ stening June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (4
. ity updates but wa will n P updates. Applications will need to be uparaded ta icrozoft

Token configuration

@ APl permissions )
Get Started  Documentation

Iy

@ Bpose an AL

App roles

Build your application with the Mi

& Owners

&, Roles and zdministrators The Mizrosoft identity platform is an authentication service, apen-source librarie
standards-based authentication solutions, access and protect APIs, and ad

B Manifest

Support + Troubleshaoting

& Troubleshooting

Cancel

& Newsupport request
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tBlacn

portalan i  AAD.S
H]| 40¥. Beacicvien. B The Rellng Sones - [l preocus Gmbb- . 1 s @ hspsintranetura. QY Edlipse Che

Microsoft Azure J search resources, services. and docs (G+/)
@ Delete application x
Successfully deleted application Edlipse Che

fome >

App registrations

B Got feedback?

+ New registration & Endpaints  £? Troubleshooting () Refresh L Download Preview features
x

1@ Starting June 30th, 2020 we will no langer add any new features to Azure Active Diractory Authentication Library [ADAL) and Azure Active Directory Graph. We will continue to provide technical support and sacurity updates but we will no langer provide festure

updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more.

All applications ~ Owned applications  Deleted applications

i Add filters

me or application (client) 10 ta filter these r

P Start typing a display

Createdon Ty Certificates & secrets

Application (client) ID

1 applications fou
2/8/2024 @ current

Display name T
58affa1d-fdb7-4365-bIc1-ab45eaae60d

. Eclipse Che

Cgaw D 02

x4
»

v A Agp rgitratiars - Micrasak:
e L. @) Wisbcam Athen Al

A Gomsss e

Nemest

e ¢ 5= potalan o _AAD§
om 3l ACY. Gevcatevinn.. (8 The Raling S B pefous Gl - B @ nipalinnetits., @ Hipse Che

i N e e e
X

fome >

App registrations =

A’ Got feedback?

+ New registration @ Endpoints  ¢® Troubleshooting () Refresh L Download Preview features
x®

ure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical suppart and security updates but we will no longer provide fezture

@ starting June 30th, 2020 we will no longer and any new features to Azur
updates. Applications will need 1o be upgraded 1o Microsoft Authentication Library (MSAL) and Microsoft Graph.

All applications ~ Owned spplications  Deleted applications

Y Add filters

£ Start typing a display name or application (client) D to fiter these r

There are no applications here

Register an application

6. Deleting Group: AKSAAdmins
The following operations are performed by user: kostas@ultradais.onmicrosoft.com

a. Entering Microsoft Entra ID


mailto:kostas@ultra4ais.onmicrosoft.com

€ > Cc A =

G phpBBXS @ Nécx koptéda

Rl e b G

<

portal.azure.com/#home

WebCourses €} Facebook TUC-Schedule-Class... % TUCeclass I AMnoypopio - La.. B4 Ultrad-Email @ Work Tracking

Azure services

+ o 4 Microsoft Entra ID * @ ‘

Createa  Microsoft Entra DNSzones  Subscriptions
resource D
S View
Resources Free training from Microsoft
: Secure your application by using OpeniD Conn...
Recent  Favorite Pl s {aa s
Name
Useful links
() defaultresourcegroup-itn + group
Overview &7
() DefaultResourceGroup-WEU Get started &7 + group
Documentation &'
(8) Ma_defaultazuremonitorworksp  pricing 7 + group
([#) NetworkwatcherRG oo grOUD
/2 NetworkWatcher_italynorth Network Watcher
& c 2559df32-05ab-4628- bbfe-5171edazbb.. Solution

Azure subscription 1 Subscription

Azure subscription 1 Subscription

See all

b. Selecting Groups

€ > Cc @

G phpBBXS @ Néakaptéda &

Home >

WebCourses €} Facebook [ TUC-Schedule-Class...

il il OJ)

portal.azure.com/#view/Microsoft AAD_IAM/ActiveDirectoryMenuBlade/~/Overview

% TUCeclass IR AMnhoypaia - La.. B Ultrad-Email @ Work Tracking

o ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Overview

Microsoft Entra ID

© Overview

Preview features

K Diagnose and solve problems

Manage

& Users

& Groups

85 External Identities

&, Roles and administrators

B Administrative units

® Delegated admin partners
Enterprise applications

0 Devices

% App registrations
(@) Identity Governance
B! Application proxy

B Custom security attributes

-+ Add v 2 Got feedback? v

£33 Manage tenants What's new S Preview features

@ Azure Active Directory is now Microsoft Entra ID. Learn more 2

Overview ~ Monitoring  Properties  Recommendations  Tutorials

Kubernetes
services

Virtual clusters

£ Search your tenant

Basic information

Name ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten  Users
Partnership

Groups
Tenant ID 1e6eb10c-ccbd-416a-9410-c3665d7ac07b |D

Applications
Primary domain ultradais.onmicrosoft.com

Devices
License Microsoft Entra ID Free
Alerts

Microsoft Entra Connect v1 Retirement Azure AD is now Microsoft Entra ID

a i ]

All version 1.x builds of Microsoft Entra Connect
(formerly AAD Connect) will soon stop working
between October 2023 - March 2024. You must

Microsoft Entra ID is the new name for Azure Active
Directory. No action is required from you.

c. Selecting group AKSAdmins

More services

Last Viewed
14 hours ago
14 hours ago
aweek ago

aweek ago

3 weeks ago
amonth ago
amonth ago

amonth ago

TAx © %O 00

ltradais.onmic

VANCED INFORMAI

Upcoming MFA Server deprecation

Please migrate from MFA Server to Microsoft Entra
Multi-Factor Authentication by September 2024 to
avoid any service impact.
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€ > C @ = portalazure.com/#view/Microsoft AAD_IAM/GroupsManagementMenuBlade/~/AllGroups

G phpBBXS @ Néakaptéha < WebCourses () Facebook TUC-Schedule-Class... & TUCeclass 3k AMnMoypopia - La.. B Ultrad-Email @ Work Tracking

R e G

Home > ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Groups >

2 Groups | All groups

ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership - Microsoft Entra ID

= 2 Newgroup L Download groups () Refresh 33 Manage view fii] Delete A7 Got feedback?
& Al groups
B Deleted groups @ Azure Active Directory is now Microsoft Entra ID. Learn more
K Diagnose and solve problems £ search Y Add filter
Settings searchmode @D contains
B General 3 groups found

&2 Expiration O

Name 1 Object Id

’ AKSAdmins
[ ' All Company
O - SoMa Developers

Group type
& Naming policy

959184b8-f544-458e-881a-7c5d7de668d2  Security
Activity

b00b12cf-f7b9-462f-b859-6f21cb512cef Microsoft 365

& Privileged Identity Management

I= Access reviews 656ccce3-4894-4ac3-8126-b0432f34207e Security

&% Bulk operation results

Troubleshooting + Support

& New support request

d. Select Delete and after select OK

€« > C @

portal.azure.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/AllGroups

G phpBBXS @ Néakaptéha < WebCourses €} Facebook TUC-Schedule-Class... (% TUCedlass (& AMn\oypawia - La.. B4 Ultrad-Email @ Work Tracking

A P R ST

Home > ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Groups >

2a Groups | All groups
ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership - Microsoft Entra ID

«

%% Newgroup L Download groups () Refresh 33 Manage view Ti] Delete &7 Got feedback?

& Al groups

& eicred grovps @ Azure Active Directory is now Microsoft Entra ID. Learn more &

K Diagnose and solve problems ‘ P search Y Add filter

Settings seachmode @D contains
&3 General 3 groups found

& Expiration D

Name 1 Object Id

“ AKSAdmins
[ ' All Company
O - SoMa Developers

Group type
£ Naming policy

959184b8-f544-458e-881a-7c5d7de668d2  Security

Activity

& vitiilaged idenilty Managerient b00b12cf-f7b9-462f-b859-6f21cb512cef Microsoft 365

Y= Access reviews 656ccce3-4894-4ac3-8126-b0432f34207e Security

& Bulk operation results

Troubleshooting + Support

& New support request

Membership type

Assigned

Assigned

Assigned

Membership type

Assigned

Assigned

Assigned

ltradais.onmicr.

ULTRA4 ADVANCED INFORMATI... &

Email

allcompany@ultradais.onr

Email

allcompany@ultradais.onr
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« > C R

portal.azure.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/AllGroups Trx © % O 00

G phpBBXS @ Néakaptéha & WebCourses () Facebook TUC-Schedule-Class... (& TUCedclass & AMnAoypagia - La.. B Ultrad-Email @ Work Tracking

Microsoft Azure £ Search resources, services, and docs (G+/) RS Sl o
ULTRAS ADVANCED INFORMAT

Home > ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Groups >

2a Groups | All groups - X
ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership - Microsoft Entra ID

«

e back
& Al groups

Delete the selected groups?
2 Deleted groups )

Cancel
X oagosedsaveprobiens IO | Concel_|
Settings.
&2 General 3 ips
& Expiration .
Name Object Id Group type Membership type Email

& Naming policy

LI - | :
Activity
2 Privileged Identity Management ﬂ L e ompayL) !
= Access reviews sp " .
& Bulk operation results
Troubleshooting + Support
2 N
& New support request
€ 3 0 = potal y _AAD. AN I~ AGroups THax OO0z
@ Fourtsin af Sorrom..  #]] AGY. Beovadovinr @) The Ralling Stanes -.. [ prefocus GmbH - L. [ Your Crestions @) htpsy/intrenetuitra.. @ EeipseChe & NewestQuestions-.  [] Greeee Live Cams Webeamtr,. [ South AfrcaWild L. () Webcam Athen akr. »

e R

Home > ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Groups >

@ Group successfully deleted e
2 Groups | All groups AKSAdmins has been

Partnership - Microsoft Entra ID some time to appea

of. Recent changes may take

ULTRA4 Advanced Infarmation Systems

A% Newgroup & Download groups () Refresh 52 Manage view

&Y Got feedback?

2 Al groups

& Delexed groups @) Azure Active Directory is now Microsoft Entra ID. Learn more X
K Diagnose and solve problems Search W Add filter

Settings search mode (D) contains

£ General 3 groups found

& Expiration

Name © Object Id Group type Membership type Email
& Naming policy

959184b8-f544-450¢-8815-7c5d7de668d2  Security Assigned
Activity
B i e Mensasa b00b12cf-f7b9-4521-bE59-6121cbs 1 2cel Wicrosoft 365 Assigned allcompany@ultradais.onmic
= Access reviews 656ccce3-4894-4ac3-8{26-b0432134207e Security Assigned

E Audit logs

& Bulk operatien results

Troubleshooting + Support

& New support request

Now by accessing Groups we can see that AKSAdming group does not exists.



ms @ bipsdintnsiita, @ GlpeChe 3 Newsst Gusstions

= i Search v d docs (G+ 7 kostas@uttradais.onmic...
Microsoft Azure P Search resources, sen, s, and docs (G+/) ) ‘ e AT\ D INFORMAT!..

ome > ULTRA4 Advanced Information Systems - K. Tzerras - 1. van Slooten Partnership | Groups

s Groups | All groups x

ULTRA4 Advanced Information Systems - K. Tzerras - J.van Sicoten Partnership - Microsoft Entra D
% Newgroup & Download groups () Refresh &5 Manage view A Gor feedback?

& All groups
B g © Azure Active Directory is now Microsoft Entra ID. Learn mare [ Iy
K Diagnose and solve problems 2 Search 7 Add fier
Settings search mode QD) contains
£ General 2 groups found
B Expiration

Name Object Id Group type Membership type Email
&} Naming policy

ﬂ All Company 000b12cf-f7h9-462f-b859-621cb312cef Microsoft 365 Assigned allcompany@ultradais.onmic
Activity
28 Privileged Identity Management O - SoMa Developers 656ccce3 4804 4ac3 826 b0432034207e  Security Assigned

= Access raviews
E Auditlogs

&b Bulk operation results

Troubleshosting + Support

B New support request

After these steps the existing AKS cluster setup was deleted (implying also that also the DNS Zone, the
NGINX, the cert-manager (i.e. the Certificate Issuer and the Certificates) have been deleted).

The remaining groups where they located still there (All Company, SoMa Developers) are without
connection to any other entity except for the subscription.

REFERENCES:

]

Deleting existing
akz cluzter zewup - T
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We install Eclipse Che on Microsoft Azure according to
https://eclipse.dev/che/docs/next/administration-guide/installing-che-on-microsoft-azure/

1. Install Microsoft Azure CLI command line tool according to
https://learn.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

az version

E¥ Windows PowerShell - O .

The current version of the Azure CLI is 2.57.0.

2. Install Helm CLI command line tool according to https://helm.sh/docs/intro/install/
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Introduction manually downloaded and installed. i
Quickstart Guide
Installing Helm |I 1. Download your desired version
Using Helm 2.Unpack it ( tar -zxvf helm-v3.0.0-linux-amd64.tar.gz )
Cheat Sheet
3.Find the helm binary in the unpacked directory, and move it to its desired destination ( mv linux-amdé4/helm
Hom-To /usr/local/bin/helm )
Topics
From there, you should be able to run the client and add the stable repo : helm help .
Best Practices
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6811846ce18F3bdc93d2b4d54b", GitTreeState:"clean™, GoVersi

\windows-amd&d>

version.BuildInfo{Version:"v3.14.2", GitCommit:"c309b6f0ff63856811846ce18f3bdc93d2b4d54b",
GitTreeState:"clean", GoVersion:"go1.21.7"}

The current version of the Helm CLI is 3.14.2.

3. Install the Kubernetes command-line tool and kubelogin, a client-go credential (exec) plugin
implementing azure authentication according to
https://learn.microsoft.com/en-us/cli/azure/aks?view=azure-cli-latest#az-aks-install-cli

az aks install-cli
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kubectl version

If the dete

30



EN Windows PowerShell — O K

login.

The current version of the Kubectl is 1.29.2 and kubelogin is 0.1.1.

4. Log in to Microsoft Azure:

az login
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Azure CLI H i v
Azure Command-Line Interface (CLI) documentation
> Overview
The Azure command-line interface (Azure CLI) is a set of commands used to create and manage Azure resources. The Azure CLl is n
> Install, update and run available across Azure services and is designed to get you working quickly with Azure, with an emphasis on automation.
> Sign in
> What's new
> Learn Azure CLI Start here Install Sign in
> How-to guides
> Tutorials OVERVIEW =l DOWNLOAD HOW-TO GUIDE
> Samples What is Azure CLI? Install - Windows Authentication methods
> Reference Get started Install - macOS Work with service principals
Onboarding cheat sheet Install - Linux
Terminology and support levels Run in Azure Cloud Shell @ St WHAT'S NEW
Sign in with Web Account Manager
Run in a Docker container (WAM)
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Users\nickl> az login
eb browser has been opened at https://login.microsoftonline.com/organizations/
ith “az login --use-devic

oudName”: "Azurelloud”,
"homeTenantIld "lebeblBc-ccbd-416a-9418-c3665d7acl7b”,
"id": "a559df32-85ab-46a8-bbfe-5171edaZbbde™,
"isDefault": true,
"managedByTenants": [],
"name”: "Azure subscription 1",
"state”: "Enabled”,
"tenantId”: "le6eblBc-ccbd-416a-9418-c3665d7ac@7/b™,
r
L
: "nikos@ultradais.onmicrosoft.com”,
: "user”

"cloudName™: "AzureCloud”,
"homeTenantId”: "lebebl@c-ccbd-416a-9418-c3665d7ac@7b"”,
"id": "a69e@9fb-c248-468b-acc9-e324138695fe",
"isDefault™: false,
"managedByTenants™: [],
"name”: "Azure subscription 1",
"state"”: "Disabled”,
"tenantId”: "lebeblBc-ccbd-416a-9418-c3665d7ac@/b”,
"user™: {
"name”: “"nikos@ultradais.onmicrosoft.com”,
"type": "user”
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5. Create a resource group

az group create --name eclipse-che --location italynorth

EN Windows PowerShell

"Enabl 0
"tenantId": "leeeblBc-ccbd-416a-9418-c3665d7ac@vb",
" . I

@ultradais.onmicr

italynorth

"cloudName": "AzureCloud",

"homeTenantld": "1e6eb10c-ccbd-416a-9410-c3665d7ac07b",
"id": "a559df32-05ab-46a8-bbfe-5171eda2bbde",

"isDefault": true,

"managedByTenants": ],

"name": "Azure subscription 1",

"state": "Enabled",

"tenantld": "1e6eb10c-ccbd-416a-9410-c3665d7ac07b",
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"user": {
"name": "kostas@ultrad4ais.onmicrosoft.com",
Iltypell: Iluserll

E¥ Windows PowerShell - O .

italynorth

urceGroups/eclipse-che”,

urcearou

"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che",
"location": "italynorth",
"managedBy": null,
"name": "eclipse-che",
"properties": {
"provisioningState": "Succeeded"

b

"tags": null,
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}

"type": "Microsoft.Resources/resourceGroups”
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6. Create a cluster admins group named AKSAdmins

az ad group create --display-name AKSAdmins --mail-nickname AKSAdmins

EN Windows PowerShell -

-platform P

login
TEans

"cloudName" :
"homeTenantId": ebl@c-ccbd-4]

-bbfe
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PS5 ( WUsersynickl:> group create eclipse-che italynorth
=
L

"id": "/subscriptions/a559df32-0@5%ab-46a8-bbfe-517l1leda2bbde/resourceGroups/eclipse-che”,
"location™: "italynorth™,
"managedBy null,
"name™: "eclipse-che™,
"properties™:
"provisioningState™: "Succeeded”

null,

"Microsoft.Resources/resourceGroups™

ad group create AKSAdmins AKSAdmins

"@odata 3 : "https://graph.microsoft.com/wvl.8/$metadataf#groups/$entity™,
assification

createdDateTime™: 20 2271 8:54F™
creationOptions™:
deletedDateTime™: null,
"description™: null,
“displayName™: "AKSAdmins™,
"expirationDateTime™: null,
"groupTypes™: [1,
"id™: "21e2al4l-cef3-4097-beb5-299a2
"isfAssignableToRole™: null,
"mail™: null,
"mailEnabled™: false,
"mailNickname™: "AKSAdmins"™,
"membershipRule™: null,
"membershipRuleProcessingState™: null,
"onPremisesDomainMame™: null,
"onPremiseslLastSyncDateTime™: null,
"onPremisesNetBiosName™: null,
"onPremisesProvisioningErrors™: [],
"onPremisesSamfAccountName™: null,
"onPremisesSecurityIdentifier™: null,
"onPremisesSyncEnabled™: null,
preferredDatalocation™: null,
"preferredLanguage™: null,
"proxyAddresses™: [],
"renewedDateTime™: "2824-03-22T12:88:
"resourceBehaviorOptions [1.
"resourceProvisioningOptions™:
"securityEnabled™: true,
"securityIldentifier™: "5-1-
“serviceProvisioningErrors™:
“"theme™: null,
"uniquelName™: null,

“"wisibility™: null

"@odata.context": "https://graph.microsoft.com/v1.0/$metadata#groups/$entity",
"classification": null,
"createdDateTime": "2024-03-22T12:08:547",
"creationOptions": [],
"deletedDateTime": null,
"description™: null,
"displayName": "AKSAdmins",
"expirationDateTime": null,
"groupTypes™ [],
"id": "21e2a141-cef3-4097-be65-299a26fdef66",
"isAssignableToRole": null,
"mail": null,
"mailEnabled": false,

41



"mailNickname": "AKSAdmins",
"membershipRule": null,
"membershipRuleProcessingState": null,
"onPremisesDomainName": null,
"onPremisesLastSyncDateTime": null,
"onPremisesNetBiosName": null,
"onPremisesProvisioningErrors": [],
"onPremisesSamAccountName": null,
"onPremisesSecurityldentifier": null,
"onPremisesSyncEnabled": null,
"preferredDatalocation”: null,
"preferredLanguage": null,
"proxyAddresses": [],
“renewedDateTime": "2024-03-22T12:08:547",
"resourceBehaviorOptions™: [],
"resourceProvisioningOptions": [],
"securityEnabled": true,
"securityldentifier": "S-1-12-1-568500545-1083690739-2586404286-1727003942",
"serviceProvisioningErrors": [],

“theme": null,

"uniqgueName": null,

"visibility": null

2" O | ~ installing Che on Microsoft Azur- x | B Azure Cor X | A Groups - Microsoft x |+ = ) X
&< > C & httpsy/ re. v/Microsoft AAD._IAM/Groups /~/AliGroups B A & M o 5 - O
B Offce Home & Stu.. € (10)8sd, Bad Leroy... [ Amszoncouk=On.. [3 Bookingcom [3 TripAdvisor [ SoMa [ Oterfovores
= Microsoft Azure O Search resources, services, and docs (G+/) kostas@ultradais.onmic... P
ULTRA4 ADVANCED INFORMATI...
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2t
o Groups | All groups x B
ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership - Microsoft Entra ID °
« % Newgroup L Download groups () Refresh €53 Manage view i Delete A Got feedback? &
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2 Deleted groups Azure Active Directory is now Microsoft Entra ID. Learn more 2
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& General 3 groups found
Expiration
B oo ] Name 1 Object Id Group type Membership type Email
€3 Naming policy
B AKSAdmins 959184b8-f544-458e-881a-7c5d7de668d2  Security Assigned
Activity
AC y -f7b9-462f-| - i i
2 Privileged Identity Management [ . All Company b00b12¢f-f7b9-462f-b859-6f21cbS12cef Microsoft 365 Assigned allcompany@ultradais
9= Access reviews O . SoMa Developers 656ccce3-4894-4ac3-8f26-b043234207e  Security Assigned
Audit logs
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Troubleshooting + Support
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2" D | ~ nstaling Che on Microsoft Azur X | E¥ Azure Co x| A x |+ - a X
& © @ rosoft AAD_IAM, D 184b8-f544-4 1 [ Mmoo R o
% OfficeHome &St.. @ (10)Bad,BadLeroy.. [ Amazoncouk—On.. [ Bookingcom [3 Triphdvisor [ SoMa £ Otherfovorites
Microsoft Azure £ Search resources, services, and docs (G+/) kostas@ultradais.onmi P
ULTRA4 ADVANCED INFORMAT
Home > Groups | All groups > -
; X
i} AKSAdmins » x ¥
Group )
« ] pelete A7 Got feedback? &
o
© overview o
X Diagnose and solve problems AKSAdmins
+
Manage
1! Properties
25 Members Membership type [ Assigned D]
& Ouners Source [ cloud D
&, Roles and administrators
. Type [ security D
& Administrative units
# Group memberships Object Id [ 959184b8-f544-458¢-881a-Tc5d7dles68d2 D
Applications Created at ‘ 3/13/2024, 7:57:45 AM B ‘
%4 Licenses
Azure role assignments
Direct members
Activity
@ 11otal & 1 Users) &2 0 Group(s) LT} 0 Device(s) @ 0 other(s)
& Privileged Identity Management
7= Access reviews Group memberships Owners Total members
Audit logs &0 &o
Bulk operation results
Trouhlachanting + Sunnart d &
. = p= o
O Typehere tosearch .a«!‘ AL KB E IR R EE EEN RN (2] @sersumy A BOMD EHG 00 W

7. Add the current user to the cluster admins group

az ad signed-in-user show --query id --output tsv
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EN Windows PowerShell — O K

urceGroup

ad group cre
graph.micr

4

null,
null,
ime™: null,
null,

ecurityIdentifier”: null,
cEnabled": null,
": null,

bility"™: null

0d4312c8-52ca-4b68-a62f-68f7391a323d (User Nick)

(for user Kostas Tzerras the command above delivers f52308d5-3502-43da-afc4-fd0a17791391)

az ad group member add --group AKSAdmins --member-id f52308d5-3502-43da-afc4-
fd0a17791391
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EN Windows PowerShell

"location™: “italy

cceeded”

cDateTime™: null,

Premi
Premi

r show

az ad group member add

da-afcd-fdéa
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2" D | ~ nstaling Che on Microsoft Azur X | E¥ Azure Co X A Kostas Aare X |+ = ) X
& © (& https//portal.azure.com/#view/Microsoft AAD_UsersAndTenants/U: 43da-afcd-fd0a17791391 ~ftrue B OA & Mm% % o
EE Offce Home &Stu.. 8 (10)Bad, Bad Leroy... [) Amazoncouk—On.. [3 Bookingcom [ Triphdvisor [ SoMa ) Otherfavories
ULTRA4 ADVANCED INFORMAT
Home > ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Users > Users > o
i
& Kostas Tzerras x ¥
User °
« ¢ Editproperties [i] Delete () Refresh @, Resetpassword (O Revoke sessions £3; Manage view &7 Got feedback? &
& Overview . o . W
Overview  Monitoring  Properties
Audit logs e
4
D sign-in logs Basic info
K Diagnose and solve problems
Manage Kostas Tzerras
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©
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Applications 1
Applications Created date time Dec 9, 2020, 2:46 PM
Assigned roles 1
4 Licenses User type Member
CR Devices Identities ultradais.onmicrosoft.com Assigned licenses 2
Azure role assignments
My Feed
@ Authentication methods
Troubleshooting + Support @  Accountstatus @ B2Binvitation
R New support request ©¢Enabled
Edit Convert to external user $
S = g = 809AM
O Type here to search C e © & B &/ @ O - = $ 8 @ B (2) @sersumy ABOMD EwG S0 W
2" D | ~ nstaling Che on Microsoft Azur- X | Azure Cor X A Kostas Aare X |+ = ) X
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ULTRA4 ADVANCED
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i
2 Kostas Tzerras | Groups x X
User °
« + Add memberships nemberships () Refresh Columns | 27 Got feedback? &
w
Overview
i [0 Fearch groups | Add filters
Audit logs
Name 1. Objectid Group Type Membership Type Email Source +
D sign-in logs
O . AKSAdmins 959184b8-f544-458e-881a-7c... Security Assigned Cloud
K Diagnose and solve problems
d All Company b00b12cf-f7b9-462f-b859-6f2... Microsoft 365 Assigned allcompany@ultraais.onmicr... Cloud
M
anage O SoMa Developer: 4894-4ac3-826-b04... Security Assigned Cloud
[l Custom security attributes
&, Assigned roles
& Administrative units
& Groups
Applications
%4 Licenses
Ol Devices
Azure role assignments
@ Authentication methods
Troubleshooting + Support
R New support request
&

e -~ 3 $ @ & (2] @sersimy ABOWD EHG ot B

I

C e @R =

P Type here to search At

az ad group member add --group AKSAdmins --member-id 0d4312c8-52ca-4b68-a62f-
68£7391a323d
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2" D | ~ nstaling Che on Microsoft Azur X | E¥ Azure Co X | A Nick-Microsoft x |+ - a
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B Offce Home & Stu.. € (10)Bsd, Bad Leroy... [ Amszoncouk=On.. [3 Bookingcom [3 TripAdvisor [ SoMa [ Other favorites

Microsoft Azure P Search resources, services, and docs (G+/) kostas@ultradais.onr
ULTRA4 ADVANCED INFORMAT

Home > ULTRA4 Advanced Information Systems - K. Tzerras - J. van Slooten Partnership | Users > Users > Nick

B e o @ x

"

a2 Nick | Groups X

User

& Overview

o

mberships ) Refresh

A7 Got feedback?

[0 search groups |+ Add fitters

Audit logs
Name 1. Objectid Group Type Membership Type Email Source +

D sign-in logs
d . AKSAdmins 959184b8-f544-458e-88Ta-7c... Security Assigned Cloud
K Diagnose and solve problems

O SoMa Developer: 4894-4ac3-8f26-b04... Security Assigned Cloud
Manage

B Custom security attributes
& Assigned roles
& Administrative units

& Groups

Applications
& Licenses

Ol Devices
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@ Authentication methods
Troubleshooting + Support

R New support request

&
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Search i d docs (G & nikos@ultradai
Microsoft Azure R Search resources, services, and docs (G+/) @ & e s S

Home > AKSAdmins

2 AKSAdmins | Members X

Group

«

+ Add members X & O Refresh [ Bulk operations v Columns | &7 Got feedback?

© overview

X Diagnose and solve problems Direct members  All members

Manage [0 search by name +p Add filters
il Properties Name T Type Email User type
&8 Members | . Kostas Tzerras User Member

2 Owners | o Nick User Member

&, Roles and administrators
& Administrative units

# Group memberships

8. Create the Microsoft Entra integrated cluster

az ad group list --query "[?displayName=='AKSAdmins'].id" --output tsv
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PS C:\Users\nickl>» az ad group create AKSAdmins AKSAdmins
r
L

lodata.context™: “https://graph.microsoft.com/vl.8/$metadata#groups/fentity™,

lassification

eatedDateTime

eationOptions
"deletedDateTime null,
"description™: null,
"displayMName® AKSAdmins™,
"expirationDateTime"”: null,
"groupTypes™: [],
"id™: "21e2aldl-cef3-4097-beb65-299a26fdef6b™,
"isfAssignableToRole™: null,
"mail™: null,
"mailEnabled™: false,
"mailNickname”: "AKSAdmins™,
"membershipRule™: null,
"membershipRuleProcessingState™: null,
"onPremisesDomainName™: null,
"onPremiseslLastSyncDateTime™: null,
"onPremisesNetBiosName™: null
"onPremisesProvisioningErrors [1,
"onPremisesSamAccountName™: null,
"onPremisesSecurityIldentifier™: null,
"onPremisesSyncEnabled™: null,
"preferredDatalocation™: null,
"preferredlLanguage”™: null,
"proxyAddresses™: [],
"renewedDateTime "2024-83-22T12:8
"resourceBehaviorOptions™: [1,
"resourceProvisioningOptions™: [],
"securityEnabled”: true,
"securityldentifier™: "5-1-12

ceProvisioningError

"theme”: null,
"unigueName”: null,
"wisibility": null

Usersi\nickl> az ad signed-in-user show id
52ca-4b f-6817291a323d
group member add AKSAdmins Bd4312c8-52ca-4bb8-ab2f-68F7391a323d
group member add AKSAdmins f52308d5-3582-43da-afcd-fdBal7791391

ad group list
21e2ald4]l-cef3-4897-beb5-299a26fdefbb
PS C:\Users\nickl>»

21e2a141-cef3-4097-be65-299a26fdef66

az aks create —--resource-group eclipse-che --name eclipse-che --enable-aad

-—aad-admin-group-object-ids 21e2ald4l-cef3-4097-be65-29%a26fdef66 ——generate-
ssh-keys
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PS C:\Users\nic eclipse-che

The behavior of th ommand has been altered by the following ex

L
"aadProfile": {
"adminGroupObjectIDs™:
"21e2a141-cef3-4897-b
1,
dminUsers™: null,
clientAppId”: null,
"enableAzureRbac"”: false,
"managed’ true,
"serverfAppId”: null,
"serverfppSecret™: null,
"tenantId”: "lebebl@c-ccbd-416a-9410-c3665d7

1

Iy
"addonProfiles"”: null,
"agentPoolProfiles™: [
{
"artifactStreamingProfile™: null,
vailabilityZones™: null,
pacityReservationGroupId™: null,
“count”: 3,
~eationData™: null,
currentOrchestratorVersion™: "1.27.9",
"enableAutoScaling”: false,
"enableCustomCaTrust™: false,
"enableEncryptionfAtHost™: false,
"enableFips”: false,
“enableNodePublicIp™: false,
"enableUltraSsd™: false,
"gpulnstanceProfile™: null,
gpuProfile™: null,
"hostGroupId”: null,
"kubeletConfig”: null,
kubeletDiskType™: 05"
"linuxOsConfig”: null,
"maxCount’ null,
"maxPods™: 118,
"message0fTheDay™: null,
"minCount™: null,
"mode™: "System”,
“name’ "nodepooll™,
"networkProfile™: {
"allowedHostPorts™: null,
"applicationSecurityGroups™: null,
"nodePublicIpTags™: null
} »
"nodeImageVersion™:

"AKSUbuntu-22084gen2containerd-2082483.84.8",
"nodeInitializationTaints™: null,
"nodelabels™: null

The behavior of this command has been altered by the following extension: aks-preview
{
"aadProfile": {

"adminGroupObjectIDs":

"21e2a141-cef3-4097-beb5-299a26fdef66"

1

"adminUsers": null,

"clientAppld": null,

"enableAzureRbac": false,

"managed": true,

"serverAppld": null,

"serverAppSecret": null,

"tenantld": "1e6eb10c-ccbd-416a-9410-c3665d7ac07b"
2
"addonProfiles": null,
"agentPoolProfiles": |
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"artifactStreamingProfile": null,
"availabilityZones": null,
"capacityReservationGroupld": null,
"count": 3,

"creationData": null,
"currentOrchestratorVersion": "1.27.9",
"enableAutoScaling": false,
"enableCustomCaTrust": false,
"enableEncryptionAtHost": false,
"enableFips": false,
"enableNodePubliclp": false,
"enableUltraSsd": false,
"gpulnstanceProfile”: null,
"gpuProfile": null,
"hostGroupld": null,
"kubeletConfig": null,
"kubeletDiskType": "OS",
"linuxOsConfig": null,
"maxCount": null,

"maxPods": 110,
"messageOfTheDay": null,
"minCount": null,

"mode": "System”,
"name": "nodepool1”,
"networkProfile": {
"allowedHostPorts": null,
"applicationSecurityGroups": null,
"nodePubliclpTags": null
b
"nodelmageVersion": "AKSUbuntu-2204gen2containerd-202403.04.0",
"nodelnitializationTaints": null,
"nodelabels": null,
"nodePubliclpPrefixld": null,
"nodeTaints": null,
"orchestratorVersion": "1.27.9",
"osDiskSizeGb": 128,
"osDiskType": "Managed",
"osSku": "Ubuntu”,
"osType": "Linux",
"podSubnetld”: null,
"powerState": {
"code": "Running"

2
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"provisioningState": "Succeeded",
"proximityPlacementGroupld": null,
"scaleDownMode": null,
"scaleSetEvictionPolicy": null,
"scaleSetPriority": null,
"securityProfile": {
"sshAccess": "LocalUser"
17
"spotMaxPrice": null,
"tags": null,
"type": "VirtualMachineScaleSets",
"upgradeSettings": {
"drainTimeoutInMinutes": null,
"maxSurge": null,
"nodeSoakDurationInMinutes": null
1
"virtualMachineNodesStatus": null,
"virtualMachinesProfile": null,
"vmSize": "Standard_DS2_v2",
"vnetSubnetld": null,
"windowsProfile": null,
"workloadRuntime": "OClContainer"
}
1,
"aiToolchainOperatorProfile": null,
"apiServerAccessProfile": null,
"autoScalerProfile": null,
"autoUpgradeProfile": {
"nodeOsUpgradeChannel”: "Nodelmage",
"upgradeChannel": null
17

"azureMonitorProfile": null,

"azurePortalFgdn": "eclipse-ch-eclipse-che-a559df-1dgg56uy.portal.hcp.italynorth.azmk8s.io",

“creationData": null,
"currentKubernetesVersion": "1.27.9",
"disableLocalAccounts": false,
"diskEncryptionSetld": null,

"dnsPrefix": "eclipse-ch-eclipse-che-a559df",
"enableNamespaceResources": null,
"enablePodSecurityPolicy": false,
"enableRbac": true,

"extendedLocation": null,

"fgdn": "eclipse-ch-eclipse-che-a559df-1dgg56uy.hcp.italynorth.azmk8s.io",
"fgdnSubdomain®: null,
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"guardrailsProfile": null,
"httpProxyConfig": null,
"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourcegroups/eclipse-che/
providers/Microsoft.ContainerService/managedClusters/eclipse-che”,
"identity": {
"delegatedResources": null,
"principalld": "2e7407ce-2d20-47bb-b791-3624e632e9d3",
"tenantld": "1e6eb10c-ccbd-416a-9410-c3665d7ac07b",
"type": "SystemAssigned",
"userAssignedldentities”: null
17
"identityProfile": {
"kubeletidentity": {

"clientld": "4863d2f9-aad1-4ed0-9c7f-1c2a9d8974f9",

"objectld": "467e9901-706f-411c-8f16-fab38d7b6391",

"resourceld™: "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourcegroups/
MC_eclipse-che_eclipse-che_italynorth/providers/Microsoft.ManagedIdentity/
userAssignedldentities/eclipse-che-agentpool”

}
17
"ingressProfile": null,
"kubernetesVersion™: "1.27",
"linuxProfile": {

"adminUsername": "azureuser”,

"ssh": {

"publicKeys": [
{

"keyData": "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQC2A0IBDsFQI+7+nukUOP+5fwHUqsh3QGcWE3RLWHE
gYxGQRQfNykAEYphWLGcB8CugxgKZ/

FttniH5sDZkbnSeoKn8ymmXZ5AU +SezicTtssTs30kPfMOT7FIOL8XZOXeOzyKETBEWOr+le2CniUh
dnglTRILWNN7RIrOThzwH8jTRIB78ackx5jfVQHyrVOym7ZZKTIPeOTYkH5UV3JWrSWSdyRFCISGRr
82FKJ3zsP5+TBBdbh4+7KtEKKswOWYVeoHVOwTFoU1zJOZfvQmdBz6uyt270blI3IsQECLgsIpAwt
kxYKvVYer+sLBztOM60iEGgVxnXWw4uc2H70oHz"
}
]
}
17
"location: "italynorth”,
"maxAgentPools": 100,
"metricsProfile": {
"costAnalysis": {
"enabled": false

}
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17
"name": "eclipse-che",
"networkProfile": {
"dnsServicelp": "10.0.0.10",
"ipFamilies™: [
"“IPv4"
1,
"kubeProxyConfig": null,
"loadBalancerProfile": {
"allocatedOutboundPorts": null,
"backendPoolType": "nodelPConfiguration”,
"effectiveOutboundIPs": |
{

"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/
MC_eclipse-che_eclipse-che_italynorth/providers/Microsoft.Network/publiclPAddresses/
5203ae07-0870-486a-9946-344e06d82c5e",

"resourceGroup”: "MC_eclipse-che_eclipse-che_italynorth"

}
1
"enableMultipleStandardLoadBalancers": null,
"idleTimeoutInMinutes": null,
"managedOutboundIPs": {
"count™: 1,
"countlpv6": null
17
"outboundIPs": null,
"outboundIpPrefixes": null
17
"loadBalancerSku": "Standard",
"monitoring™: null,
"natGatewayProfile": null,
"networkDataplane": null,
"networkMode": null,
"networkPlugin”: "kubenet",
"networkPluginMode": null,
"networkPolicy": "none",
"outboundType": "loadBalancer”,
"podCidr": "10.244.0.0/16",
"podCidrs": [
"10.244.0.0/16"
1
"serviceCidr": "10.0.0.0/16",
“serviceCidrs": [
“10.0.0.0/16"



]
13
"nodeProvisioningProfile": {
"mode": "Manual"
17
"nodeResourceGroup”: "MC_eclipse-che_eclipse-che_italynorth”,
"nodeResourceGroupProfile": null,
"oidclssuerProfile": {
"enabled": false,
“issuerUrl": null
2
"podldentityProfile": null,
"powerState": {
"code": "Running"
2
"privateFqdn": null,
"privateLinkResources™: null,
"provisioningState": "Succeeded",
"publicNetworkAccess": null,
"resourceGroup"”: "eclipse-che",
"resourceUid": "65fd7bada43cf20001bf5e1b",
"securityProfile": {
"azureKeyVaultKms": null,
"customCaTrustCertificates": null,
"defender": null,
"imageCleaner”: null,
"imagelntegrity": null,
"nodeRestriction”: null,
"workloadldentity": null
13
"serviceMeshProfile": null,
"servicePrincipalProfile": {
“clientld": "msi",

"secret": null

17

"sku": {
"name": "Base",
"tier": "Free"

17

"storageProfile": {
"blobCsiDriver": null,
"diskCsiDriver": {

"enabled": true,

"version": "v1"
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17
"“fileCsiDriver": {
"enabled": true
17
"snapshotController": {
"enabled": true
}
17
"supportPlan": "KubernetesOfficial",
"systemData": null,
"tags": null,
"type": "Microsoft.ContainerService/ManagedClusters",
"upgradeSettings": null,
"windowsProfile": null,
"workloadAutoScalerProfile": {
"keda": null,
"verticalPodAutoscaler": null
}
}

9. Get the user credentials to access your cluster

az aks get-credentials --resource-group eclipse-che --name eclipse-che --
admin

PS C:\Users\nickl> az aks get-credentials eclipse-che eclipse-che
The behavier of this command has been altered by the following extension: aks-preview
different object named eclipse-che already exists in your kubeconfig file.
Overwrite? (y/n): y
different object named clusterAdmin eclipse-che eclipse-che already exists in your kubeconfig file.

Overwrite? (y/n): y
Merged "eclipse-che-admin" as current context in C:\Users\nickl\.kube\config
PS C:\Users\nickl>

10. Set kubelogin to use the Microsoft Azure CLI

kubelogin convert-kubeconfig -1 azurecli
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PS C:\Users\nickl> az aks get-credentials eclipse-che eclipse-che

The behavior of this command has been altered by the following extension: aks-preview
different object named eclipse-che already exists in your kubeconfig file.

Overwrite? (y/n): y

different object named clusterAdmin_eclipse-che_eclipse-che already exists in your kubeconfig file.

Overwrite? (y/n): y

Merged "eclipse-che-admin” as current context in C:\Users\nickl\.kube\config
PS C:\Users\nickl> kubelogin convert-kubeconfig azurecli

P \Users\n

11. View the pods in the cluster

kubectl get pods —--all-namespaces

PS C:\Users\nickl> az aks get-credentials eclipse-che eclipse-che
The behavior of this command has been altered by the following extension: aks-preview

different object named eclipse-che already exists in your kubeconfig file.
Overwrite? (y/n): y

different object named clusterAdmin_eclipse-che eclipse-che already exists in your kubeconfig file.
Overwrite? (y/n): y
Merged "eclipse-che-admin™ as current context in C:\Users 1% . kube\config

kubelogin convert-kubeconfig azurecli
C:\Usersinickl> kubectl get pods

NAMESPACE NAME i STATUS ! { AGE
kube-system azure-ip-masg-agent-5rccc 1/ Running 16m
kube-system azure-ip-masg-agent-8n85x 1/1 Running 11m
kube-system azure-ip-masg-agent-g5z5h 1/ Running 16m
kube-system cloud-node-manager-6lwhd 1/1 Running 16m
kube-system cloud-node-manager-71lxxx 1/ Running 16m
kube-system  cloud-node-manager-spjd2 1/ Running 11m
kube-system coredns-789789675-6j8pb 1/ Running 15m
kube-system  coredns-789789675-ngbs5s 1/ Running 16m
kube-system coredns-autoscaler-649b947bbd-jgqlcw  1/: Running 16m

kube-system  csi-azuredisk-node-6hbz9 / Running 11m

kube-system c¢si-azuredisk-node-75quwk
kube-system  csi-azuredisk-node-75x6z
kube-system csi-azurefile-node-5mdmb
kube-system csi-azurefile-node-ghx8

kube-system csi-azurefile-node-npmkm
kube-system  konnectivity-agent-7c/76c8f994-5bmhh
kube-system  konnectivity-agent-7c76c8f994-hviqz
kube-system  kube-proxy-fzrdd

kube-system  kube-proxy-s41d6

kube-system  kube-proxy-wh2zx

kube-system metrics-server-5897c748b8-81lsv
kube-system metrics-server-5897c748b8-sjgdx

PS C:\Usersinickl> _

Ll
i

Running 16m
Running 16m
Running 11m
Running 16m
Running 16m
Running 16m
Running 16m
Running 16m
Running 16m
Running 11m
Running 9m16s
Running Imles
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12. Install NGINX Ingress Controller
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cd C:\Users\Kostas\windows-amd6c4

./helm repo add ingress-nginx https://kubernetes.github.io/ingress-nginx

EN Windows PowerShell — O x

mde4
po add ingress-nginx https kubernetes.github.iofingress

"ingress-nginx" has been added to your repositories

./helm repo update
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https://kubernetes.github.io/ingress-nginx

EN Windows PowerShell — O K

ginx http ubernetes.github.io/ingress-nginx

grab the 1
update fr
n update from the

dows - amd&4 >

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "ingress-nginx" chart repository
...Successfully got an update from the "gitea-charts" chart repository
Update Complete. #Happy Helming!s

./helm install ingress-nginx ingress-nginx/ingress-nginx --wait --create-
namespace --namespace ingress-nginx --set
controller.service.annotations."service\.beta\.kubernetes\.io/azure-load-
balancer-health-probe-request-path"=/healthz
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sersinickl\windows-amdé4> ./helm install ingress-nginx ingress-nginx/ingress-nginx ingre
probe-request-path”=/healthz
NAME: ingress-nginx
AST DEPLOYED: Fri Mar 22 14:59:52 20
NAMESPACE: ingress-nginx
STATUS: deployed
REVISION: 1
TEST SUITE: None

NOTES:

The ingress-nginx controller has been installed.

It may take a few minutes for the load balancer IP to be available.

ou can watch the status by running ‘kubectl get service --namespace ingress-nginx ingress-nginx-controller --output wide --watch®

n example Ingress that makes use of the controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: example
namespace: foo
spec:
ingressClasshame: nginx
rules:
- host: www.example.com
http:
paths:
- pathType: Prefix
backend
service:
name: exampleService
port:
number: 8
path: /
# This section is only required if TLS is to be enabled for the Ingress
tls:
- hosts:
- wwi.example. com
secretlame: example-tls

Lf TLS is enabled for the Ingress, a Secret containing the certificate and key must also be provided:

apiVersion: vl
kind: Secret
metadata:
name: example-tls
namespace: foo
data:
tls basebd4 encoded cert
tls.k basebd encoded key>
type: kubernetes.io/tls
PS C:\Users\nickl\windows-amd6d> _

NAME: ingress-nginx

LAST DEPLOYED: Fri Mar 22 14:59:52 2024

NAMESPACE: ingress-nginx

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

The ingress-nginx controller has been installed.

It may take a few minutes for the load balancer IP to be available.
You can watch the status by running 'kubectl get service --namespace ingress-nginx ingress-
nginx-controller --output wide --watch'

An example Ingress that makes use of the controller:
apiVersion: networking.k8s.io/v1
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kind: Ingress
metadata:
name: example
namespace: foo
spec:
ingressClassName: nginx
rules:
- host: www.example.com
http:
paths:
- pathType: Prefix
backend:
service:
name: exampleService
port:
number: 80
path: /
# This section is only required if TLS is to be enabled for the Ingress
tls:
- hosts:
- www.example.com
secretName: example-tls

If TLS is enabled for the Ingress, a Secret containing the certificate and key must also be
provided:

apiVersion: v1
kind: Secret
metadata:
name: example-tls
namespace: foo
data:
tls.crt: <base64 encoded cert>
tls.key: <base64 encoded key>
type: kubernetes.io/tls

13. Inspect NGINX Ingress Controller Config Map

kubectl describe configmap -n ingress-nginx
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E¥ Windows PowerShell - O bt

sers\n 1\windows-amd64> kubectl describe configmap ingress-nginx
ingress-nginx-controller
lamespace: ingress-nginx
Labels: app.kubernetes.io/component=controller
ubernetes. i nstance=ingress-nginx
ubernetes.io/managed-by=Helm
.kubernetes. name=ingress-nginx
app.kubernetes.i art-of=ingress-nginx
app.kubernetes.io/version=1.10.0
helm.sh/chart=ingress-ngi 4.18.0
nnotations: meta.helm.sh/release-name: ingress-nginx
meta.helm.sh/release-namespace: ingress-nginx

allow-snippet-annotations:

Reason Age From

Normal CREATE 6m28s nginx-ingress-controller ConfigMap ingress-nginx/ingress-nginx-controller

kube-root-
ingress
<none>
kubernetes.io/description:
Contains a CA bundle that can be used to verify the kube-apiserver when using internal endpoints such as
the internal service IP or kubern...

MITE6DCCATCgAWIBASTIQLHSrCplQfRF8+w3FItmuSjANBgkghkiGIwBBAQs FADAN
YTAgFwyNDAzMI I TANTNaGASyMDUBMDMyMjEyMzg1Mlow

Y2Ewggl iMABGCSqGSIb3DQEBAQUAAAT CDWAWE g IKACTICAQDB
nsHsujBAwESOCRFHWSFABBuvSSrobKoVroNi8@rom? / /4eES51ywlL kHOV+BG/Dh72
Euep8/YF ifXqgogMokhnC

CoexDNulrNQw

AQFApIAY

Z/1TP51AGUpDwTXtFP9sR 5 /W9GcyAUEMs TgOVGVmQwtAT7 jW
rOsh9x50Ws07eUEyujn56IbyzbyFp Re/9+LEmAIDtIo6S5hQpe7ealK
EnLdBFKInnFgSDICBOReoPgFEnm obdoNWobIfixsYGGFVKox72x1

Name: ingress-nginx-controller

Namespace: ingress-nginx

Labels: app.kubernetes.io/component=controller
app.kubernetes.io/instance=ingress-nginx
app.kubernetes.io/managed-by=Helm
app.kubernetes.io/name=ingress-nginx
app.kubernetes.io/part-of=ingress-nginx
app.kubernetes.io/version=1.10.0
helm.sh/chart=ingress-nginx-4.10.0

Annotations: meta.helm.sh/release-name: ingress-nginx
meta.helm.sh/release-namespace: ingress-nginx

Data
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allow-snippet-annotations:

false

Type Reason Age From Message

Normal CREATE 6m28s nginx-ingress-controller ConfigMap ingress-nginx/ingress-nginx-
controller

Name: kube-root-ca.crt
Namespace: ingress-nginx
Labels: <none>

Annotations: kubernetes.io/description:
Contains a CA bundle that can be used to verify the kube-apiserver when using
internal endpoints such as the internal service IP or kubern...

MIIE6DCCAtCgAwWIBAgIQLHSICpWQfRF8+w3FItmuSjANBgkghkiGOWOBAQsFADAN
MQswCQYDVQQDEwWJjYTAgFwOyNDAzM;jIxMjl4NTNaGA8yMDUOMDMyMjEyMzg1M1ow
DTELMAKGATUEAXMCY2EwggliMAOGCSqGSIb3DQEBAQUAA4ICDwWAwgglKAolCAQDB
msHsujOAW6S9CRfHW5F4B8uvSSr6bKoVrINj80rom7//4eE51ywLkHIV +0G/Dh7264



cxPzkK/KhM31GgEoDlyq6Dw2IDJEJzsKZMWKA1tp/EPfRUWFa0/7 CuxtgDwQfWRH
Niig9CIP52MtLXOV/wWIY9IwiO/zOmyKxk5suSwT2XMXuiLzPfFJLOupSh+7ni06
5JPbYDOkGK5IKYegTm80pynOo+APVNXvIQpP +XWy22EkGVslywmAAj/qgKNAQi830
ikHiTh65K57Ix10ycZItQpUBCkeZVrjHMU1xXySOTPHtruLYf4taX4Z5QtvfGg8L
hrGTrflJonEe/z+PguVJIfUr2FU6rDN0JDaC7zhL+bCyHZsloIVTvDO4rRW+IQpM
UavV2uCknhjOXbrl/60SPCP/4poRHVaenTpOvHjE72DNYHWkY52UQmpR8oWjo2T4
3BaJtiMa7ckgxFJQXkZaMBPI7RITeX+qgyDZaROZ+yP5dSklzOhQfTGmNMgng2oP
m25dwbWQhPNvsO8Xw0j3bTO8RKLtIBMaSr11iPdBJu9ptuOZDAyG+SbA1xLw8WC1
3088pgpxQnBWskPNE1CQobwrqoJxcYKuFuhvtRr3OHhXQ7zGnvyapV)TYluztaX1
+Va5TDMT36gr66Hp

BinaryData

Events: <none>

14. Wait/Check for the external IP

kubectl get services ingress-nginx-controller --namespace ingress-
nginx
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N Windows PowerShell — O X

ingress-nginx
TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
ingress-nginx-controller LoadBalancer 10.0.9.150 4.232.217.48 80:30233/TCP,443:32583/TCP  18m
PS C:\Usersinickl\windows-amd6d>

NAME TYPE CLUSTER-IP  EXTERNAL-IP  PORT(S) AGE
ingress-nginx-controller LoadBalancer 10.0.9.150 4.232.217.40
80:30233/TCP,443:32503/TCP  10m
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15. Install the cert-manager

cd C:\Users\Kostas\windows—-amd64

./helm repo add jetstack https://charts.jetstack.io
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https://charts.jetstack.io/

EX Windows PowerShell

dd jetstack htt

"jetstack" has been added to your repositories

./helm repo update

charts.jetstack.ic
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EX Windows PowerShell — O .

charts.jetstack.ic

t an update fr
an update from
an update from th
Update Complete. EHap
[

Hang tight while we grab the latest from your chart repositories...
..Successfully got an update from the "ingress-nginx" chart repository
...Successfully got an update from the "jetstack" chart repository
...Successfully got an update from the "gitea-charts" chart repository
Update Complete. &Happy Helming!s

./helm install cert-manager jetstack/cert-manager --wait --create-namespace
—--namespace cert-manager --set installCRDs=true

69




N Windows PowerShell

Hang tight while we grab the latest from your chart repositories...
..5uccessfully got an update from the "jetstack™ chart repository
..Successfully got an update from the "ingress-nginx" chart repository

Update Complete. EHappy Helming!

PS C:\Users\nickl\windows-amdb elm install cert-manager jetstac ert-manager
cert-manager installCRDs=true

NAME: cert-manager

LAST DEPLOYED: Fri Mar 22 15:23:

NAMESPACE: cert-manager

STATUS: deployed

REVISION:

: None

cert-manager v1.14.4 has been deployed successfully!

In order to begin issuing certificates, you will need to set up a ClusterIssuer
or Issuer resource (for example, by creating a ‘letsencrypt-staging' issuer).

More information on the different types of issuers and how to configure them
can be found in our documentation:

F e

https://cert-manager.io/docs/configuration/

For information on how to configure cert-manager to automatically provision
Certificates for Ingress resources, take a look at the "“ingress-shim”
documentation:

https://cert-manager.io/docs/usage/ingress/

PS C:\Users\nickl\windows-amd64>

NAME: cert-manager

LAST DEPLOYED: Fri Mar 22 15:23:26 2024
NAMESPACE: cert-manager

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

cert-manager v1.14.4 has been deployed successfully!

In order to begin issuing certificates, you will need to set up a Clusterlssuer
or Issuer resource (for example, by creating a 'letsencrypt-staging' issuer).

More information on the different types of issuers and how to configure them
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https://cert-manager.io/docs/usage/ingress/

can be found in our documentation:
https://cert-manager.io/docs/configuration/

For information on how to configure cert-manager to automatically provision
Certificates for Ingress resources, take a look at the “ingress-shim’
documentation:

https://cert-manager.io/docs/usage/ingress/

16. Inspect cert-manager Config Map

kubectl describe configmap -n cert-manager

E¥ windows PowerShell - O x

.

cert-manager.io/docs/usage/ingress/
Usersiynickl\windows-amd64> kubectl describe configmap cert-manager
<ube-root-ca.crt
cert-manager
<none>
Annotations: kubernetes.io/description:
Contains a CA bundle that can be used to verify the kube-apiserver when using internal endpoints such as
the internal service IP or kubern...

8+w3F9tmuSjANBgkghkiGOw@BAQs FADAN
IxMjIANTNaGASyMDUBMDMyMjEyMzglMlow
C qGSIb3DQEBAQUAAAT CDwAwgeIKAcICAQDE
msHsujBAW6SICRFHWSFABBuvSSrobKoVrINj8erom? / /4eE51ywl kHOV+8G,/Dh72
XhegAvybkw5BW/olEnXIX9xT/mYzrBm5w0/ /D6INEu@p8 /YFizZ1ifXqoqMokhnC
6zelYnyn 8 ; NF ah6RCxxDNulrNQw
{aHQ1lwgqR+bWa717d6G561IhU5 gYUNgDNIHyseYoz9LvQf4pJAY
/1TP51AGUpDwFXtFP9sRy 19GcyAUBMs T gOVGVmQWwtAT7 jW
Tr0sh9x50Ws07eUEyujn56IbyzbyFpglohdwpkDRe /9+LEmAIDtIo6ShQpe7eadK
TEnLdBFKInnFgSDICBOReoPgFEnmbEv351aB852+06doNkobI fixsYGGTVKox72x1
gMcMR /HLbkLcbGTKYuan6/K6/Qyh@84icBMd+2wSkjD/Tqy5FO9mulvodw7Yg2
vBxABbBbkwZhqVGkngyCUBgr+mth5
AQ5upiwuSFQ+nnfLdItDAVul3
ohBeEcH6ryN5CGOr98vIsEGYZ85LNQ15EZm)879iWQIDAQABoRIWQDADBENVHQBB
ATEEBAMCAqQWDWYDVRBTAQH/ BAUWAWEB / ZAdBgNVHQAEFgQUMVIQsOrdS4puywyq
ptKYIpdbQ+YwDQYIKoZIhvcNAQELBQADggIBADvdiKVcUr9j1K3s GMItJ1Z41

HLXOV/wIY9Tvwi0/ z0myk
{51KYegTm8@pynOo+APVIXy

hrGTrfIJonEe/z+PguVI1fUr2FUerDN@IDaC7zhl+bCyHZs1oIVT
UawW2uCknhjOXbrI/60SPCP/4poRHVaenTpOvHIE72DNYHM
3BaltiMa7c JQX MBP17RITeX+qgyD7aR0Z+yP5dSk \
m25dwbWQhPNvs08Xwej3bTe8RKLtIBMaSr1IiPdBIu9ptulZDAyG+SbATxLw
3088pgpxQnBlskPNE1CQobwrgolxcYKuFuhvtRr30HhXQ7zGnvyapVjTYluztaXl
+Va5TDMT36gr66Hp

END CERTIFICATE

BinaryData

Events: <none>
PS C:\Usersynickl\windows-amd6d:>
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name:%20cert-manager%0D%0ALAST%20DEPLOYED:%20Fri%20Mar%2022%2015:23:26%202024%0D%0ANAMESPACE:%20cert-manager%0D%0ASTATUS:%20deployed%0D%0AREVISION:%201%0D%0ATEST%20SUITE:%20None%0D%0ANOTES:%0D%0Acert-manager%20v1.14.4%20has%20been%20deployed%20successfully!%0D%0A%0D%0AIn%20order%20to%20begin%20issuing%20certificates,%20you%20will%20need%20to%20set%20up%20a%20ClusterIssuer%0D%0Aor%20Issuer%20resource%20(for%20example,%20by%20creating%20a%20'letsencrypt-staging'%20issuer).%0D%0A%0D%0AMore%20information%20on%20the%20different%20types%20of%20issuers%20and%20how%20to%20configure%20them%0D%0Acan%20be%20found%20in%20our%20documentation:%0D%0A%0D%0Ahttps://cert-manager.io/docs/configuration/%0D%0A%0D%0AFor%20information%20on%20how%20to%20configure%20cert-manager%20to%20automatically%20provision%0D%0ACertificates%20for%20Ingress%20resources,%20take%20a%20look%20at%20the%20%60ingress-shim%60%0D%0Adocumentation:%0D%0A%0D%0Ahttps://cert-manager.io/docs/usage/ingress/
name:%20cert-manager%0D%0ALAST%20DEPLOYED:%20Fri%20Mar%2022%2015:23:26%202024%0D%0ANAMESPACE:%20cert-manager%0D%0ASTATUS:%20deployed%0D%0AREVISION:%201%0D%0ATEST%20SUITE:%20None%0D%0ANOTES:%0D%0Acert-manager%20v1.14.4%20has%20been%20deployed%20successfully!%0D%0A%0D%0AIn%20order%20to%20begin%20issuing%20certificates,%20you%20will%20need%20to%20set%20up%20a%20ClusterIssuer%0D%0Aor%20Issuer%20resource%20(for%20example,%20by%20creating%20a%20'letsencrypt-staging'%20issuer).%0D%0A%0D%0AMore%20information%20on%20the%20different%20types%20of%20issuers%20and%20how%20to%20configure%20them%0D%0Acan%20be%20found%20in%20our%20documentation:%0D%0A%0D%0Ahttps://cert-manager.io/docs/configuration/%0D%0A%0D%0AFor%20information%20on%20how%20to%20configure%20cert-manager%20to%20automatically%20provision%0D%0ACertificates%20for%20Ingress%20resources,%20take%20a%20look%20at%20the%20%60ingress-shim%60%0D%0Adocumentation:%0D%0A%0D%0Ahttps://cert-manager.io/docs/usage/ingress/

Name: kube-root-ca.crt
Namespace: cert-manager
Labels: <none>
Annotations: kubernetes.io/description:
Contains a CA bundle that can be used to verify the kube-apiserver when using
internal endpoints such as the internal service IP or kubern...

MIIE6EDCCAtCgAWIBAgIQLHSICpWQfRF8+w3F9tmuSjANBgkghkiGOWOBAQsFADAN
MQswCQYDVQQDEwWJjYTAgFwOyNDAzMjIxMjl4NTNaGA8yMDUOMDMyMjEyMzg1M1ow
DTELMAKGATUEAXMCY2EwggliMAOGCSqGSIb3DQEBAQUAA4ICDwWAwggIKAoICAQDB
msHsujOAW6S9CRFHW5F4B8uvSSrébKoVroNj80rom7//4eE51ywLkHIOV +0G/Dh72|
oh0eEcH6ryN5CGOr98v9seGyZ85LNQ15EZmQ8Z9iWQIDAQABoOIwQDAOBgNVHQS8B
AfSEBAMCAgQwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUMVWQsOrd54puywyq
ptKYIpdbQ+YwDQYJKoZIhveNAQELBQADggIBADvdiKVcUr9jIK3SzOvCGMItIZ4|BinaryData
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Events: <none>

17. Define the domain name

SDOMAIN NAME="software-machines.online”

EN Select Windows PowerShell — O x

18. Create a DNS zone

az network dns zone create --resource-group eclipse-che --name $DOMAIN NAME
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EX Windows PowerShell — O X

rsi\nickl\windows-amd6

az network dns zone create eclipse-che

260-8ae5-899cfc

"maxNumberOfRecordSets™:
"name”: “"software-machines.online™,
“"nameServers”: [

)
“numberOfRecordSe
irceGroup™ :

“type”: osoft.Network/dnszones™,
"zoneType™: "Public”

ersi\nickl\windows-amd&d>

{
"etag": "3634f783-2a77-4260-8ae5-899cfc4e18b8",
"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che/
providers/Microsoft.Network/dnszones/software-machines.online",
"location": "global”,
"maxNumberOfRecordSets": 10000,
"name": "software-machines.online",
"nameServers": [
"ns1-36.azure-dns.com.”,
"ns2-36.azure-dns.net.”,
"ns3-36.azure-dns.org.",
"ns4-36.azure-dns.info."
1
"numberOfRecordSets": 2,

"resourceGroup"”: "eclipse-che",
“tagS": {}’
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"type": "Microsoft.Network/dnszones",
"zoneType": "Public”

19. Configure the name servers with the registrar Europeregistry of the domain

https://www.europereqistry.com/

v % Euope Regity [ EuropeanceT X |+

€ 5 G % europeregistrycom

% O 00

< Login @ Fountain of Sorrow... #1| AOY. Gecowdovixn.. B The Rolling Stones -.. [l prefocus GmbH ~Li.. [ Your Creations @ httpsi//intranetultra.. @ Eclipse Che S Newest Questions -... i) Greece Live Cams |.. @3 @ Live Webcam fr... [@) South Africa Wild Li.. @) Webcam Athen Akr »
$ EUROPE REGISTRY DOMANS - PRODUCTS ~  BUNDLESA  SUPPORT -  COMPANY =  EUR = | & Gemany +4932221097818 wyaccount [ECNIEY ]

Start your search.. SEARCH
)
Il
i
i
li

.

o |
.eu for only €9.99 3k uk €13.99 B freizes @ .es €9.99 & -de€s.99 @ come11.49
i f i i : pB Y SECURE U
Europe Registry is a trusted domain expert with over twenty years experience 3 /,_
in the domain industry. We have multiple ICANN Accreditations and provide = ,a‘=' @ pSs
domain registration for country code top level domains (ccTLDs). Ternanes®
Ittps://uweweuroperegistry.com/accountogin Gateway to business opportunities in Europe -
B S K 5 @ @ @ B B W W O = EJ S EH DS ) @ Qucsamenk ~300EEP By B
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https://www.europeregistry.com/

v % AccountLogin | EvropeRegist. X | +

€ c

europeregistry.com/account/login

£ Login @ Fountain of So A 20X, Ceootovinn 8 prefocus Gk L

O The Roling Stones -

‘& EUROPE REGISTRY

Account Login

Usemame
& bjirmann

Password

8 Your Crestions

@ httpsy/intranctaulte

DOMAINS ~

@ Eclpse Che

PRODUCTS +

Account assistance
Forgotten password? Reset your password.

Userame reminder. Retrieve username.

A € @ © & @ W

L Type here to search

LOGIN

BUNDLES &

$ 8 2

| Newest Questions .. 1] Greece Lve Cams .. €8 @ Live Webcam

SUPPORT ~  COMPANY ~  EUR v . Germany +49.322.21097818

Domain Name Management
Your simple one stop solution.

Real time registration for over 110+ global domains
Free domain parking
Free real time DNS hosting

Local presence option

t have an account yet?

SIGN UP

Service Login
Webhosting management. Access your hosting

Webmail login. Check your email

g s & (2)

8] South Afrca Wi L..

D e 250pM
@ 14C stakbewslt A B OO0 & P B S B

w B X O

@ Webcam Athen Ak »

p— ... O

v % uopeegity Dashoowd X +

<« G =5 europeregistry.com/dashboard/index

" Login &8 Fountain of Sorrow... A1l AOY. Gecochovixn.. B The Roling Stones -.. [l prefocus GmbH~Li

Dashboard

$ EUROPE REGISTRY

Credit (EUR)

€0

Call Credit (EUR)

€0

@ Dashboard

ount D

Register New Domains

chHere

8 Your Crestions

aBmpey

@ https/intranctulta

Your

4

@ Eclpse Che

Domains

Newest Questions ... 1] Greece Lve Cams .. (€8 @ Live Webcam

Phone Numbers

0

Your Hosting

0

Recent Transactions

Product Name
‘waternomics.eu

software-machines.online
software-machines.online
software-machines.online

software-machines.online

MY DOMAINS RENEW MY DOMAINS TRANSFER DOMAINS NEW EMAIL HOSTING SETUP WEB HOSTING MY PHONE NUMBERS
Activity Your Top 5 Domains

4

& Registered

3 eu £
_ Expiring - v

" e = - = 2597
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v % uopeegity Dashoowd X +

<« <} europeregistry.com/domain/index Bgx O OO0
gin @ Fountain of Sorrow... 41| AOY. Gccoodovixn... B The Rolling Stones ~.. [l prefocus GmbH — Li.. [ Your Creations @ hitps/fintranetultra.. @ Eclipse Che .3 Newest Questions [B) South Africa Wild Li.. @) Webcam Athen Akr »
% evropereaister | My Domains o € Welcome bjirmann
Your Domains
@ Domains
My Domains
=
=
Register New Domains =
Transfer Domains.
Renew My Domains REGISTER NEW DOMAINS RENEW DOMAIN BULK DNSEDIT /ASSIGN CATEGORY UNASSIGN CATEGORY /ADD PRIVACY
Expired Domains
Domain Category My Domains

Domain Credits

Eligibility Required Bulk Actions APPLY Searc 10

O DomainName Features Eait
O software-machines.online Brigitte Jirmann 2024-11-18 9
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% evropereaisTer | Domain Info o € Welcome bjrmarn
software-machines.online
nt De
SUMMARY ~ DNSSETTINGS ~ CONTACTS  HISTORY
@ Domains —_—
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Date: Expiry Date:
Register New Domains 2020-11-20 2024-11-18
Transfer Domains
Registrant: EDIT
Renew My Domains . X Auto Renew:
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Name Server: EDIT Whois Privacy:
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$ EUROPE REGISTRY

@ Domains
My Domains
Register New Domains
Transfer Domains
Renew My Domains
Expired Domains.
Domain Category
Domain Credits

Eligibility Required

L Type here to search

v 9 EuropeRegisty Dashborrd X | + =
<« c = 1QNTICOXpmOVRKY2kzZ0USWHNCVVNpbkgxMXpkYUUOazhjVOEZNDO. mx O OO0
£ Login 8 Fountain of Sorrow... | AOY. Geoodovikn.. @ The Rolling Stones -.. [l prefocus GmbH-Li.. [ Your Creations @ httpsi/intranetultra.. @ Eclipse Che 3 Newest Questions ~.. [I] Greece Live Cams|.. @8 @ Live Webcam fr.. [8] South Africa Wil Li.. @) Webcam Athen Ak »

Domain Info o e

Welcome bjirmann

software-machines.online

SUMMARY ~ DNSSETTINGS ~ CONTACTS  HISTORY

Select the DNS (Domain Name System) option to use with your domain name(s). If you do not understand DNS we recommended that you use our name servers.

(O UseEurope Registry Name Servers

@  Delegate to Your Name Servers

HostName: IPv4 Address:

ns1-36.azure-dns.com
ns2-36 azure-dns.net

ns3-36.azure-dns.org

ns4-36.azure-dns.info

DELEGATE TO YOUR NAME SERVERS

01PM
2

9 14°C Stark bewslkt 31972004

(KX EEEREEFEETEELEEE T RN

Q AGOOE Z S NG

=1
po.

20. Create two DNS record sets

kubectl get service -n ingress-nginx ingress-nginx-controller -
o=jsonpath='{.status.loadBalancer.ingress[0] .ip}"
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EN windows PowerShell — O X

WUsersi\nickl\windows -amdb6d
WUsers\nickl\windows-amdé&d
software-machines.online
PS C:\Users\nickl\windows-amd6d:> network dns zone create eclipse-che

363417 p : 8 899cfcdel8bsd™,
subscription bbfe-517ledaZbbde/resourceGroups/eclipse-che/providers/Microsoft.Network/dnsz|
oftware-machines.online”,
": "global”,
"maxNumberOfRecordSets™: 18000,
"name”: "software-machines.online”,
"nameServer [
" ure-dns.
ure-dns.

.azure-dns.o
.azure-dns.

1,
“number0fRecordSets™: 2,
“resourceGroup”: "eclipse-che”,

rosoft.Network/dnszones™,
“Public™

\windows-amd64> kubectl get service ingress-nginx ingress-nginx-controller -o=jsonpath="{.status.loa|
dBalancer.ingress[8].ip}"
17.48@
sers\nickl\windows-amd6&d>

4.232.217.40

az network dns record-set a add-record --resource-group eclipse-che --zone-
name $SDOMAIN NAME --record-set-name "*" --ipv4-address $(kubectl get service
-n ingress-nginx ingress-nginx-controller -
o=jsonpath='{.status.loadBalancer.ingress[0].ip}")
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EN windows PowerShell — O =

sersi\nickl\windows-amd6 network dns zone create eclipse-che

"3634f783-2a77-4260-8ae5-899cfcdel8b8"™,
subscriptions/a559df32-85ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che/pro crosoft.Network/dnsz|
oftware-machines.online”,
"location™: "global™,
"maxNumber0OfRecordSets”: 186888,
"name"”: "software-machines.online”,
"nameServers": [
"nsl-36.azure-dns.com.
s2-36.azure-dns
.azure-dns.
"nsd-36.azure-dns.
1,
"number0OfRecordSets
“resourceGroup”: "eclipse-che”,
“tag 4
“type”: "Microsoft.Network/dnszones™,
"zoneType™: "Public™

Users\nickl\windows-amd64> kubectl get service ingress-nginx ingress-nginx-controller -o=jsonpath="{.status.loa
er.ingress[@].ip}"
.217.40

sersi\nickl\windows-amd6 network dns record-set a add-record eclipse-che
$(kubectl get serwvice ingress-nginx ingress-nginx-controller -o=jsonpat

.status.loadBalancer.ingress[8].ip}")
“ARecords™: [

vAdAddress”: "4.232.217.48"

3608,
be8a526-2cle-4bld-a2ab-638ad@54bc37",
software-m. ines.online.”™,
/subscriptions/a559df32-85ab-46a8-bbfe-5171eda2bbde/resourceGroups /eclipse-che/providers crosoft.Network/dnsz
ones/software-machines.online/A/*",
s
"provisioningState”: "Succeeded”,
"resourceGroup” ipse-che”,
“targetResourc {3},
"type Microsoft.Network/dnszones /A"

Usersynickl\windows-amd6d>

"ARecords": [
{
"ipv4Address": "4.232.217.40"
}

1,

“TTL": 3600,

"etag": "5be8a526-2c1e-4b14-a2a6-638ad054bc37",

"fgdn": "*.software-machines.online.",

"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che/
providers/Microsoft.Network/dnszones/software-machines.online/A/*",

"name"; "*",

"provisioningState": "Succeeded",

"resourceGroup": "eclipse-che",

"targetResource™: {},

"type": "Microsoft.Network/dnszones/A"

80



——

€ 3> C M % portalazurecom/#@ultradais.onmicrosoft.com/resource/subscriptions/a559df32-05ab-46a8-bbfe-5 17 1eda2bbde/resourceGroups/eclipse-che/providers/Microsoft... T% ¢ T & O a o

G phpBBXS @ Néakapréla < WebCourses () Facebook TUC-Schedule-Class.. (& TUCeclass CJ§ ANAoypopia - La.. E¥4 Ultrad-Email @ Work Tracking

= Microsoft Azure £ Search resources, services, and dacs (G+/) 3{""“"*2;’3;’&‘3;’;?;%%2

Home > Resource groups > eclipse-che >

(o) software-machines.online » X
DNS zone

€+ Recordset + Chidzone 1 mport | Bport [i] Deletezone > Move v () Refesh

@ Overview “ A Essentials JSON View
Activity log Resource group (move) : eclipse-che Name server 1 : ns1-36.azure-dns.com.
89 Access control (IAM) bscription (move)  : Azure subscription 1 Name server 2 : ns2-36.azure-dns.net.

Subscription ID  a559df32-05ab-46a8-bbfe-5171eda2bbde Name server 3 : ns3-36.azure-dns.org.

@ Tags
Name server 4 : ns4-36.azure-dns.info.
X Diagnose and solve problems
Tags (edit) : Add tags

Settings .
9 @ You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow more record sets to load.

" )
11! properties [V Search record sets

£ Locks i i
= Name Type T Value Alias resource type Alias target

ns1-36.azure-dns.com.

Monitoring
@ NS 172800 ns2-36.azure-dns.net.
B Alerts ns3-36.azure-dns.org.
ns4-36.azure-dns.info.
fidl Metrics Email: azuredns-hostmaster...
Host: ns1-36.azure-dns.com.
Automation Refresh: 3600
@ SOA 3600 Retry: 300
M CU/pPs Expire: 2419200
- X Minimum TTL: 300
&+ Tasks (preview) Serial number: 1
[# Bxport template * A 3600 4.232217.40
Gain
az network dns record-set a add-record —--resource-group eclipse-che --zone-

name SDOMAIN NAME --record-set-name "@" --ipv4-address $(kubectl get service
-n ingress-nginx ingress-nginx-controller -
o=jsonpath='{.status.loadBalancer.ingress[0].ip}")

"ARecords": [

{

"ipv4Address": "4.232.217.40"

}
],
"TTL": 3600,
"etag": "07c5f937-d218-4fb4-8e8c-12a83eae232a",
"fgdn": "software-machines.online.",
"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che/

providers/Microsoft.Network/dnszones/software-machines.online/A/@",

"name": "@",
"provisioningState": "Succeeded",
"resourceGroup": "eclipse-che",
“"targetResource": {},
"type": "Microsoft.Network/dnszones/A"
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€ 2 C @ & portalazure.com/#@ultradais.onmicrosoft.com/resource/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che/providers/Microsoft... G% ¥ © & 00 o g

G phpBBXS @ Néakopriha & WebCourses ) Facebook TUC-Schedule-Class... % TUCeclass B3 AMnhoypagpia - La.. Ultrad-Email @ Work Tracking

rosoft Azure P Search resources, services, and docs (G+/)

Home >

(o) software-machines.online 2 X

DNS zone

«  + recodset + chidzone T import & Bxport [l Dektezone =3 Move v O fefesh

@ oOverview = Resource group (move) : eclipse-che Name server 1 : ns1-36.azure-dns.com. e
Activity log 1 (move)  : Azure subscription 1 Name server 2 : ns2-36.azure-dns.net.
Subscription 1D : a559df32-05ab-46a8-bbfe-5171eda2bbde Narme server 3 : ns3-36.azure-dns.org.

£ Access control (IAM)
Name server 4 : ns4-36.azure-dns.info,
@ Tags
Tags (edit) Add tags
X Diagnose and solve problems
@ vou can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow more record sets to load.

Settings [ 7 search record sets
m )
11! properties Name Type T Value Alias resource type Alias target
a
& Locks @ A 3600 4232.217.40
Monitoring ns;-:zazure-gns.coT
ns2-36.azure-dns.net.
NS 172800
B Alerts € ns3-36.azure-dns.org
ns4-36.azure-dns.info.
@l Metrics Email: azuredns-hostmaster...
Host: ns1-36.azure-dns.com.
Automation Refresh: 3600
@ SOA 3600 Retry: 300
= cuyses Expire: 2419200
Minimum TTL: 300
P .
i Tasks (preview) Serial number: 1
) Export template * A 3600 4232.217.40
Ualn, e -

21. Create a service principal

SCERT MANAGER SERVICE PRINCIPAL NAME="cert-manager-eclipse-che"
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EN Windows PowerShell — O

$CERT_MANAGER_SERVICE_PRINCIPAL_APP_ID:$(az ad sp create-for-rbac --name
SCERT MANAGER_SERVICE PRINCIPAL NAME --query "appId" --output tsv)
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¥ Windows PowerShell — O X

)=$(az ad sp create-for-rbac

IN \ME t
: The output includes credentials that you must protect. Be sure that you do not include these credentials in you
r code or check the credentials into your source control. For more information, see https://aka.ms/azadsp-cli
PS C:\Usersynickl\windows-amd64:>

WARNING: The output includes credentials that you must protect. Be sure that you do not
include these credentials in your code or check the credentials into your source control. For
more information, see https://aka.ms/azadsp-cli

Note: In previous installation there was a warning about an existing application instance with an id
ending at: ...2593 . Now the “we will patch it” warning is gone.
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$CERT_MANAGER_SERVICE_PRINCIPAL_APP_ID is 83605b9f-4174-48a2-8c7f-9af5b50c19b4

EN Windows PowerShell — O =

)=%$(az ad sp create-for-rbac

The output includes credentials that you must protect. Be sure that you do not include these dentials in you
r code or check the edentials into your source contreol. For more information, see https://aka.ms/az cli
PS C:\Users\ni e WS -amdbd £ E C }
83605b9f-4174-
PS C:\Users\ni

22. Give access to the DNS zone

az role assignment create --assignee SCERT MANAGER SERVICE PRINCIPAL APP ID
--scope $(az network dns zone show --name SDOMAIN NAME --resource-group
eclipse-che --query "id" --output tsv) --role "DNS Zone Contributor"
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EX Windows PowerShell — O =

ID=%$(az ad sp create-for-rbac

The output includes credentials that you must protect. Be sure that you do not include these credentials in youl
r code or check the credentials into your i r For more information, see https://aka.ms/azadsp-cli
PS C:\Users\n Al S - amdé. T L[ ID
B3685b9f-417

eclipse-«

"condition”: null,

"conditionVersion™: null,

"createdBy": null,

“createdOn™: "2024-83-22T14:08:47.042714+00:00",

"delegatedManagedIdentityResourceld™”: null,

"description™: null,

"id fsu riptions/a559df32-85ab-46a8-bbfe-5171eda?2bbde/resourceGroups/ ipse-c prowvi r - Networ
nes/softwar i r osoft.Author tion/rolefissignment 65cb3 16 24782299%e

"name" y 2476229%ee",

"prin 1 A-91c7-ceBcfe7A2e65",

"principalType™:

"resourceGroup™: "

“roleDefinitionId”

frolefssignments™,
ab2f-68f7391a323d",
7.475722+00:00"

“condition": null,

“conditionVersion": null,

"createdBy": null,

"createdOn": "2024-03-22T14:08:47.042714+00:00",

"delegatedManagedldentityResourceld": null,

"description”: null,

"id": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-che/
providers/Microsoft.Network/dnszones/software-machines.online/providers/
Microsoft.Authorization/roleAssignments/83965cb3-4823-4053-9716-2e24702299%e",

"name": "83965cb3-4823-4053-9716-2e24702299¢ee",

"principalld": "2bbc4414-2e83-4ce4-91c7-ceOcfe742e65",

"principalType": "ServicePrincipal",

"resourceGroup": "eclipse-che",
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“roleDefinitionld":
"/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/providers/Microsoft.Authorization/
roleDefinitions/befefa01-2a29-4197-83a8-272ff33ce314",

"scope": "/subscriptions/a559df32-05ab-46a8-bbfe-5171eda2bbde/resourceGroups/eclipse-
che/providers/Microsoft.Network/dnszones/software-machines.online",

"type": "Microsoft. Authorization/roleAssignments”,

"updatedBy": "0d4312c8-52ca-4b68-a62f-68f7391a323d",

"updatedOn": "2024-03-22T714:08:47.475722+00:00"

}

23. Create the eclipse-che namespace

kubectl create namespace eclipse-che

EX windows PowerShell — O X

ickl\windows-amd64> kubectl create namespace eclipse-che
e-che created
1\windows-amdbd >

namespace/eclipse-che created
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24. Create a Service Account Secret

kubectl create secret generic azuredns-config --from-literal=clientSecret=$
(az ad sp create-for-rbac --name S$CERT MANAGER SERVICE PRINCIPAL NAME --query
"password" --output tsv) --namespace eclipse-che

E¥ windows PowerShell - O X

PS C:\Usersi\nickl\wi r cr generic azuredns-config --from-literal=clientSecret=%(az ad sp crifa
eate-fi bac ME v) --namespace eclipse-che
(WARNING: Found an ex ce: (id) 518ddleb 1d-4218-bdcc-8d@8b32b2cld. We will patch it.

WARNING: The output cludes dentials that you must protect. Be sure that you do not i ude these entials in you

r code or check the credentials into your source control. For more information, see https://aka.ms/azadsp-cli
secret/azuredns-config created

PS C:\Usersynickl\windows-amdbd>

WARNING: Found an existing application instance: (id) 510dd1eb-481d-4218-bdcc-
0d08b32b2c1d. We will patch it.

WARNING: The output includes credentials that you must protect. Be sure that you do not
include these credentials in your code or check the credentials into your source control. For
more information, see https://aka.ms/azadsp-cli

secret/azuredns-config created

25. Create the Issuer
create file certificateIssuer.yaml with the following content:

88



apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: che-letsencrypt
namespace: eclipse-che
spec:
acme:
solvers:
- dnsO1:
azureDNS:
clientID: 83605b9f-4174-48a2-8c7f-9af5b50c19b4
clientSecretSecretRef:
name: azuredns-config
key: clientSecret
subscriptionID: $(az account show --query "id" --output tsv)
tenantID: $(az account show --query "tenantld" --output tsv)
resourceGroupName: eclipse-che
hostedZoneName: software-machines.online
email: tzerras@ultra4.eu
privateKeySecretRef:
name: letsencrypt
server: https://acme-v02.api.letsencrypt.org/directory

kubectl apply -f certificatelIssuer.yaml
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EN Windows PowerShell

certificatel
che-letsencrypt created

issuer.cert-manager.io/che-letsencrypt created

26. Create the Certificate

create file certificate.yaml with the following content:

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: che-tls
namespace: eclipse-che
spec:
secretName: che-tls
issuerRef:
name: che-letsencrypt
kind: Issuer
commonName: 'software-machines

.online’
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dnsNames:

- 'software-machines.online'

- '"*.software-machines.online'
usages:

server auth
digital signature
key encipherment
key agreement
data encipherment

kubectl apply -f certificate.yaml

EN Windows PowerShell

certificatel er.yaml
ncrypt created
appl certificate.yaml
fche-tls created

certificate.cert-manager.io/che-tls created
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27. Create the application Eclipse Che

SECLIPSE CHE APPLICATION DISPLAY NAME="Eclipse Che"

create file requiredResourceAccesses. json with the following content:

'[{"resourceAccess": [{"id":"34a47c2f-cd0d-47b4-a93¢c-

2c41130c671lc", "type":"Scope"}], "resourceAppId":"6daed2£f8-4368-4678~-
94ff-3960e28e3630"}, {"resourceAccess": [{"id":"elfe6dd8-ba31-4d61-89%e7~-
88639dad683d", "type":"Scope"} ], "resourceAppId":"00000003-0000-0000-
c000-00000000000CQ™} 1"

create file optionalClaims. json with the following content:
'{"accessToken":[{"additionalProperties":
[],"essential":false, "name":"groups", "source”":null}]}"

run the command:

az ad app create --display-name SECLIPSE CHE APPLICATION DISPLAY NAME

--enable-access-token-issuance --required-resource-accesses
"@requiredResourceAccesses.json" --optional-claims
"@QoptionalClaims.json" --sign-in-audience AzureADMyOrg --web-

redirect-uris https://$DOMAIN NAME/oauth/callback
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az ad app create \

--display-name $ECLIPSE_CHE_APPLICATION_DISPLAY_NAME \

--enable-access-token-issuance \

--required-resource-accesses '[{"resourceAccess":[{"id":"34a47c2f-cd0d-47b4-a93c-
2c41130c671c","type":"Scope"}],"resource Appld":"6dae42{8-4368-4678-94ff-3960e28e3630" },
{"resourceAccess":[{"id":"e1fe6dd8-ba31-4d61-89e7-
88639da4683d","type":"Scope"} ], "resource Appld":"00000003-0000-0000-c000-
000000000000"} 7"\

--optional-claims '{"accessToken":[{"additional Properties":
[1,"essential":false,"name":"groups","source":null}]}" \
--sign-in-audience AzureADMyOrg \

--web-redirect-uris https://$DOMAIN NAME/oauth/callback

¥ Windows PowerShell - X
PS C:\Users\nickl\window: ad app create P
https

null,
rosoftSt:

6da-b408-257ee0592F2f",

"idToken": [],
“saml2Token": []
)

b
"parentalControlSettiny
"countriesBlockedForl

{
"@odata.context": "https://graph.microsoft.com/v1.0/$metadata#applications/$entity",
"addIns": [],
"api": {
"acceptMappedClaims": null,
"knownClientApplications": [],
"oauth2PermissionScopes": [],
"preAuthorizedApplications": [],
"requestedAccessTokenVersion": null
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https://$DOMAIN_NAME/oauth/callback

b
"appld": "adOc6add-c605-4fd1-992d-038c69c84115",
"appRoles": [],
"applicationTemplateld": null,
"certification": null,
"createdDateTime": "2024-03-22T14:36:03.2572717Z",
"defaultRedirectUri": null,
"deletedDateTime": null,
"description": null,
"disabledByMicrosoftStatus": null,
"displayName": "Eclipse Che",
"groupMembershipClaims": null,
"id": "482aefe4-b5a5-46da-b400-a57ee0592f2f",
"identifierUris": [],
"info": {
"logoUrl": null,
"marketingUrl": null,
"privacyStatementUrl": null,
"supportUrl": null,
"termsOfServiceUrl": null
b
"isDeviceOnlyAuthSupported": null,
"isFallbackPublicClient": null,
"keyCredentials": [],
"notes": null,
"optionalClaims": {
"accessToken": [
{
"additionalProperties": [],
"essential": false,
"name": "groups",
"source": null

}

1,
"idToken": [],

"saml2Token": []

1,

"parental ControlSettings": {
"countriesBlockedForMinors": [],
"legalAgeGroupRule": "Allow"

1,

"passwordCredentials": [],

"publicClient": {

"redirectUris": []

})

94



"publisherDomain": "ultra4ais.onmicrosoft.com",
"requestSignatureVerification": null,
"requiredResourceAccess": [

{
"resourceAccess": [
{
"id": "34a47c2f-cd0d-47b4-a93c-2c41130c671c",
"type": "Scope"
}
1,
"resourceAppld": "6dae42{8-4368-4678-94{f-3960e28e3630"
b
{
"resourceAccess": [
{
"id": "elfe6dd8-ba31-4d61-89e7-88639da4683d",
"type": "Scope"
}
1,
"resourceAppld": "00000003-0000-0000-c000-000000000000"
}
]

n

samlMetadataUrl": null,
"serviceManagementReference": null,
"servicePrincipalLockConfiguration": null,
"signlnAudience": "AzureADMyOrg",
"spa": {
"redirectUris": []
1,
"tags": [1,
"tokenEncryptionKeyld": null,
"uniqueName": null,
"verifiedPublisher": {
"addedDateTime": null,
"displayName": null,
"verifiedPublisherId": null
1,
"web": {
"homePageUrl": null,
"implicitGrantSettings": {
"enableAccessTokenlssuance": true,
"enableldTokenlIssuance": false
},
"logoutUrl": null,
"redirectUriSettings": [
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{
"index": null,
"uri": "https://software-machines.online/oauth/callback"
}
]

n

redirectUris": [
"https://software-machines.online/oauth/callback"
]
}
}

Note: In previous installation there was an application instance
ending at (..83d). Now is gone also the second “we will patch it”
issue.

28. Update the application group membership claims

az ad app list --query "[?
displayName==" SECLIPSE_CHE_APPLICATION_DISPLAY_NAME '].id" --output

tsv
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EN wWindows PowerShell — O x

482aefe4-b5a5-46da-b400-a57ee0592f2f

az ad app update --id $(az ad app list --query "[?
displayName==" $ECLIPSE_CHE_APPLICATION_DISPLAY_NAME '].1id" —--output
tsv) --set groupMembershipClaims=SecurityGroup
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EN Windows PowerShell — O =

Users\nickl\windows-amd64> az ad app
tsv
82aefed-b5a5-46da-bd00-a57ee0592F2F
ad app update $(az ad app list
groupMembershipClaims=SecurityGroup

Usersi\nickl\windows-amd&d >

29. Install Che on Microsoft Azure Kubernetes Service

az account show —--query "tenantId" --output tsv
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EN Windows PowerShell — O K

1e6eb10c-ccbd-416a-9410-c3665d7ac07b

$SECLIPSE_CHE APPLICATION DISPLAY NAME="Eclipse Che"

az ad app list --query "[?
displayName=='SECLIPSE CHE APPLICATION DISPLAY NAME'].appId" --output
tsv

99




PS C:\Users\nickl\windows -amd6
PS C:\Users\nickl\windows -amd6d:

tsv
adBcbadd-c6@5-4fd1-992d-@38c69c84115
PS C:\Users\nickl\windows -amd6d>

az ad app credential reset --id $(az ad app list --query "[?
displayName==" $ECLIPSE_CHE_APPLICATION_DISPLAY_NAME '].1id" --output
tsv) —--query "password" —--output tsv
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EN windows PowerShell — O X

1\windows-amd64> az ad app credential reset $(az ad app list
M_| ME tsv) tsv
output include = tials that wyou rotect. Be sure that you do n e t redentials in your code

o = dent into your source control. For more information, see htt
3Q~HeHpPu PellxUcswzWMjEeVNVoGNOd1T
C:\Users\nickl\windows-amd6d>

cmC8Q~HeHpPu20UvPellxUcswzWMj6VNVoGNOdIT

create file che-cluster-patch.yaml with the following content:

spec:
networking:
auth:
identityProviderURL: "https://sts.windows.net/leéebl0c-ccbd-
416a-9410-c3665d7ac07b/v2.0/"
identityToken: access token
oRuthClientName: [OSGOCOUS DR SO
oAuthSecret: cmC8Q~HeHpPu20UvPeldxUcswzWM]j6VNVOGNOd1T
oAuthScope: openid email profile 6daed2f8-4368-4678-94ff-
3960e28e3630/user.read
gateway:
deployment:
containers:
- env:
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- name: OAUTH2_PROXY_INSECURE_OIDC_ALLOW_UNVERIFIED_EMAIL
value: "true"
name: oauth-proxy
components:
cheServer:
extraProperties:
CHE OIDC AUTH SERVER URL: "https://sts.windows.net/[E6col0CS

cobd-416a-9410-c3665d7ac07b/ 2.0/ "

CHE _OIDC EMAIL CLAIM: unique name

spec:
networking:
auth:
identityProviderURL: "https://sts.windows.net/$(az account show --query "tenantId" --output
tsv)/v2.0/"
identityToken: access_token
oAuthClientName: $(az ad app list --query "[?
displayName=="$ECLIPSE_CHE_APPLICATION_DISPLAY_NAME!'].appIld" --output tsv)
oAuthSecret: $(az ad app credential reset --id $(az ad app list --query "[?
displayName=="$ECLIPSE_CHE_APPLICATION_DISPLAY_NAME'].id" --output tsv) --
query "password" --output tsv)
oAuthScope: openid email profile 6dae42{8-4368-4678-94ff-3960e28e3630/user.read
gateway:
deployment:
containers:
- env:
- name: OAUTH2_PROXY_INSECURE_OIDC_ALLOW_UNVERIFIED_EMAIL
value: "true"
name: oauth-proxy
components:
cheServer:
extraProperties:
CHE_OIDC_AUTH__SERVER__URL: "https://sts.windows.net/$(az account show --
query "tenantld" --output tsv)/v2.0/"
CHE_OIDC_EMAIL__CLAIM: unique_name

Run the following command:

chectl server:deploy --platform=k8s --che-operator-cr-patch-yaml=che-
cluster-patch.yaml --skip-oidc-provider-check --skip-cert-manager --
domain=$DOMAIN NAME
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» Current Kubernetes context: 'eclipse-che-admin'
V Verify Kubernetes API
vV Kubernetes preflight checklist
V Verify if kubectl is installed...[OK]
V Verify domain is set...[OK]
Vv Create Namespace eclipse-che...[Exists]
| Install Cert Manager v1.8.2 [skipped]
V Start following Eclipse Che installation logs...[OK]
V Deploy Eclipse Che operator
V Install Dev Workspace operator
Vv Create Namespace devworkspace-controller...[Created]
V Create Dev Workspace operator resources...[Created]
v Wait for Dev Workspace operator ready...[OK]
V Create ServiceAccount che-operator...[Created]
Vv Create RBAC
V Create Role che-operator-leader-election...[Created]
v Create Role che-operator...[Created]
V Create RoleBinding che-operator-leader-election...[Created]
V Create RoleBinding che-operator...[Created]
V Create RoleBinding eclipse-che-che-operator...[Created]
V Create RoleBinding eclipse-che-che-operator...[Created]
V Create Certificate che-operator-serving-cert...[Created]
V Create Issuer che-operator-selfsigned-issuer...[Created]
V Create Service che-operator-service...[Created]

Q 7 e 5 239PM
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V Create CRD checlusters.org.eclipse.che...[Created]
v Waiting...[OK]
V Create Deployment che-operator...[Created]
V Eclipse Che Operator pod bootstrap
Vv Scheduling...[OK]
Vv Downloading images...[OK]
V Starting...[OK]
V Create ValidatingWebhookConfiguration org.eclipse.che...[Created]
v Create MutatingWebhookConfiguration org.eclipse.che...[Created]
v Create CheCluster Custom Resource...[Created]
Vv Wait for Eclipse Che ready
V Plugin Registry pod bootstrap
V Scheduling...[OK]
v Downloading images...[OK]
Vv Starting...[OK]
Vv Dashboard pod bootstrap
Vv Scheduling...[OK]
v Downloading images...[OK]
Vv Starting...[OK]
Vv Gateway pod bootstrap
V Scheduling...[OK]
v Downloading images...[OK]
Vv Starting...[OK]
V Eclipse Che Server pod bootstrap
Vv Scheduling...[OK]
v Downloading images...[OK]
V Starting...[OK]
Vv Wait Eclipse Che active...[OK]
V Retrieving Eclipse Che self-signed CA certificate...[OK: C:\Users\nickl\AppData\Local\Temp\
cheCA.crt]
V Prepare post installation output...[OK]
Vv Show important messages
V Eclipse Che next has been successfully deployed.

Vv Documentation : https://www.eclipse.org/che/docs/
VS

V Users Dashboard : https://software-machines.online/dashboard/
VS

V Plug-in Registry : https://software-machines.online/plugin-registry/v3/
V Devfile Registry : https://registry.devfile.io/

N S

Command server:deploy has completed successfully in 05:24.

chectl dashboard:open
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We receive 500 error and non-secure application
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