
1. File Upload Vulnerability 
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XSS 

Identification 

2. Stored XSS 
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ii. Identification at the new topic forum page 
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Mitigation at the new account creation page 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

Mitigation at the new topic forum page 



 

3. Reflected XSS – This field is not vulnerable to it 

 

 

 

 



File inclusion (The system does not  have this vulnerability) 

 

 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

4. SQLi (not vulnerable) 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

5. Cross-Site Request Forgery 



 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

Trying out the new password 



 

 

 

 



 

 

Mitigation – setting the session.cookie_samesite to strict 

 

 



 

 

Verification 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

6. Session Fixation 

 

Identification 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

The server does not take any random numbers for session and cookie. 

 



7. Directory BruteForcing 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

The site is vulnerable to directory brute forcing. 

 

8. HTTP request splitting attack (not vulnerable) 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 


