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What is Trestle? 
https://ibm.github.io/compliance-trestle/

Trestle is an open-source for managing compliance artifacts as an automated 
workflow.

Trestle is a collaborative platform for the various compliance personas to 
orchestrate their individual aspects of the compliance artifacts via the 
interface of their choice. The automated workflow ensures their consistency 
and traceability. 

Trestle is an opinionated implementation of the OSCAL NIST standard for 
compliance as code aiming for the compliance documentation to be 
maintained continuously up to date.



Compliance Artifacts & their Representation as code
Regulatory compliance and Org Policy controls are implemented as technical rules (aka policies) 
and tested via rule engines or checks based on evidence

Technology Specific: 

Technical Control
Implementations

w/ associated 

policy rules & test checks ID 

procedures

Regulatory Compliance 
and Org Policies

Ensure Cloud Object Storage is 
encrypted with KYOK

Ensure Block Storage is 
encrypted with KYOK

Ensure Database Postgres is 
encrypted with KYOK

COMPLIANCE as CODE Rules
e.g., OSCAL-COMPONENT 
DEFINITION of mapping of controls 
to rules and params expressed in 
json, yaml, xml

COMPLIANCE as CODE Results
e.g., OSCAL-ASSESSMENT RESULTS 
with observations, findings and risks

System and Communication 
Protection (SC):
SC-28: Protection of Information 

at Rest

COMPLIANCE as CODE Controls

e.g., OSCAL-CATALOG of controls 
expressed in json, yaml, xml

OSCAL-PROFILE subset of controls 

Regulation Specific: 
Controls                       

e.g.,
NIST 800-53 Controls

DATA 
SECURITY

GDPR (EU)EU PCI DSS Level 1

Example regulatory standards and certifications:

System and Communication 
Protection (SC):
SC-7: Boundary Protection

Ensure Cloud Object Storage is 
enabled on private endpoints

Ensure Kubernetes ingress is 
enabled through Cloud Internet 
Services
Ensure VPC LBaaS is enabled 
through Cloud Internet Services

NETWORK 
SECURITY

Industry Specific Regulations
in PDF, Spreadsheet format

ISM & E8 (AU) HIPAA NIST 800-53



Compliance & Policy Administration Center (CPAC)
Key Features
Boundaries scopes
Profiles framework
Scan scheduling 
PEP orchestration

Policy Validation / Enforcement Points (PVPs / PEPs)

[Profile policy details &
Inventory scope]

Results &
Inventory update

The PVPs collect evidence from the selected inventory
scope and validate it against the profile policy details1

Vendor or Service Providers declare their product 
compliance definition (policy rules, parameters, 
and their validation checks), and mappings to 
regulation catalogs

B

System Owners select services & products, 
deploy apps, are responsible to ensure their 
compliance 

D

Environment & Apps
Compliance Scopes

Register products / PVPs
Component Definitions

Compliance Officers or Auditors 
examine policy assessment results and 
may recommend remediations or 
deviations

3

E

Optionally PEPs may perform policy enforcement 
remediations, or policy prevention blocking actions 

The PVPs provide updated
inventory, posture results2

Compliance Personas and Roles

Results

Regulators define regulations, laws, standards, 
Org Policy catalogs, 
(PCI, SOC2, NIST 800-53, 
Kubernetes CIS benchmarks)

A

Catalogs,
Predefined Profiles

C

Profiles

CISO/CTO add new compliance definitions and 
select profiles to describe their compliance intent 
& parameter values

Kubernetes
Kyverno, OPA

CI/CD  Pipeline
AAP, Argo, Terraform

PaaS/SaaS Config 
Rule Engine

OpenShift 
Compliance Operator

Additional  PEPs
Policy as Code

Trestle
Key Features
OSCAL
authored 
Compliance 
Standards

Exchange Protocol
Key Features
OSCAL based APIs
Trestle SDK based normalization



Applications

Content authoringOSCAL editing

Core OSCAL models

OSCAL adapter

Trestle repository

Repository 
API CLI Markdown 

CLI
Tasks and 

Transformers

Conversions to/from 
OSCAL for 

Interexchange

Specialized 
Workflows 

e.g., FedRAMP

Governed regulatory 
control content authoring 
and approval workflows

Plugins
(trestle-

fedramp)

Compliance-Trestle – NIST Open Security Control Assessment Language (OSCAL) & Applications

Core Trestle

CIS PROFILE.xlsx
CIS CATALOG.xlsx

CIS COMPONENT.json
CIS PROFILE.json

CIS CATALOG.json

CIS COMPONENT.xlsx

CIS PROFILE.md
CIS CATALOG.md

CIS COMPONENT.md

GitOps:

Auto Semantic Versioning

Auto ChangeLog

Auto Trace Update & PR

NIST 800-53 SSP.json
FedRAMP SSP.json

CIS SSP.json

NIST 800-53 SSP.md
FedRAMP SSP.md

CIS SSP.md

NIST 800-53 SSP.doc
FedRAMP SSP.doc

CIS SSP.doc

OSCAL Standard

AtO CERTIFIED

OSCAL Standard

Text friendly
Text friendly

Excel friendly



Contact:
ibm.github.io/compliance-trestle/
Blogs:
Compliance Part 1: Personas and Roles
Compliance Part 2: Trestle SDK
Compliance Part 3: Artifacts and Personas

Thank you!

https://dzone.com/articles/compass-compliance-part-1
https://dzone.com/articles/compliance-automated-standard-solution-compass-part-2-trestle-sdk
https://dzone.com/articles/compliance-automated-standard-solution-compass-part-3-artifacts-and-personas

