
API Vulnerabilities Report

Vulnerability Details

URL https://reqres.in/api/users?page=2

Severity High

Title Broken Authentication and session management

Req_Headers {'Content-Type': 'application/json'}

Req_Body

Description
API does not perform any authentication for functionality that requires a
provable user identity or consumes a significant amount of resources.

Remediation

Developers frequently build custom authentication and session
management schemes, but building these correctly is hard. As a result,
these custom schemes frequently have flaws in areas such as logout,
password management, timeouts, remember me, secret question, account
update, etc. Finding such flaws can sometimes be difficult, as each
implementation is unique.


