Cookiebot

Cookie scan report

Summary

Scan date: 09/09/2020 Crowdfunding and Freelance

Developers for Open Source
Software Projects

Domain name: gitcoin.co
Server location: United States
Cookies, in total: 48

Scan result

48 cookies were identified.

19 cookies are unclassified and need manual classification and a purpose
description.

The result is based on a scan of up to 5 website pages and therefore not complete. To perform a complete scan,
create a Cookiebot subscription for your domain.

Category: Necessary (3)

Necessary cookies help make a website usable by enabling basic functions like page navigation and access to secure
areas of the website. The website cannot function properly without these cookies.

COOKIE NAME PROVIDER TYPE EXPIRY

_smVID gitcoin.co HTTP 29 days
First found URL: https://gitcoin.co/
Cookie purpose description: Necessary for the sign-up function on the website. This function is provided by Sumo.com.

Initiator: Script tag, page source line number 1328
Source: https://load.sumo.com/97.7e831236a32d6086ab3e.js

Data is sent to: United Kingdom (adequate)

Adequate country under GDPR (EU)

csrftoken gitcoin.co HTTP 1 year

First found URL: https://gitcoin.co/
Cookie purpose description: Helps prevent Cross-Site Request Forgery (CSRF) attacks.

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

SESS# gitcoin.co HTTP 13 days

First found URL: https://gitcoin.co/townsquare

Cookie purpose description: Preserves users states across page requests.

Initiator: Script tag, page source line number 1020
Source: https://s.gitcoin.co/static/v2/js/activity.a1bc8f4c706e.js

Data is sent to: United Kingdom (adequate)

Adequate country under GDPR (EU)

Category: Preferences (1)

Preference cookies enable a website to remember information that changes the way the website behaves or looks, like
your preferred language or the region that you are in.

COOKIE NAME PROVIDER TYPE EXPIRY

__smSessionld sumo.com HTTP 1 day
First found URL: https://gitcoin.co/
Cookie purpose description: Necessary for the sign-up function on the website. This function is provided by Sumo.com.

Initiator: Script tag, page source line number 1328
Source: https://sumo.com/api/load/
via https://load.sumo.com/97.7e831236a32d6086ab3e.js
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Data is sent to: United States (not adequate)

Category: Statistics (10)

Statistic cookies help website owners to understand how visitors interact with websites by collecting and reporting

information anonymously.

COOKIE NAME PROVIDER

_smToken gitcoin.co

First found URL: https://gitcoin.co/

Cookie purpose description: This cookie is used to determine if the visitor is logged in or not.

Initiator: Script tag, page source line number 1328
Source: https://load.sumo.com/97.7e831236a32d6086ab3e.js

Data is sent to: United Kingdom (adequate)
Adequate country under GDPR (EU)

Blocked until accepted by user: No

_ga gitcoin.co

First found URL: https://gitcoin.co/

Cookie purpose description: Registers a unique ID that is used to generate statistical data on how the visitor uses the website.

Initiator: Script tag, page source line number 14
Source: https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

_gat gitcoin.co
First found URL: https://gitcoin.co/

Cookie purpose description: Used by Google Analytics to throttle request rate

Initiator: Script tag, page source line number 14
Source: https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

_gid gitcoin.co

First found URL: https://gitcoin.co/

Cookie purpose description: Registers a unique ID that is used to generate statistical data on how the visitor uses the website.

Initiator: Script tag, page source line number 14
Source: https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

_hjAbsoluteSessionIinProgress gitcoin.co

First found URL: https://gitcoin.co/

Cookie purpose description: This cookie is used to count how many times a website has been visited by different visitors - this is done

by assigning the visitor an ID, so the visitor does not get registered twice.

Initiator: Script tag, page source line number 106
Source: https://static.hotjar.com/c/hotjar-939263.js?sv=6

Data is sent to: Netherlands (adequate)
Adequate country under GDPR (EU)

Blocked until accepted by user: No

_hjid gitcoin.co

First found URL: https://gitcoin.co/

Cookie purpose description: Sets a unique ID for the session. This allows the website to obtain data on visitor behaviour for statistical

purposes.

Initiator: Script tag, page source line number 106
Source: https://static.hotjar.com/c/hotjar-939263.js?sv=6

Data is sent to: Netherlands (adequate)
Adequate country under GDPR (EU)

Blocked until accepted by user: No

_hjid gitcoin.co

First found URL: https://gitcoin.co/

Cookie purpose description: Sets a unique ID for the session. This allows the website to obtain data on visitor behaviour for statistical

purposes.

TYPE

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTML

EXPIRY

1 year

2 years

1 day

1 day

1 day

1 year

Persistent
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Initiator: Script tag, page source line number 106
Source: https://static.hotjar.com/c/hotjar-939263.js?sv=6

Data is sent to: Netherlands (adequate)
Adequate country under GDPR (EU)

Blocked until accepted by user: No

_hjincludedinPageviewSample gitcoin.co HTTP 1 day
First found URL: https://gitcoin.co/
Cookie purpose description: Determines if the user's navigation should be registered in a certain statistical place holder.

Initiator: Script tag
Source: https://gitcoin.co/

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

_hjIncludedIinPageviewSample gitcoin.co HTML Persistent
First found URL: https://gitcoin.co/
Cookie purpose description: Determines if the user's navigation should be registered in a certain statistical place holder.

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

personalization_id twitter.com HTTP 2 years

First found URL: https://gitcoin.co/

Cookie purpose description: This cookie is set by Twitter - The cookie allows the visitor to share content from the website onto their
Twitter profile.

Initiator: Script tag, page source line number 14

Source: https://analytics.twitter.com/i/adsct?type=javascriptversion=1.1.0p_id=Twitterp_user_id=0txn_id=nyxuqevents=%5B%5B%22pa
geview%22%2Cnull%5D%5Dtw _sale_amount=0tw_order_quantity=0tw_iframe_status=0tpx_cb=twttr.conversion.loadPixelstw_docume
nt_href=https%3A%2F%2Fgitcoin.co%2F

via https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

Category: Marketing (15)

Marketing cookies are used to track visitors across websites. The intention is to display ads that are relevant and
engaging for the individual user and thereby more valuable for publishers and third party advertisers.

COOKIE NAME PROVIDER TYPE EXPIRY

__smScrollBoxShown gitcoin.co HTTP 30 years

First found URL: https://gitcoin.co/

Cookie purpose description: Facilitates the sharing function on the website - The cookie also allows websites to track and target the u
ser with advertisement based on the user's likes and shares.

Initiator: Script tag
Source: https://gitcoin.co/

Data is sent to: United States (not adequate)

_fbp gitcoin.co HTTP 3 months

First found URL: https://gitcoin.co/

Cookie purpose description: Used by Facebook to deliver a series of advertisement products such as real time bidding from third party
advertisers.

Initiator: Script tag, page source line number 14
Source: https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

fr facebook.com HTTP 3 months

First found URL: https://gitcoin.co/
Cookie purpose description: Used by Facebook to deliver a series of advertisement products such as real time bidding from third party
advertisers.

Initiator: Script tag, page source line number 14

Source: https://www.facebook.com/tr/?id=164477934970186ev=PageViewd|=https%3A%2F%2Fgitcoin.co%2Frl=https%3A%2F%2Fgitco
in.co%2Fif=falsets=1599647088679sw =1024sh=768v=2.9.24r=stableec=00=286fbp=fb.1.1599647088677.1625879973it=1599647088319
coo=falserqm=GET

via https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: Netherlands (adequate)
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Adequate country under GDPR (EU)

Blocked until accepted by user: No

i/adsct t.co Pixel Session

First found URL: https://gitcoin.co/

Cookie purpose description: The cookie is used by Twitter.com in order to determine the number of visitors accessing the website
through twitter advertisement content.

Initiator: Script tag, page source line number 14

Source: https://t.co/i/adsct?type=javascriptversion=1.1.0p_id=Twitterp_user_id=0txn_id=nyxuqevents=%5B%5B%22pageview %22%2Cn
ull%5D%5Dtw _sale_amount=0tw_order_quantity=0tw_iframe_status=0tw_document_href=https%3A%2F%2Fgitcoin.co%2F

via https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: United States (not adequate)

IDE doubleclick.net HTTP 1 year

First found URL: https://gitcoin.co/

Cookie purpose description: Used by Google DoubleClick to register and report the website user's actions after viewing or clicking on
e of the advertiser's ads with the purpose of measuring the efficacy of an ad and to present targeted ads to the user.

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

test_cookie doubleclick.net HTTP 1 day

First found URL: https://gitcoin.co/

Cookie purpose description: Used to check if the user's browser supports cookies.

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

tr facebook.com Pixel Session
First found URL: https://gitcoin.co/

Cookie purpose description: Used by Facebook to deliver a series of advertisement products such as real time bidding from third party
advertisers.

Initiator: Script tag, page source line number 14

Source: https://www.facebook.com/tr/?id=164477934970186ev=PageViewd|=https%3A%2F%2Fgitcoin.co%2Frl=https%3A%2F%2Fgitco
in.co%2Fif=falsets=1599647088679sw =1024sh=768v=2.9.24r=stableec=00=286fbp=fb.1.1599647088677.1625879973it=1599647088319
coo=falserqm=GET

via https://www.googletagmanager.com/gtm.js?id=GTM-W VPQHKX

Data is sent to: Netherlands (adequate)

Adequate country under GDPR (EU)

VISITOR INFO1_LIVE youtube.com HTTP 179 days

First found URL: https://gitcoin.co/

Cookie purpose description: Tries to estimate the users' bandwidth on pages with integrated YouTube videos.

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

YSC youtube.com HTTP Session

First found URL: https://gitcoin.co/

Cookie purpose description: Registers a unique ID to keep statistics of what videos from YouTube the user has seen.

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

yt-remote-cast-installed youtube.com HTML Session

First found URL: https://gitcoin.co/

Cookie purpose description: Stores the user's video player preferences using embedded YouTube video

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

yt-remote-connected-devices youtube.com HTML Persistent

First found URL: https://gitcoin.co/

Cookie purpose description: Stores the user's video player preferences using embedded YouTube video
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Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

yt-remote-device-id youtube.com HTML Persistent

First found URL: https://gitcoin.co/

Cookie purpose description: Stores the user's video player preferences using embedded YouTube video

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

yt-remote-fast-check-period youtube.com HTML Session

First found URL: https://gitcoin.co/

Cookie purpose description: Stores the user's video player preferences using embedded YouTube video

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

yt-remote-session-app youtube.com HTML Session

First found URL: https://gitcoin.co/

Cookie purpose description: Stores the user's video player preferences using embedded YouTube video

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

yt-remote-session-name youtube.com HTML Session

First found URL: https://gitcoin.co/

Cookie purpose description: Stores the user's video player preferences using embedded YouTube video

Initiator: Iframe, page source line number 993
Source: https://www.youtube.com/embed/b6lsf-zqnli

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

Category: Unclassified (19)

Unclassified cookies are cookies that we are in the process of classifying, together with the providers of individual

cookies.
COOKIE NAME PROVIDER TYPE EXPIRY
applicants gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=AlLLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

bounty filter gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

bounty_type gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified
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Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

cookiesEnabled widget.portis.io HTML Persistent

First found URL: https://gitcoin.co/

Cookie purpose description: Unclassified

Initiator: Script tag, page source line number 1422
Source: https://cdn.jsdelivr.net/npm/@ portis/web3@2.0.0-beta.57/umd/index.min.js

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

experience_level gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

idx_status gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

last_all_grants_index gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/grants/

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

last_all_grants_title gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/grants/

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

last_grants_index gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/grants/

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

last_grants_title gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/grants/

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

misc gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
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Source: gitcoin.co
Data is sent to: United States (not adequate)

Blocked until accepted by user: No

moderation_filter gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=AlLLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

network gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

order_by gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=AlLLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

permission_type gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=AlLLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

por-cookies-test portis.io HTTP Session

First found URL: https://gitcoin.co/

Cookie purpose description: Unclassified

Initiator: Script tag, page source line number 1422
Source: https://cdn.jsdelivr.net/npm/@ portis/web3@2.0.0-beta.57/umd/index.min.js

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

project_length gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=AlLLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

project_type gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/explorer?network=mainnetidx_status=openapplicants=ALLorder_by=-web3_created

Cookie purpose description: Unclassified

Initiator: Webserver
Source: gitcoin.co

Data is sent to: United States (not adequate)

Blocked until accepted by user: No

top_nav_notification_remove_0 gitcoin.co HTML Persistent

First found URL: https://gitcoin.co/

Cookie purpose description: Unclassified

Initiator: Script tag, page source line number 1437
Source: https://s.gitcoin.co/static/v2/js/base.c3502ead8de7.js
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Data is sent to: United Kingdom (adequate)
Adequate country under GDPR (EU)

Blocked until accepted by user: No

Unknown subdomains
The following subdomains were discovered but not scanned. Subdomains may also be setting cookies or using similar

tracking technologies. Please consider if these subdomains needs to be scanned as well.
® chat.gitcoin.co

® hackathons.gitcoin.co
® store.gitcoin.co

|
©2020 Cybot
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