




 

  

 

Instance 1: (Low)  

Screenshots: 



 

  

 

 







in order to prevent a broadcast of the information. It is also important to 
validate any message that is received from another window. 
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Remediation Basic CSP policy should be implemented. This policy will only allow resources 

from the originating domain for all the default level directives and will not 
allow inline scripts/styles to execute. If your application functions with these 
restrictions, it drastically reduces your attack surface and will work with most 
modern browsers. For configuring the CSP, please refer to the below links: - 
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP 
https://csp-evaluator.withgoogle.com/ 
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Remediation Upgrade to the latest version. 
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