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Vulnerability

Risk Rating

Issue
Description:

URL

7. Missing X-Frame-Options Header Open

Low Vulnerability Owner Application

The response header has not enabled X-FRAME-OPTIONS, Which helps
prevents against Clickjacking attack. Clickjacking, also known as a 'Ul redress
attack’, is when an attacker uses multiple transparent or opaque layers to
trick a user into clicking on a button or link on another page when they were
intending to click on the top-level page. Thus, the attacker is 'hijacking' clicks
meant for their page and routing them to other another page, most likely
owned by another application, domain, or both.

Instance 1:

https://gij-app-us.gitforjiracloud.com/ui/issue-
panel.htm|?pkey=PTP122023&isAdmin=false&isManager=false&hasDevToo
Is=true&issue.key=&project.key=PTP122023&project.id=10004&xdm_e=htt
ps%3A%2F%2Fus-nexus.atlassian.net&xdm_c=channel-
com.xiplink.jira.git.jira_git_plugin__project-centric-
gitCommits&cp=&xdm_deprecated_addon_key_do_not_use=com.xiplink.jir
a.git.jira_git_plugin&lic=active&cv=1001.0.0-
SNAPSHOT&jwt=eyJ0eXAiOiJKV1QiLCIhbGciOiJIUzI1NiJ9.ey)zdWIiOil3MTIw
MjA6YzUwMzEyZGQtYTgyZi00YzZjLTk4ZmUtNTVkM2FjMjdIOGE4liwicXNolj
0iMDY20WJkZGQONzEzMTU2MzU3YWIWNmMIXODQONjAWNzU1MWZkMDc
5NDY5YjQOYzZESNGRmMZjMxMThmOGIyOWNiNSIsImlzcyl61jJIMTczZTY4ALWFI
YTUtMzdkOSO5MjA4LTk1YjgwZGESOGUSNilsimNvbnRIeHQiOnt9LClleHAIO]
E3MDIONjc4MjMsImlhdCI6MTewMjQ2NjkyM30.xmHCjiRA7GgxiPnv9Z9rlvx
eKEMVgRNsKDsGI72C9Ts




Instance 1: (Low)

Screenshots:



# Host Method URL Params

[9886 _htpsy/gi-app-u com GET key=PTP122023-28project key=PTP1 ctid=100048dm_e= htps%3A%2F%2Fus-nexus.atlassiannet@udm_c=channel-comiplin., v

Pretty Raw Hex  Render Bnrs=s
1 HTTR/L.1 200 OK

2 Content-Type: text/html; charset=UTF-8

3 Content-Tength: 2306

Request | Response

4 Connection: close
5 Cachi
¢ Cache-Control: no-store

ontrol: no-cache

7 Content-Security-Policy: default-sre 'self'; img-sre 'self' data: https:; script-src 'self’ 'nonce-bbb_bp_initialize_theming' https://connect-cdn.azl-paas.net/all.js

https://sd-widget. atlassian.com/assets/embed. is https://{sd-widget.atlassian.con/assets/ifrane.s ; style-src 'self' 'unsafe-inline'; conmect-src 'self' https://kgqjcxclB419. statuspage. io

https://0420435. ingest. sentry.io https://sd-widget.atlassian. con/api/enbeddable/ https://api-private.atlassian.con/gasvd/api/vl/batch; fram
https://bighrasshand. atlassian. net;
% Date: Wed, 13 Dec 2023 07:11:22 GMT

9 Referrer-Policy: origin

rc hotps://fast.wistia.net

10 server: Git Integration for Jira Cloud

11 strict-Transport-Security: max-age=31536000; includeSubDomains

12 ¥-X8§-Protection: 1; mode=hlock

13 ¥-Cache: Miss from cloudfront

14 Via: 1.1 3203¢4b5504£a019a752072£0419f6a. cloudfront.net (CloudFront)
15 ¥-amz-cf-Pop: IADI2-P3

16 X-Amz-Cf-Id: qPZTZFHh4yrkzlyc ees5nYCYDQT02IRABuikYOR5059 tv-Viw==

html>

tk Light">
224424463932, 95">

ui/manifest. 6Bcae.

<script defer src="/ui/init

227812361420abfd2679. 38"

issuePane

0bSa.§s">

out. fB65d5d3925d066E5adaf. cas” rel="stylesheet">

sn" content="ht 3024538cC20443988£61dd1003=9274260420435. ing

t.sentry. i0/3338610"

ntent" cla;
id="bbb-gp-spim
: 100vh;

@keyfranesspinnerhotateAnination|




Remediation

(Closing/Down
grading)
Justification

Enable X-FRAME-OPTIONS protection. X-Frame-Options Header Types
There are three possible values for the X-Frame-Options headers:
DENY, which prevents any domain from framing the content.
SAMEORIGIN, which only allows the current site to frame the content.
ALLOW-FROM uri, which permits the specified 'uri' to frame this page (NOTE:
Not all browsers support this option).



Vulnerability 8. Overly Permissive postMessage() Policy Status

Risk Rating Low Vulnerability Owner Application
Issue The postMessage() function is one of the features of HTMLS that allows a
Description: window to send messages to another open window. The typical syntax of

postMessage is window.postMessage(message, targetOrigin, [transfer]). The
use of this function was observed in one of the client-side scripts. The
"message" parameter contains the information to be shared and
"targetOrigin" indicates the origin of the destination window. The use of
wildcard (*) allows the message to be shared with any window. If a malicious
user injects a new window into the javascript’s execution context, then the
new window will now be able to receive any information that is shared using
the vulnerable postMessage construct.

URL
https://gij-app-
us.gitforjiracloud.com/ui/userSettings.f8¢c38983c2b19947666b.js

Screenshots:
Poy  ftosijgiapo-usaitojindondcomuiuserSetings BH63c2b1904TEAGtis 2 1766704 185004 12Dec 203 |

Request  Response

Prety Raw  Hex  FRende h =
else Lflwindow. setImediate)t=window. setlmediats;
else(
var r=[],c=String(Nath.randem());
window. addEventlistenzr("nessage”, (function(e)
1f(e.data==0){
var t7r;
=[], t. forBach((function(e) (
e()
)
)
b
)
)), t=function(z) |
1.push (e, window. postMessage (o, "*")
)
1
var 1,a,5!1,c=[] =0;
h.prototype=(
abserve: function(e, t]
1f(e=function(e) |
retuen window, ShadowDCMPolyfilliswindow. ShadcwDOMPolyfill. wrapIfiieeded(e)||e
}
(), 't.childlisték!t. attributeses!t.characterData| | t. attributeOldValust!t. attributes| | t. attributePilterdst. attributeFilter, lengthit!t,
attributes||t.characterData0ldvalueeélt.characterData) throw neN SyntaxError;
var r,o-n.get(e);
ol In.sstlz, =[]
for(var 1=0;
i<o.length;

Remediation All data that is shared between windows must have explicit origins to avoid
eavesdropping. It is recommended to avoid using "*" for the "targetOrigin"




in order to prevent a broadcast of the information. It is also important to
validate any message that is received from another window.

(Closing/Down
grading)
Justification



Vulnerability

Risk Rating

Issue

Description:

URL

10. Weak Content Security Policy (Improper S E1U S Open

CSP header leads to XSS)

Low Vulnerability Owner Application

The Content Security Policy header allows you to define a whitelist of
approved sources of content for your site. By restricting the assets that a
browser can load for your site, like js and css, CSP can act as an effective
countermeasure to XSS attacks. The configured CSP uses unsafe attributes

like unsafe-inline and unsafe-eval and certain directives.

|

Instance 2:

https://gij-app-us.gitforjiracloud.com/ui/issue-
panel.htm|?pkey=PTP122023&isAdmin=false&isManager=false&hasDevToo
Is=true&issue.key=&project.key=PTP122023&project.id=10004&xdm_e=htt
ps%3A%2F%2Fus-nexus.atlassian.net&xdm_c=channel-
com.xiplink.jira.git.jira_git_plugin__project-centric-
gitCommits&cp=&xdm_deprecated_addon_key_do_not_use=com.xiplink.jir
a.git.jira_git_plugin&lic=active&cv=1001.0.0-
SNAPSHOT&jwt=eyl0eXAiOiJKV1QiLCIhbGciOiJlUzI1NiJ9.eylzdWIiQil3MTIw
MjA6YzUwMzEyZGQtYTgyZiO0YzZjLTk4ZmUtNTVKkM2FjMjdIOGE4liwicXNolj
0iMDY20WJkZGQONzEzMTU2MzU3YWIWNmMIXODQONjAwWNzU1MWZkMDc
5NDY5YjQ0YzZESNGRMZjMxMThmOGIyOWNIiNSIsIimlzcyl61jJIMTczZTY4LWFI
YTUtMzdkOSO5MjA4LTk1YjgwZGESOGUSNilsimNvbnRIeHQiOnt9LCJleHAIO]



E3MDIONzMOOTUsImIhdCI6MTcwMjQ3MjU5NX0.RxFeW-iJbr60jluTjMs-
aPqCJYEyJaoevUFkV1rxXEs




Instance 2: (Low)

Screenshots:

39125 [nitpsyfgi-app-cesgfogiradoudom

Awssue-pane htmiekey=PTP122

Admin=fakeRisMarazer=fakseRhisDavcs

vuebissut key=horopctiey=PTP1 22

0004 kci e=hitpsA3ALIR 2 s rensallassiansetbod c=Cunnebomugin. |

Request  Response

|||:D
Bn=




& [} & csp-evaluatorwithgoogle.com

[@ Basiclstin— o @ NewTsb () eicar-standard-anti.. @ Pre-Prod PenTestR.. [ String Encoder/De.. @ AJX Security- Ow... [l 2FA/0TR Bypass - .. Bl Exploiting cache de...

CSP Evaluator

CSP Evaluater allows developers and security experts to check if a Content Security Policy (CSP) serves as a strong mitigation against cross site

scripting attacks. 1t assists with the process of reviewing CSP policies, which is usually a manual task, and helps identify subtle CSP bypasses which

undermine the value of a policy. GSP Evaluator checks are based on a large-scale study and are aimed to help developers to harden their GSP and
improve the security of their applications. This tool (also available as a Chrome extension) is provided only for the convenience of developers and
Google provides no guarantees or warranties for this tool

Content Security Policy

Sample unsafe policy ~ Sample safe policy

default-src 'self'; img-src 'self' data: https:; script-sec 'self' 'nonce-bbb_bp_initialize theming'
https://connect-cdn.atl-paas.net/all.js https://jsd-uidget.atlassian.com/assets/embed. js
https://jsd-widget.atlassian.com/assets/iframe.js ; style-src 'self’ 'unsafe-inline'; commect-src 'self’
https://kgqjexclB419. statuspage.io https://0428435. ingest.sentry.io htt jsd-widget.atlassian. com/api/embeddable/
httpa://apt private. atlossian con/gasvs/api vl /batech; frame arc https:/)fastwistinnet
https://bigbrassband.atlassian.net;

[ CSP Version 3 (nonce based + backward ibility checks) v | @

Evaluated CSP as seen by a browser supporting CSP Version 3

expandrcollapse all

~ default-src ~
~ img-src ~
@ scriptsre Host whitelists can frequently be bypassed. Consider using 'strict-dynamic’ in combination with CSP ~

nonces or hashes

Consider adding ‘unsafe-infine’ (ignored by browsers supporting nonces/hashes) to be backward
compatible with older browsers.

v stylesic ~

~ connect.src -

v frame-src -

© Dbase-uri [missing] Missing base-uri allows the injection of base tags. They can be used to set the base URL for all ~
relative (script) URLS 1o an attacker controlied domain. Can you set it to none’ or 'self >

® object-src [missing] Can you restrict object-src to none"? <

@ require-trusted-types-for [missing] Consider requiring Trusted Types for scripts to lock down DOM XSS injection sinks. You can do this by ~

adding “require-rusted-types-for 'script™ to your policy.

Remediation Basic CSP policy should be implemented. This policy will only allow resources
from the originating domain for all the default level directives and will not
allow inline scripts/styles to execute. If your application functions with these
restrictions, it drastically reduces your attack surface and will work with most
modern browsers. For configuring the CSP, please refer to the below links: -
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://csp-evaluator.withgoogle.com/

(Closing/Down
grading)
Justification




Vulnerability

Risk Rating

Issue

Description:

URL

Instance 1: (Low)

Screenshots:

14. Using Components with Known Open
Vulnerabilities

Low Vulnerability Owner Application

During pen test, it was observed that the application uses older version of the
components like jQuery. There are many known exploits for these versions
which can affect the application.

Instance 1:

https://gij-app-us.gitforjiracloud.com/ui/lib/jquery-3.4.1.min.js




Method URL

pp-usgitforjradouccom  GET __Juifiojquery-34.Lminjs

Request = Response

Pretty Raw Hex Rende

HTTE/L.1 200 OK
Content-Type: application/javascript; charset=utf-g

Connection: close

Vary: Accept-Encoding

Cache-Control: max-age=2592000, sublic

Content-Security-Policy: default-sre "self'; img-sre "self' data: https:; script-sre 'self' 'nonce-bbb bp_initialize_theming' https://connect-cdn.atl-paas.net/all.js
https://jsd-widget. atlassian.con/assets/embed. js https://jsd-widget.atlassian.con/assets/ifrane.is ; style-src 'self' 'unsafe-inline'; comnect-src 'self' https://kcqjexclB41S. statuspage.io
https://0420435. ingest. sentry. io https://jsd-widget.atlassian.com/api/enbeddable/ Lttps://api-private.atlassian.con/gasv3/ani/vl/batch; frame-src https://fast.wistia.net

https://bigbrasshand.atlassian.nst;
7 Date: Mon, 18 Dec 2023 07:44:01 GMT
9 Referrer-Policy: origin
9 Server: Git Integration for Jira Cloud
10 Strict-Transport-Security: max-age=31536000; includeSubDomains
11 ¥-¥88-Protsction: 1; mode=hlock
¥-Cache: Miss from cloudfront
via: 1.1 £57a09¢5455aB1253¢610014750462¢6. cloudfront net (CloudFront)
X-mz-Cf-Pop: IADI2-P3
15 ¥-Amz=Cf-Td: hdzGl7TmNcTREWZ4du_rsKNFHDMUXT<hqoRSXP£1 n95cy]-iTvoldw==
16 Content-Tength: 88145

8 /*! jQuery v3.4.1 | (c) J8 Foundation and other contributors | jquery.orc/license */
9 !function(e, t) {
"use striet";
"object"==typeof modulets"object"==typeof module.exportsimodule. exports=

.docunert?t (e, 10) : function(e)
if(le.document)throw new Error("jQuery requires a window with a decument");
return t(e)

it(e)

("undefined"!=typeof window?windaw:this, function(C, e
"use strict";
var t=[],E=C.document, r=0bject. getPrototypeof, s=t.slice, g=t.concat, u=t.push, i=t. index0f, n={
)
o0=n.toString, v=n. haswnProperty, a=v. toStzing, 1=a. call (Cbject), y=
b
n=function(e) {
return”function"==typeof ei&"mumber"l=zypeof e.nodeType
)
s=function(e)

return null!=effe===e.window

Q%Y Hed O

seauritysnykio/package/npm/jquery/34.1

(@ esiclstn— .. @ NewTsb () eicar-

B Explotting cache ce. 3 Al Bookmarks

ndard-antiv.. @Y Pre-Prod PenTestR.. [} String Er

9 snyk ‘ SECURITY Developer Tools w  About Snyk

Snyk Vulnerability Database > npm> jquery» jquery@3.4.1 O\ Search by package name or CVE

jquery@3.4.1 vulnerabilities

JavaScript library for DOM operations

LATEST VERSION
Direct Vulnerabilities 371

Known vulnerabilities in the jquery package. This does not include vulnerabilities belonging to this package's dependencies
LATEST NON VULNERABLE VERSION

[ly find and fix vul affecting your projects. Snyk scans for vulnerabilities and provides fixes for free.

371

Fix for free
FIRST PUBLISHED

13years ago

VULNERABILITY VULNERABLE
VERSION LATEST VERSION PUBLISHED
4 months ago
u Cross-site Scripting (XSS) >=151<350

LICENSES DETECTED
jquery is a package that makes things like HTML document traversal and

manipulation, event handling, animation, and Ajax much simpler with an easy-to- MIT>=172

use AP that works across a multitude of browsers.



Remediation Upgrade to the latest version.




(Closing/Down
grading)
Justification





