AWS Feature Request

Requested new IAM Actions

GetRoleldentityToken

Retrieves a token that can be used in GetRoleldentityFromToken to retrieve trusted information about the signer.

Response Elements

Token, a signed token, that can be sent to GetRoleldentityFromToken, | imagine this to be something similar to the token that token that is
generated by http:/docs.aws.amazon.com/general/latest/gr/signature-version-4.html and used by internal AWS APIs.

Examples

Sample Request

https://iam anmazonaws. conl ?Acti on=Cet Rol el denti t yToken
&Ver si on=2015-12- 23
&AUTHPARANS

Sample Response

<Cet Rol el denti t yTokenResponse xm ns="https://iam anmazonaws. coni doc/ 2010- 05-08/" >
<Cet Rol el denti t yTokenResul t >
<Token>

kaj sdf kI ; aj sdl fkj adskl ; fj adf j al df j ksadj ksfl ; adj ksf al dj sl adf j ksasdf adsf adsf | kadj f | k; adj
sfl; adj ksfl; kaj sdf kl ; aj sdl f kj adskl ; fj adfj al df j ksadj ksfl; adj ksfal dj s
</ Token>
</ Get Rol el denti t yTokenResul t >

<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>

</ ResponseMet adat a>
</ Get Rol el dent i t yTokenResponse>

GetRoleldententyFromToken

Retrieves the IAM Role that was used to create the token.

Request Parameters

Token

The token generated by a GetRoleldentityToken Action call.


http://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

Response Elements

The following element is returned.
Role

Information about the role.

Type: Role

Examples

Sample Request

https://iam anmazonaws. conl ?Act i on=Cet Rol el dent ent yFr onifoken

&Token=kaj sdf kl ; aj sdl f kj adskl ; fj adfj al df j ksadj ksfl ; adj ksf al dj sl adf j ksasdf adsf adsf | kadj
flk;adjsfl;adjksfl;kajsdfkl;ajsdlfkjadskl;fjadfjaldfjksadjksfl;adjksfaldjs

&Ver si on=2015-12- 23

&AUTHPARANS

Sample Response

<Cet Rol el dent ent yFr onTokenResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<Cet Rol el dent ent yFr onTokenResul t >
<Rol e>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn:aws:iam :123456789012: rol e/ appl i cati on_abc/ conmponent _xyz/ S3Access</ Arn>
<Rol eNane>S3Access</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statement": [{"Effect": " Al | ow',
"Principal":{"Service":["ec2. amazonaws. coni]},"Action":["sts: AssunmeRol e"]}]}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat e>2012- 05- 08T23: 34: 01Z</ Cr eat eDat e>
<Rol el d>AROCADBQP57FF2AEXAMPLE</ Rol el d>
</ Rol e>
</ Get Rol el dent ent yFr onifokenResul t >
<ResponseMet adat a>
<Request | d>df 37e965- 9967- 11el- a4c3- 270EXAMPLEO4</ Request | d>
</ ResponseMet adat a>
</ Get Rol el dent ent yFr oniffokenResponse>

Example Use Case 1.

Assume that we have two AWS Instances A and B.

Assume that Service B has many private resources and that it stores them internally.

You can imagine that the resources are stored in folders, and each folder is associated with an IAM Role.

Assume that Service A has an IAM Role that Service B recognizes has access to some of its internal private resources.
Service A wants to get a private resources from Service B using its IAM role and the above suggested new IAM Actions.

Sequence Diagram for Use Case



Authentication Sequence

Instance A | AWS 1AM | Instance B |
[GetRoleldentity Token) Get a signed token from 1AM API'

¢ Verify 1AM Role and give a signed token

Create a request that contains the signed token as a header :)

Send request to Instance B with the token as a header

¢ [GetRoleldententyFromToken) Find out who signed the token
Returns the 1AM Role that signed the token N

Using the IAM Role that signed the token accesses private resources that A has access to. :)

Returns a response that with a private resource that A requested

Instance B

Instance A
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