Prueba de Software con SonarQube

En este proceso se realizara el paso a paso de como validar codigo con SonarQube, teniendo en cuanta los
diferentes lenguajes de programacion.

1. Iniciar el servicio de SonarQube desde la consola CMD, para este caso la ubicacion es la siguiente:
C:\sonarqube-7.3\bin\windows-x86-64\StarSonar.bat

Bl CiWindows\system32hcmd.exe — O e

:\sonargube-7

2. Unavez iniciado el servicio de SonarQube, Ingresamos al navegador web y digitamos la siguiente
direccion URL http://localhost:9000 , alli deberiamos poder acceder al SonarQube y administrar

nuestros proyectos.
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http://localhost:9000/

3. Procedemos a validar un codigo en el aplicativo, para este caso del lenguaje de programacion PHP,
inicialmente realizamos la configuracion el archivo C:\sonar-scanner-3.2.0.1227-windows\conf\sonar-
scanner.properties, posteriormente, compilar el codigo que vamos a validar.

L] Ch\sonar-scanner-3.2.0.1227-windows\conf\sonar-scanner.properties - Notepad++ — O >
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1 # must be unique in a giwven SonarQube instance

sonar.projectKey=my:project

# this is the name and version displayed in the SonargQube UI. Was mandatory prior to Sonargube 6.1.
sonar.projectMame=My project

sonar.projectVersion=1.0

# Path iz relative to the sonar-project.properties file. Replace "\ " by "/" on Windows.
# This property is opticnal if sonar.modules is set.
g Sonar.SourceS=C:/|Sonar—scanner—3.2.D.122?—window5/bin/Prueba.php

0o -1 Oy L0 = Ll [

11 # Encoding of the source code. Default is default system encoding
12 #sonar.sourceEncoding=UTF-8

< >

Properties file length : 533 lines: 12 Ln:9 Col:18 Sel:0]0 Unix (LF) UTF-8 INS

4. Ingresamos a la consola CMD y accedemos a la siguiente ubicacion: C:\sonar-scanner-3.2.0.1227-
windows\bin y ejecutamos el sonar-scanner.bat

N Ch\Windows\System32homd.exe — (] >




CA\Windows\System32\cmd.exe — O X
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5. Validamos la compilacion del archivo prueba en la administracion de SonarQube, en esta caso fue
Prueba.php
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e This function expression has 176 lines, which is greater than the 150 lines authorized. Split it into smaller

functions.
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A function that grows too large tends to aggregate too many responsibilities,
Such functions inevitably becorme harcer to undlerstand and therefore harder to maintain,
Above a specific threshold, it s strongly advised to refactor into smaller functions which focus on well-defined tasks,

Those smaller functions will not only be easier to understand, but also probably easier to test.
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e Remove this empty statement.

 lssues - My project x 4 - X

€ C O locahost5000/project fissuesTic=my%3AprajectBresolved=false o & aw & @
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String literals should not be duplicated
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String literals should not be duplicated

@ Code Smell ) Critical @ Main sources @ design  Bvallable Since Oct 22,2018 SonarBralyzer (PHP) - Linearwith offset: 2min +2min per duplicate instance

Duplicated string iterals make the process of refadoring error-prone, since you must be sure to update all occurrences,

On the other hand, constants can be referenced from mary places, but only need to be updated in a single place,
Noncornpliant Code Example

With the default threshold of 3

function run() {
nrepare( 'actionl'); /i Non-Compliant - ‘actionl' is duplicated 3 times
execute( actionl');
release( actionl');

H

Compliant Solution

ACTION_L = ‘actionl';

function run() {

prepare{ACTION_1); Colapse te nermal
execute(ACTION_1); size
release(ACTION_1);
t
Exceptions

To prevent generating some false-positives, iterals having less than 5 characters are excluced,

ements should be removed X



e Define a constant instead of duplicating this literal “/Token.php” 160 times.
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Erpty staternents, ie,  , are usually introduced by ristake, for example because:

o Jtwas meant to be replaced by an actual statement, but this was forgotten,
o There s atypa which lead the semicolon to be doubled, i, 55

Noncompliant Code BExample

function dozomething() {
H fi Noncompliant - was used a5 a kind of TODO marker

il

!

function doSomethingelse(dp) {
echo 30} /1 Woncanpliant - double ;

!

for {81 = 1; $1 c= 19; dosomething($i), $i++); /7 Noncompliant - Rarely, they are used on purpose as the body of & loop. It 15 & bad practice fo have side-effects outside of the loop body

Compliant Solution

function dozomething() {}

function dosomethingelseddp) {
etho dp;

for (31 = 13 31 ¢= 19; $1e4) |
dosomething(ti);
!
i

See

o MISRA C:2004, 14.3 - Befre preprocessing, a null statement shall anky occur on a line by iself, i may be followed by a comment provided that the first character following the null statement is a white-space character,

o MISRA C+4:2008, 6-2-1 - Before preprocessing, a null statement shall only occur an 2 line by itself, it may be followed by 3 comment, provided that the first character following the null statement is a white-space character,
o CERT, M3C12-C, - Detect and remove code that has no effect or is never sxecuted

s CERT, MSCH1-L, - Do not place 3 semicolon immediately following an if, far, orwhile condition

o CERT, EXP15-C. - Do nok place & sermicalon on the same line a5 an if, for, orwhile staterment
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Embedded database should be used for evaluation purpose only
The ernbedded database will not scale, itwill not support upgrading to newerwversions of SanarQube, and there is no support for rigrating your dats out of it into a different database engine.
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