
Violations Export
Wed Jul 26, 2023
Exported by: v001113

Package type: Maven

Sha256: 6c3e92f0d18e81eaf84ed2a18a601a3ee89282246f81ca5ce68814c73eb69295

Component name: org.jenkins-ci.plugins:generic-webhook-trigger:1.86.4

Summary Severity Type Watch-Name Component Physical Paths Component Created policy Applicable

Stack exhaustion in json-smart leads to denial

of service when parsing malformed JSON

High security tools-plugin-watch WEB-INF/lib/json-smart-2.4.7.jar gav://net.minidev:json-sma

rt:2.4.7

2023-07-26T

07:11:44+02:

00

1 | tools-policy undetermined

High

Stack exhaustion in json-smart leads to denial

of service when parsing malformed JSON

High security all-sec-watch WEB-INF/lib/json-smart-2.4.7.jar gav://net.minidev:json-sma

rt:2.4.7

2023-07-26T

07:11:44+02:

00

1 |

all-severities-info

undetermined

High

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://org.ow2.asm:asm:9.1 2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://net.minidev:accessors

-smart:2.4.7

2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://com.googlecode.owa

sp-java-html-sanitizer:owa

sp-java-html-sanitizer:2022

0608.1

2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://com.jayway.jsonpath:

json-path:2.6.0

2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://net.minidev:json-sma

rt:2.4.7

2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://com.google.code.gso

n:gson:2.9.1

2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium

Custom Rule Medium operation

al_risk

tools-plugin-watch gav://com.github.jgonian:c

ommons-ip-math:1.32

2023-07-26T

07:11:44+02:

00

1 |

tools-OperationalR

isk

undetermined

Medium
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