DATA STORAGE, S3

project with the latest technology

Lee Hae Joon

2018 1st Semester




Contents

o S3
e HDFS

2018 1st Semester Project with the latest technology



Contents

Concept
Console
Bucket
Obiject

o o0 o9

2018 1st Semester Project with the latest technology



Kyung Hee University

S3 Concept

e S3 -Simple Stroage Service
- low price

- 99.999999999% durability

- Scalability

- Flexible Management

- Reliability

- Security (Acess)

https://aws.amazon.com/s3/
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https://aws.amazon.com/s3/

Kyung Hee University

S3 Concept

e Usecase
a. Backup & Recovery
b. Data Archiving
c. Big Data Analytics
d. Disaster Recovery
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Kyung Hee University

S3
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S3 Console

aWS_, Services ~  Resource Groups v
History
S3
IAM @ Compute
e Creat a bucket
DynamoDB Lightsail &
Elastic Container Se
CloudWatch Lambd
ambda
Lambda Batch

Elastic Beanstalk

Storage
S3
EFS
Glacier
Storage Gateway
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S3 Console

Create bucket

@ Name and region @ Set properties @ Set permissions @ Review

o C re ate a b u c ket Name and region

Bucket name

- bucket unique name
- region, e.g, seoul o

Asia Pacific (Seoul)

Copy settings from an existing bucket

Select bucket (optional) 1 Buckets v
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Kyung Hee University

e Set Properties

S3 Console

@ Name and region @ Set properties

Versioning

Keep multiple versions of an object in
the same bucket.

Learn more

Tags

Use tags to track your cost against
projects or other criteria.

Learn more

(3) setpermissions  (4) Review

Server access logging

Set up access log records that provide
details about access requests.

Learn more

Object-level logging

Record object-level API activity using
the CloudTrail data events feature

(additional cost).
Learn more
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Kyung Hee University

S3 Console

@ Name and region @ Set properties @ Set permissions

Manage users

User ID Objects Object permissions

Read

[ ) S et P e rm i s S i o n philip.lee(Owner) Wit Read [ Write
- fO I I oW recommen d e d o) pt Access for other AWS account 4 Add account

Account Objects Object permissions
Manage public permissions

Do not grant public read access to this bucket (Recommended)

Manage system permissions

Do not grant Amazon S3 Log Delivery group write access to this bucket v
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S3 Console

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name khu-big-data-course Region Asia Pacific (Seoul)

Properties

® ReV i eW Versioning Disabled

Server access logging Disabled
Tagging 0 Tags
Object-level logging Disabled
Default encryption None

Permissions

Users 1
Public permissions Disabled
System permissions Disabled
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S3 Console

+ Create bucket 2 Buckets O 1 Regions <

Bucket name 1: Access © - Region 1= Date created
Jan 14, 2018

© khu-big-data-course Not public * Asia Pacific (Seoul) 2:11:06 PM
GMT+0900
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S3 Console

e Create afolder : 2018
e Upload an arbitary file in the folder

Amazon S3 > khu-big-data-course / 2018

Overview

Q Type a prefix and press Enter to search. Press ESC to clear.

2. Upload + Create folder Asia Pacific (Seoul) &

Viewing 1 to 1
[] Name Last modified Size Storage class
O B ejeg Jan 14, 2018 2:14:37 PM 26 KB StaRdard

GMT+0900
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Kyung Hee University

S3 Console

Amazon S3 > khu-big-data-course / 2018

Overview

| Q Type a prefix and press Enter to search. Press ESC to clear. 6.jpg

Latest version v

Name 1= Last modified 7=
[ Key 6.jpg
14 Size 2665
@ 6irg Jan 14, 2018 2:14:37 PM GM' Expiration N/A
date
Expiration rule  N/A
ETag ab9d6127be536960e6ccfa2917d0080a
Last modified Jan 14, 2018 2:14:37 PM GMT+0900
Link https://s3.ap-northeast-
2.amazonaws.com/khu-big-data-
course/2018/6.jpg

Properties Standard
None

1
0 Tags

Permissions Owner

Object
Read 1 Grantees
Write 1 Grantees

Object
permissions
Read 1 Grantees
Write 1 Grantees
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S3 Console

This XML file does not appear to have any style information associated with it. The document tree is shown below.

V<Error>

<Code>AccessDenied</Code>
<Message>Access Denied</Message>
<RequestId>35F4769232978AE3</RequestId>

Vv<HostId>

s3hOAyob5j700E0/9rFZ7DLb0vDvzA/y9U0a91LLYXudNIwZ+KGPSXbDvS15Z4BYIJM7XvvFYNCc=

</HostId>

</Error>

Why do you think this happens?
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Kyung Hee University

e Bucket Handling
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Kyung Hee University

S3 Bucket

Versioning Server access logging Static website hosting

Keep multiple versions of an object in Set up access log records that provide Host a static website, which does not
the same bucket. details about access requests. require server-side technologies.
Learn more Learn more Learn more
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Kyung Hee University

S3 Bucket

e Versioning

- Versioning is a means of keeping multiple variants of an object in the same bucket.
In one bucket, for example, you can have two objects with the same key, but different version IDs,
such as photo.gif (version 111111) and photo.gif (version 121212).

Ty

S

e

photo gif
N D =121212__A

photo.gif
\_ID=111111__/

Versioning Enabled
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Kyung Hee University

S3 Bucket

e Server Access Logging

- To track requests for access to your bucket, you can enable access logging. Each access log
record provides details about a single access request, such as the requester, bucket name,
request time, request action, response status, and error code,

BT

@) Enable logging

Target bucket

Knu-big-data-programming v

Target prefix
Enter target prefix [i ]

) Disable logging

Cance m

2018 1st Semester Project with the latest technology



Kyung Hee University

S3 Bucket

o Static Website Hosting

e http://www.smalldatajournalism.com/projects/one-offs/using-amazon-s3/

Static website hosting

Endpoint : http://khu-big-data-programming.s3-website.ap-
northeast-2.amazonaws.com

Use this bucket to host a website® Learn more
Redirect requests € Learn more

\0‘\ Disable website hosting
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Kyung Hee University

S3 Bucket

Access Control List Bucket Policy CORS configuration

Access for your AWS account

Account © List objects €) Write objects €) Read bucket permissions € Write bucket permissions €

O | Yes Yes Yes Yes

Access for other AWS accounts

Account © List objects © Write objects € Read bucket permissions € Write bucket permissions €

Public access

Group © List objects € Write objects €) Read bucket permissions € Write bucket permissions €

O Everyone a < “ _
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Kyung Hee University

S3 Bucket

e Policy

Access Control List CORS configuration

Bucket policy editor ARN: arn:aws:s3:::khu-big-data-programming
Type to add a new policy or edit an existing policy in the text area below.

1
2

http://awspolicygen.s3.amazonaws.com/policygen.html
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http://awspolicygen.s3.amazonaws.com/policygen.html

Kyung Hee University

S3 Bucket

Overview Properties Management L

Lifecycle Replication Analytics Metrics Inventory

+ Add lifecycle rule More v
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Kyung Hee University

S3 Bucket

e Lifecycle, let’s explore it

Lifecycle rule Lifecycle rule Lifecycle rule

Hao and scopo e Configure transition Configurs expiration
Name DELETE OLD FILES
Current version Ml Previous versions

Scope Whole bucket B Curentversion M Previous versions

For current version of objects Clean up expired object delete markers and incomplete multipart

Transitions uploads

For current version of objects
Object creation Days after object creation B Clean up expired object delete markers
Transition to Amazon Glacler after 30 days

Expiration B Clean up incomplete multipart uploads

Permanently delete after 365 days Transition to Amazon Glacier after v _
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Kyung Hee University

S3 Bucket

e Lifecycle

Replication Analytics Metrics Inventory

+ Add Iifecycle rule \ Edit ‘ ’ Delete | More v ‘ o
Lifecycle rule Applied to Actions for current version Actions for previous version(s)
° DELETE OLD FILES Whole bucket Amazon Glacier Permanently Delete
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Kyung Hee University

S3 Bucket

e Lifecycle review

Amazon S3 > dev-seoul-kiwi-child-location-logs

Lifecycle rule

@ Mameandscope (@) Transtions @ oopraton

Lifecycie Replication ‘ | A
- ‘ Name and scope
o e

Scope Whole bucket
i Transitions

DeleteRule-180Days
Expiration

Expire after 180 days

o
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Kyung Hee University

e Object Handling

Gjpg Latest version v

Open Download Download as Make public Copy path
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Kyung Hee University

S3 Object

e Properties

m SRR

Storage class Encryption Metadata
Use the most appropriate storage class Use encryption to protect your data Assign optional metadata to the object
based on frequency of access. while in-transit and at rest. as a name-value (key-value) pair.
Learn more Learn more Learn more
@ Standard @© 1 metadata
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S3 Object

e Storage Class, Property

upload_file Latest version +

Eropation

@ Standard
Use Amazon S3 Standard for frequently accessed data.

) Standard - IA
Use Amazon S3 Standard - IA for infrequently accessed data.
Standard - IA has a 30-day minimum retention period and a
128KB minimum object size.

) Reduced redundancy
Use Amazon S3 Reduced Redundancy to store noncritical,
reproducible data at lower levels of redundancy than Amazon
$3's standard storage.

[ece

https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html
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S3 Object

e Metadata: view in a client side

Metadata X

4+ Add Metadata Delete Edit €

Key Value

@ ‘ Content-Type
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S3 Object

e Permissions or make a public

GJpg Latest version v

m Permissions

Access for your AWS account

Account € Read object € Read object permissions € Write object permissions €

( > | Yes Yes Yes

Access for other AWS accounts

+ Add account

Account € Read object € Read object permissions € Write object permissions €

[] Yes [] Yes [] Yes

‘ rnrcr an ID or an email address

Cancel
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Kyung Hee University

AWS 2 EC|X| MEY &M
r—a 8]
(5 g

Amazon S3 Amazon Glacier Amazon EBS Amazon EFS

o i i RRE X K| 94 Ams: n EC20|| Amazon EC20j C
|7 [ | E{0f A} | | 2|
£2|X| Al A K|
- " - H > A | A 5
il 7 i i ) | =
| L = | \
(g8 o) I dl R o OhA ( S 22|
E3}2, O 0| € 4% 30| 2SO 7hg MuolA 48 281 o8
HEIXP HR 2120 wle #2 2hs Hole x| 7}s 2| =He
22 A W QR 2 (5178 Preview® H=

2018 1st Semester

Project with the latest technology



Kyung Hee University

S3 Practical Example

e Lamba Service

=) p e

3 AWS Lambda

Al
AC 4Y
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Kyung Hee University

e S3 practice coding
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Kyung Hee University

S3 Practice

Services v  Resource Groups v * [\  philip.lee ~ Seoul ~

My Account
AWS SEervices My Organization )S
My Billing Dashboard age your cos

* My Security Credentials aal-time billing |

v Recently visited services | et acdilinsie
u

S3 IAM = DynamoDB Sign Out
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Kyung Hee University

S3 Practice

Reculit * Your Security Credentials
Budhboard Use this page to manage the credentials for your AWS account. To manage credentials for AWS Identity and Access Management (IAM) users, use the 1AM
Console.
Groups To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference.
e + Password
Roles
L + Multi-factor authentication (MFA)
Policies
Identity providers = Access keys (access key ID and secret access key)

Account settings . o
You use access keys to sign programmatic requests to AWS services. To learn how to sign requests using your access keys, see the signing

Credential report documentation . For your protection, store your access keys securely and do not share them. In addition, AWS recommends that you rotate your access
keys every 90 days.

Note: You can have a maximum of two access keys (active or inactive) at a time.

Encryption keys
Created Deleted Access Key ID Last Used Lz U.sed Lz U.sed Status Actions
Reaion  Service
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S3 Practice

IN YOUR MACHINE

>> mkdir ~/.aws
>> vim ~/.aws/config # setting a region

1 [default]

2 region = ap-northeast-2

>> vim ~/.aws/credentials  # setting an authenication key

1 [default]

2 aws_access_key_1d = AKI/
3 aws_secret_access_key =

http://boto3.readthedocs.io/en/latest/guide/configuration.html
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Kyung Hee University

S3 Practice

Using BOTO3 in Python to access S3
- pip install boto3
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Kyung Hee University

S3 Practice

- listing buckets (s3 list.py)
>> python s3_list.py

import boto3

session = boto3.Session(profile_name

s3 = session.resource('s3"’
for bucket in s3.buckets.all():
print(bucket.name)

2018 1st Semester Project with the latest technology



Kyung Hee University

S3 Practice

e download a file from S3 ( s3_run.py)
- download ‘2018/file’ you uploaded at first
- it works ?

import oS
import boto3
import time

session = boto3.Session(profile_name='dev"')
s3 = session.client('s3"')

def download(s3, bucket, obj, local_file_path):
s3.download_file(bucket, obj, local_file_path)
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Kyung Hee University

S3 Practice

e upload a file to S3 ( s3_run.py)
- upload a file to ‘2018’

import os
import boto3
import time

session = boto3.Session(profile_name='dev')
s3 = session.client('s3")

def upload(s3, local_file_path, bucket, obj):
s3.upload_file(local_file_path, bucket, obj)
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S3 Practice

e make your upload file ‘public’

import os
import boto3
import time

session = boto3.Session(profile_name='dev')
s3 = session.client('s3"')

def upload(s3, local_file_path, bucket, obj):
s3.upload_file(local_file_path, bucket, obj)

def make_public_read(s3, bucket, key):
s3.put_object_acl(ACL='public-read', Bucket=bucket, Key=key)
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S3 Assighment

make a program in python

- upload files from the certain path to S3 (e.g., argv[1] == ‘/backup/’)

- aupload folder in S3 is $TODAY_YEAR/$TODAY_ DATE (e.g., 2018/03-02/)
- make the file public (e.g, argv[2] == 1)

- download the file from S3 (e.g, argv[3] == 1)
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Kyung Hee University

S3 Assighment

>> python s3_run.py ‘home/user/phil/’1 0

- upload all files from ‘home/user/phil/’
- make those files public
- do not download those files
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