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PRACTICAL - #01

AIM: Use Of Ping and Tracert/Traceroute and ARP Utilities

Software: Cisco Packet Tracer

SOLUTION

Diagnostic commands help you detect TCP/IP networking problems. Some of the diagnostic commands are
arp, hostname, ipconfig, netstat, ping, route, and tracert.

(i) arp:
This diagnostic command displays and modifies the IP-to-Ethernet or Token Ring physical address
translation tables used by the Address Resolution Protocol (ARP).

Syntax:
arp -a [inet addr] [-N [if addr]] arp -dinet addr [if addr]
arp -sinet addrether addr [if addr]

Parameters:

-a — Displays current ARP entries by querying TCP/IP. If inet addr is specified, only the IP and physical
addresses for the specified host are displayed.

-d - Deletes the entry specified by inet addr.

-s — Adds an entry in the ARP cache to associate the IP address inet addr with the physical address
ether addr. The physical address is given as 6 hexadecimal bytes separated by hyphens. The IP address
is specified using dotted decimal notation. The entry is static. It will not be automatically removed from
the cache after the timeout expires and will not exist after a reboot of your computer.

-N — [if addr] Displays the ARP entries for the network interface specified by if addr.
ether addr Specifies a physical address. 1f addr Specifies, if present, the IP address of the interface
whose address translation table should be modified. If not present, the first applicable interface will be
used. inet addr Specifies an IP address in dotted decimal notation.

== E:\Windows\System32\cmd.exe - o BE |

E:~Windows~System32>arp —a ~

Interface: 192.168.1.3 —— Bxc

Internet Address Physical Address

192.168.1.1 a8—-17-?c—88-h7-76
192.168.1.255 ff—ff—fF—fE—£F—£F
224.8.8.22 #1-88-5=—8A8-80-16
224.8.8.252 A1-88—-5e—BAB—A0—fc
224.8.8.253 81-88-5e—88-88—fd
239.192.152.143 #1-08—-5e—48—98-8f
2392.255.255.258 81-88-5e—?f—ff—fa
255 .255.255_255 ff—ff—ffF—fFE—FFf—f£Ff

E:“Windows“System32>
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o1 ] E\Windows\System32\cmd.exe

E:“Windows\System32>arp —a —v

Interface: 127.8.8.1 ——— Bx1
Internet Address Physical Address Type
224.8.8.22 static
224.9.0.252 static
224.1.1.1 static
239.192.152.143 static
239.255.255.258 static

Interface: 192.168.1.3 ——— Bxc
Internet Address Physical Address Type
192.168.1.1 B8-17-7c—B8-h7-76 dynamic

00-00-80-00-00-BO

PO-PP-BR-AB-P0-BO

BA—-AP—BA—PA—-BP—BA

[ ]% R 1 R 15 R T R [ R 5

P0-00-80-0D-P0-BA

Al-AP-BA-AB-BP-BA

Bi—-AP—BPA—BE—-BP—BA

Al-AP-BA—-AR-BA-PA

PO-PP-PA-AD-00—-BO

AA-AP-BA—-ABR-BP-BA

5% R 55 Ry 15 e 5 R s [ S g 5

00-90-80-00-00-BO

PO-PP-0A-00-00—-00

Bi-AP—BA—PE-BP—BA

ff-—FE—FF—FE—FF—FF

A1-00-5e-00-00-16

B1-AP-5e-00-00-fc

B1-88-5e—B8-88—fd

A1-88-5e—40-98-8f

P1-00-5e-?f—ff—fa

ff-FE-—FF—FE—FFE-FF

invalid
invalid
invalid
static
static
static
static
static
static
static

239.192.152.143
239.255.255.258
255.255.255.255

E:“Windows~System32>

= EAWindows\System32\cmd.exe

E:\Windows\System32>arp —a —v
Interface: 127.8.8.1 —— Bx1

Internet Address
224.0.9.22
224.0.A.252
224.1.1.1
239.192.152.143
239.255.255.258

Internet Address
192.168.1.1
192.168.1.2
192.168.1.4
192.168.1.7
192.168.1.11
192.168.1.32
192.168.1.57
192.168.1.64
192.168.1.72
192.168.1.1608
192.168.1.182
192.168.1.113
192.168.1.117
192.168.1.134
192.168.1.135
192.168.1.255

239.192.152.143
239.255.255.258
255.255.255.255

E:\Windows\System32>

Physical Address

Interface: 192.168.1.3 —— Bxc

Physical Address

88-17-?c-088-h7-76
515 B 5 1 R 5 g 51 g5 15
AP-AR-AR—PA-PA—0AA
AR-AR-AR-AA-PR—-00
A0-08-00-00-B0-00
#0-06-88-08-88-00
515 B 5 1 R 5 g 51 515
AP-AR-BR—PA-PA—0AA
AR-AR-AR—-AA-BR—-00
A0-a0-00-00-B0-00
#0-00-88-08-88-00
515 B 5 1 R 5 g 51 515
AP-AA-BR—PA-PA—0AA
AR-AA-AR—-AA-PA—-00
A0-a0-00-00-B0-00
fF—ff-fE—FF-FF-FF
A1-80-5e—00-88-16
A1-A8-5e—0A-08—fc
A1 -A8-5e—-0@-00—f d
A1-00-5e-40-98-8f
1-88-5e-7f-ff-fa
ff—ff—ff—ffF—£FFf£F

Type

static
static
static
static
static

Type
dynamic
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
invalid
static
static
static
static
static
static
static

(ii) hostname:

This command has no parameters.
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(iii) ipconfig:

This diagnostic command displays all current TCP/IP network configuration values. This command is useful
on computers running DHCP because it enables users to determine which TCP/IP configuration values have
been configured by DHCP. If you enter only ipconfig without parameters, the response is a display of all of
the current TCP/IP configuration values, including IP address, subnet mask, and default gateway.
Syntax:

ipconfig [/all | /renew [adapter] | /release [adapter]]

Parameters:

all - Produces a full display. Without this switch, ipconfig displays only the IP address, subnet mask, and
default gateway values for each network card.

renew [adapter] — Renews DHCP configuration parameters. This option is available only on
computers running the DHCP Client service. To specify an adapter name, type the adapter name that
appears when you use ipconfig without parameters.

release [adapter] — Releases the current DHCP configuration. This option disables TCP/IP on the
local computer and is available only on DHCP clients. To specify an adapter name, type the adapter name
that appears when you use ipconfig without parameters.

@ E:\Windows\System32\cmd.exe - 5N |

E:\Windows\Systemd2>ipconf ig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection—specific DNS Suffix . :
Link-local IPu6 Address H
IPu4 Address

Subnet Mask

Default Gateway

Tunnel adapter isatap.{4ED?E15D-6856-4CB6-959E-9FB537F 7646823 :

fe8B::455bh:8eBd:h47d:1eB212

Media State : Media disconnected
Connection-specific DNS Suffix

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection—specific DNS Suffix . :
IPvb Address H
Link-local IPv6 Address

Default Gateway

2001:0:9d38:90d7:38h7:1cb:c447:deB5

E:\Windows\System32>
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= E:\Windows\System32\cmd.exe

E:\Windows\System3d2>ipconfig /release

Yindows IP Gonfiguration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPub Address
Default Gateway

Tunnel adapter isatap.{4ED?E15D-6856-4CB6-959E-9FB537F76482} :

Media State
Connection—specific DNS Suffix

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection-specific DNS Suffix
IPvb Address

Link-local IPvb Address
Default Gateway

2891:B=9d38:90d7:38h?:106ic447:d885

E:\Windows\System32>

= EAWindows\System32\cmd.exe

E:\Hinduws\System32)ipcunfig srenew

Windows IP Configuration

Ethernet adapter Ethernet:

Connection—specific DHS Suffix —

Link—local IPv6 Address H ::455bh:8e@d:bh47d:1eB@2:x12
IPv4 Address H . -1.3

Subnet Mask H

Default Gateway

Tunnel adapter isatap-{4ED?E15D-6856—4CB6—259E-2FB537F76402> :

Media State : Media disconnected
Connection—specific DNS Suffix H

Tunnel adapter Teredo Tunneling Pseudo—Interface:
Connection—specific DHS Suffix —
IPuvb Address : 2001:0:9d38:6abd:188f :f81:c447:deB5
Link—local IPv6 Address : feB8A::188f:F81:c447:deB5x14
Default Gateway E ]

E:~Windows\System32>

(iv) netstat:

This diagnostic command displays protocol statistics and current TCP/IP network connections.

Syntax:
netstat [-a] [-el[-n][-s] [-p protocol] [-r] [interval]

Parameters:

—-a — Displays all connections and listening ports; server connections are usually not shown.

-e — Displays Ethernet statistics. This can be combined with the -s option.

-n — Displays addresses and port numbers in numerical form (rather than attempting name lookups).
-s — Displays per-protocol statistics. By default, statistics are shown for TCP, UDP, ICMP, and IP;

-p — The -p option can be used to specify a subset of the default.
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-p protocol — Shows connections for the protocol specified.
-r — Displays the contents of the routing table.
interval - Redisplays selected statistics, pausing interval seconds between each display.

IC =\ Onetstat —a
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<+ CAWINDOWS\system32\cmd. exe

I\Onetstat -e
Interface Statistics

Received Sent

Bytes 265208289 39481237
nicast packets 62492 80110
on-unicast packets 858 582
Discards e
rrors a
nknown protocols

C:\>netstat -—n

Rctive Connections

Local Address n Address
.54.179:42596

.37.99:44248
-.209. 124 38441

-
|
53

$55525

23
o I e e

9.99.32.1082: 30308
197.226.112.11:25786
39.48.151.125:35684
138.117.198.287:443
27.187.108.22:26129
217.164.47.146:12971
94.75.236.122:80 TIME_Wal
14.97.35.166:32802 ESTABLISHED

14.98.55.11:45327 SYN_SENT
14.99.16.6:48962 SYN_SENT
180.234.95.68:59435 SYN_SENT
223.176.222.63:48438 SYN_SENT
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C\WINDOWS [=]

InJnetstat =p

Active Connections
Proto Local Address Foreign Address
Iwonetstat —R

loute Table

Interface List

HE TCP Loo ck interface

A2 Bf b8 da ci 34 Realtek RTLE139 Family PCl Fast Ethernet HIC -
acket Scheduler Miniport

Hx3 ...P00 16 6F BF 2d bS ...... Intel{R> PROA-Wireless 2280BC Hetwork Connectio
= Packet Scheduler Hiniport

nﬁtiu! Routes =
twork Destination

255. 255 2
255 .255_.255. 255
255 255 255 . 255
248.98.8.8
255.255. 255 255 255.255.255.255 .
255255 .255.255 255.255.255.255 192 168
Eufault Gatauay: 192.168.1.1

B e e e

erzsizstent Routes:
Hone

F:\),

V) ping:
This diagnostic command verifies connections to one or more remote computers.

Syntax:
ping [-t] [-a] [-n count] [-1 length] [-f] [-i ttl] [-v tos] [-r count] [-s count] [[-
j host-1list] | [-k host-list]] [-w timeout] destination-list

Parameters:

-t — Pings the specified host until interrupted.

—-a — Resolves addresses to host names.

-n count — Sends the number of ECHO packets specified by count. The default is 4.

-1 length - Sends ECHO packets containing the amount of data specified by length. The default is 64
bytes; the maximum is 8192.

—-£ —Sends a Do Not Fragment flag in the packet. The packet will not be fragmented by gateways on the
route.

-i ttl - Sets the time to live field to the value specified by ttl.

-v tos —Sets the type of service field to the value specified by tos.

-r count - Records the route of the outgoing packet and the returning packet in the record route
field. A minimum of 1 to a maximum of 9 hosts must be specified by count.

-s count - Specifies the timestamp for the number of hops specified by count.

-j host-1list — Routes packets via the list of hosts specified by host-list. Consecutive hosts can be
separated by intermediate gateways (loose source routed). The maximum number allowed by IP is 9.
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-k host-1list — Routes packets via the list of hosts specified by host-list. Consecutive hosts cannot be
separated by intermediate gateways (strict source routed). The maximum number allowed by IP is 9.

-w timeout - Specifies a timeout interval in milliseconds.

destination-1list - Specifies the remote hosts to ping.

Pinging 192.168.1 .2 with 32 bytes of data:=

from
from

192 .168 .
192 .168.
192 .168.
192 .168.
192 .168 .
192 .168 .
192 168 .
192 .168.
192 .168.
192 .168.
192 .168.
192 . 168,

NRENNRNRNRNRRNRN -
MR

Bk o o ke ok ek o ok ek
S BN B BV OBD o Bl & B O B |

bytes=32
bytes=32
bytes =32
bhbytes =32
bhytes 32

bytes =32
hytes =32
hytes =32
bytes =32

L LI TN

B e e s

TTL=128
TTL=128
TTL-=128
TTL=-128
ITTL=-128
TTL-128
TTL=-128
TTL=-128
TTL=128
TTL=128
TTL=128
TTL=-128

tnping

":ply from

—a 192.168.1.2
Finging computex_1 [192_168._.1 .21

192 .168.1 .2:

with 32 butes of

hytez =32
bytes =32
bytes =32
bytes =32

Ping statistics for 192_168_1 _.2:

Packets :
Mi

L 1T

Enping

Sent =

“4.

- i Received
Approximate round trip times
Mac<imum = Bns .

-n 6 192.168.1.2

-
in milli-seconds *

time<lms
time<lms
time<lms
tima<lms

Lost

fAverage

TTL=128
TTL=128
TTL=128
TTL=128

- B <

= Bm=

FPinging 192 _168B.1 .2 with 32 bhbytes of datacz

From
From

From 1

From

bytes =32
bytes =32
bytes =32

time<lms
time<lms
timed<lms

loss ).

tima<lims
time<lms
time<ins

bytes =32
bytes =32
hbytes =32

Fing statistics F 2.168.1.2:
Packers: Sent Received = 6, Lost
Approximate round trip timesz in milli-zeconds =
Minimuwm = Bms . Ma<imoum = B;es . Average = Bas
tnPping —1 3 192 .168.1 .2

FPinging 192 . 168.1 .2 with 3 hytes of data:z:

from
From

bytes =3 timed{lms
bytes=3 time<{lms
byteszs=3 tima{lms
bytes =3 cimedlmns

€ NNNN

=:p1y fr=om

FPing statistics for 192_.168.1.2:

Packets : Sent = 4. Received 4. Lost = B {8 lossk.
Approximate round trip times in milli-seconds =

Minimum = Bm=,. Maximom = Bos,. Auverage = Bms=

a
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o~ CHANWINDOWShsystem32\cmd. exce

twIping —~f 192 _ 168 .1 .2
inging 192.168.1.2 w

- !
From 192.168. 2 hbytes =32
fFram 192_168. 2 bytes =32
From 192 _168 . 2 bhbytes =32
ply fFrom 192 _168 . 2: bytes=-32

Ping statistics Ffor 192.168.1.2=
Packets: Sent = 4. Received = <4, Lost
Approxximate round trip times in milli-seconds :
Hinimum = Basz,. Maximum = Bmz. Average =

EwIping —id 2 192.168.1.2
FPinging 192.168B.1.2 with 32 bwtes of datas
rply From 192168 . bytes=32
pply From 19Z.168 . bytas=32
eply From 192_168. bhbyte=s=32
ply From 192 _168. hytes =32

ing statistics For 192.168 .1 .2:=
Packets: Sent - 4. Received = A, Lost - @ (=
pproximate round trip times in milli-seconds :
Minimum = Basz, Maximun = Bm=. Average = @Gns

swPping —i 2 192.168.1.2
inging 192 _ 168 1.2 w

th 32 bytes of datacz

time<{ilms
time<lilms
timedlims
timei{linms

cimed<ims
ctimed{ims
timedlims
timedims

TTL=128
ITTL=128
TTL=128
TTL=128

th 32 bytes of dataz

From
from
From
Fram

i
192 _168. 2
192 .168. 2
192 . 168. 2
192 _168. 2

IR

time<ilms
time<ims
ctime{lims
timedims

Fing statistics for 192_168_1_2:
Packets: Sent = 4. Received = 4. Lost

Approximate round trip times in milli-seco
Hinimum = Bms,. Maxximum = Bmsz . Average

:\Windows\System32>ping google.co.in

inging google.co.in [173.194.36.231 with 32
173.194.36.23: hytes=32 time=31ms
173.194.36.23: bhytes=32 time=31ms
173.194.36.23: hytes=32 time=31ims
173.194.36.23: hytes=32 time=32ms

ing statistics for 173.194.36.23:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),.
pproximate round trip times in milli-seconds:

Minimum = 31ims,. Maximum = 32ms, Average = 31ims

hytes of data:
TTL=58
TTL=58
TTL=58
TTL=58

N\Windows\System32>

(vi) route:

This diagnostic command manipulates network routing tables.

Syntax:

route [-f] [command [destination] [MASK netmask] [gateway] [METRIC metric]]

Parameters:

-f — Clears the routing tables of all gateway entries. If this parameter is used in conjunction with one of
the commands, the tables are cleared prior to running the command.
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command — Specifies one of four commands below:
(1) print: Prints a route.
(2) add: Adds a route.
(3) delete: Deletes a route.
(4) change: Modifies an existing route.
destination — Specifies the host to send command.
MASK — Specifies, if present, that the next parameter be interpreted as the netmask parameter.
netmask — Specifies, if present, the subnet mask value to be associated with this route entry. If not
present, this parameter defaults to 255.255.255.255.
gateway — Specifies the gateway.
METRIC — Specifies the route metric (cost) for the destination.

¢ CA\WINDOWS\system32\cmd. exe -|0] x|

MS TCP Loophack interface
Realtek RI‘EBI&? Family PCI Fast Ethernet HIC

Intel{R> PROWireless 2200BC Network Connecti
= Packet Scheduler Miniport

ctive Routes:
twork Deztination Hetmazk Gateway Interface MHetric
127.8.98.8 255.8.8.8 127.8.8.1 127.8.08.
192.168.1.8 255.255.255.9 192.168.1. 192 .168.1.
192.168.1.2 255.255.255.255 127.9.8. 127.8.8.
192.168.1.255 255.255.25%5.255 192.168.1. 192.168.1.
224. H.G 248.8.8.8 192.168.1. 192.168. l
255.255.255. 255 255.255.255.255 192.168.1. 192.168.
255.255.255.255 255.255.255.255 192.168. 1 2
fPersistent Routes:
Hone

w2route PRINT 169w
Interface List
MS TCP Luthack interface
BB Bf bA da ci1 34 Realtek RTL813% Family PCI Fast Ethernet HIC

cket Scheduler Mini
x3 .88 16 &F OF 2 Intel{R} PRO/Wirecless 2208BC Network Connecti

= Pacl-net Scheduler Miniport

Ectivu Routes:

ne
ersistent Routes:
Hone
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(vii ) tracert

This diagnostic utility determines the route taken to a destination by sending Internet Control Message
Protocol (ICMP) echo packets with varying time-to-live (TTL) values to the destination. Each router along
the path is required to decrement the TTL on a packet by at least 1 before forwarding it, so the TTL is
effectively a hop count. When the TTL on a packet reaches 0, the router is supposed to send back an ICMP
Time Exceeded message to the source computer.

Tracert determines the route by sending the first echo packet with a TTL of 1 and incrementing the TTL by
1 on each subsequent transmission until the target responds or the maximum TTL is reached. The route is
determined by examining the ICMP Time Exceeded messages sent back by intermediate routers. Notice
that some routers silently drop packets with expired TTLs and will be invisible to tracert.

Syntax:
tracert[-d] [-h maximum hops] [-]J host-list] [-w timeout] target name

Parameters:

-d - Specifies not to resolve addresses to host names.

-h maximum hops - Specifies maximum number of hops to search for target.

-j host-1list - Specifies loose source route along host-list.

-w timeout — Waits the number of milliseconds specified by timeout for each reply.
target_name — Name of the target host.

= EA\Windows\System32\cmd.exe

E:\Windows\System32>tracert google.co.in

Tracing route to google.co.in [173.194.36.231
over a maximum of 3@ hops:

mygatewayl .ar? [192.168.1.11]
triband-mum—5%.184.63.254.mtnl.net.in [59.184.63.2541
static—mum—59.185.4.37.mtnl.net.in [59.185.4.371
?4.125.51.285

209 .85 .241 .52

209 .85.241 .187

homB4s@1-in—f23.1e1808.net [173.194.36.231

Trace complete.

F:\Nindous\System32>
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