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Previous models of computing

Data Storage:
Database

Program Execution:
Local
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Blockchain

Data Storage:
Blockchain or Network

Program Execution:
Network
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Bitcoin: Currency in a Blockchain

Three fundamental elements:

1. Transaction tree (state changes)

2. Blockchain (timeline for 1)

3. “Mining” protocol

http://www.imponderablethings.com/2013/07/how-bitcoin-works-under-hood.html

http://www.imponderablethings.com/2013/07/how-bitcoin-works-under-hood.html
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Bitcoin: Transactions

Messages

Signature
Alice ➞ Bob 0.44 BTC 387152…
Alice ➞ Charlie 21.3 BTC 876401…
Alice ➞ Dave 0.06 BTC 746122…
Charlie ➞ Emily 1.80 BTC 076865…
⋮
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Bitcoin: Transaction Tree

New transactions come from old ones

Balance = sum up incoming transactions

Auditable!

By Tiagodimas2 (Own work) [CC BY-SA 4.0 (https://creativecommons.org/licenses/by-sa/4.0)], via Wikimedia Commons
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How does 

money “work”?
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Banks are
Central

authority
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Bitcoin’s challenge:

Timing
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Bitcoin’s solution:

Mining
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Bitcoin: Mining

Input

• Previous block signature
• Bunch of transactions
• Random number

60C89EA…

Signature Transactions Random # Output

482AA… txn 1, 17, 88, 452 1 854A3…

482AA… txn 1, 17, 88, 452 2 B4221…

482AA… txn 1, 17, 88, 452 3 0249F…

⋮
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Demo

Access demo online at https://anders.com/blockchain/hash.html

Play with the Hash, Block, and Blockchain sections (links in top-right of page)

https://anders.com/blockchain/hash.html
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Blockchains – General Purpose

More than just a currency:
1. Transfer more than just cash
2. General purpose programming
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Ethereum

Ethereum is a transaction-based state machine

Similar to Bitcoin, miners mine for “Ether”

Two types of users:

1. Externally Owned Accounts (EOA) – “real people”

2. Contract Accounts – code



20Blockchain - What, How, and Why
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

EOA properties

Ether balance

“Storage” contents
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?

Contract properties

Ether balance

“Storage” contents

Code!
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Messages

“To” address

Ether balance

Data

Gas price

Gas limit
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?

Contract properties

Ether balance

“Storage” contents

Code!
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(Aside) Merkle Trie

Useful way to enable data verification without the requiring data
• Full node stores all data
• Light node just stores root hash
• Easy to find exactly which element of data changed!

8aec

635a

9c4b

[data] [data]

9fe3

[data] [data]

08eb

c987

[data] [data]

c73f

[data] [data]
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8aec

635a

9c4b

This is

9fe3

a really

08eb

c987

cool data

c73f

trick !

ff34

635a

9c4b

This is

9fe3

a really

c81e

5223

stupid data

c73f

trick !
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Ethereum – Ether & Gas

Design philosophy: “There’s no free lunch”

Allowing arbitrary programs requires careful incentive structure

• Ether is currency (1 Eth ~ $850 today)

• Gas is fuel for computations and storage; “usage tax”

• Gas converts directly to Ether

Ethereum most useful for low-complexity programs!
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Three problems:

1. Difficult to set up

2. Difficult to use

3. No privacy!
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Hyperledger
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Hyperledger Fabric

Three types of accounts (called “nodes”):

1. Client Initiates transactions

2. Peer Maintains ledger state, commits transactions

3. Orderer Communication service via channels

Purpose:

• Separate the multiple role of Miners into distinct entities

• Enable private communication between nodes
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Blockchain – Step back

Pros:

• Transaction-based state machine

• Easy for anyone to audit history (examine chain)

• Easy to detect & stop data manipulation (Merkle Trees)

• Very difficult to disrupt (simultaneous distributed execution)
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Blockchain – Step back

Cons:

• Proof-of-work is very inefficient

• State updates are slow (~1 hr Bitcoin, ~1 min Ethereum)

• Only simple computations
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Blockchain – Step back

Cons-that-aren’t-really-cons:

Con -that-isn’t-really-a-con

Can’t store all data on-chain, too big Store data off-chain, use Merkle
Trees to verify (git)

Quantum computers will break PKA 
omg haxxorzzz!1!!

If PKA breaks, blockchain security is 
the least of our problems

Illegal “stuff” can’t be removed from 
chain if ever added (link)

Policy can help prevent

No good way to link users to real 
identities

• Not just blockchain problem
• ”Chip”-ed ID cards, key fobs, etc

http://www.righto.com/2014/02/ascii-bernanke-wikileaks-photographs.html
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Blockchain – Step back

Pros:

• Transaction-based state machine

• Easy for anyone to audit history (examine chain)

• Easy to detect & stop data manipulation (Merkle Trees)

• Very difficult to disrupt (simultaneous distributed execution)

Cons:

• Proof-of-work is very inefficient

• State updates are slow (~1 hr Bitcoin, ~1 min Ethereum)

• Only simple computations
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Consensus alternatives

Algorithm Properties

Proof of Work • Probabilistic solution
• Lottery by computational power

Proof of Stake • Probabilistic solution
• Lottery by total number of shares
• “Nothing at stake” 

BFT-based POS 
(“Tendermint”)

• Multi-round voting process, removes possibility of forking
• May stall out if 1/3 voters offline
• Favors Consistency

Proof-by-bet POS 
(“Casper”)

• Validators must place deposits on their “preferred” fork
• Favors Availability

https://tendermint.readthedocs.io/en/master/introduction.html
https://ethereum.stackexchange.com/a/767/3951
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Blockchain – Step back

Pros:

• Transaction-based state machine

• Easy for anyone to audit history (examine chain)

• Easy to detect & stop data manipulation (Merkle Trees)

• Very difficult to disrupt (simultaneous distributed execution)

• Identity tied to transactions (PKA)

Cons:

• Proof-of-work is very inefficient (under research)

• State updates are slow (~1 hr Bitcoin, ~1 min Ethereum)

• Only simple computations
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Uses, Uses, Wherefore Art Thou Uses?

Auditable, tamper-proof, robust, identifiable, slow, simple…?

• Finance

• Health care

• Voting

• Supply chain management

• Basically any records management system
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Blockchain in Government 

DoD Secure data files for Additive Manufacturing (3D printing) of parts

CDC Attributable, distributed information dissemination

FDA EMR replacement

GSA “…automate the FASt Lane process for IT Schedule 70 contracts.”

DHS Exploratory (air travel, international trade, anti-money laundering)

Treasury Asset management

Illinois 
Blockchain
Initiative

“Give me some of that blockchain goodness”

Unofficial and definitely incomplete list

https://emerging.digital.gov/blockchain-programs/
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Still in infancy!
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Thanks!


