
XSS and CSRF Vulnerability exists in the file of DedeCMS V5.7 SP2 version, which can be 
executed javascript code.  
 
 
Payload: 
 
/uploads/dede/action_search.php?keyword=%3Ciframe%20javascript=alert(1)%20onmouse
over=[other javascript function] %3E 
 
The “keyword” parameter exists vulnerability 
 
When common user send this malicious URL to the web manager and request it, the web 
manager could be executed the malicious javascript code,   

 
 
 

 
 



File:/uploads/dede/search_keywords_main.php (begin with line 67) 

 
Filter function called XSSClean defined in the file name config.php, but this function didn’t 
filter html tag and javascript event seriously, so you could make web manager executed 
javascript code by using “onmouseover” or other javascript event. 
 
 

 
 
 
Obviously ,the payload bypassed the fileter function . Attackers can hijack the Click event by 
the Iframe Click Hjiack and ect. 


