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##### Out-of-band root CA Public Key

Moved to Appendix
# Root CA Key Update
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Neote—4+ document.

In practice, a new root CA may have a slightly different subject

DN, e.g., indicating a generation identifier like the year of issuance or
a version number, for instance in an OU element. How to bridge trust to
the new root CA certificate in a CA DN change or a cross-certificate
scenario

is out of scope for this document.

HH

## CA Operator Actions
{: +d="seet—4-4-3"} id="sect-£f.1"}

To change the key of the CA, the CA operator does the following:
1. Generate a new key pair;

1. Create a certificate containing the e+d new CA public key signed with
the new private key (the "eold "new with new" certificate);

1. Optionally: Create a certificate containing the new CA public key signed
with

the old private key (the "new with 0ld" or sometimes referred to as
"link" certificate);

1. Optionally: Create a certificate containing the wew old CA public key
signed with
the new private key (the "mew "old with new" certificate);

1. Publish these new certificates wia—the repositery andfereother
me (nerh e 213 T o CAK T A A S o r D + O T T A+ Cont nt) e
mearns—{perhaps—usinga Chkevydedhnn messay rReotlakeyUpdat atent)s
1—FExport—the new CA publtic] so that end entities may acquire +%
1o a ey 1 Wt £Folharn AN s~ o 2 o (3 F v AN lt
Gedra—=hk pE—etberdomechartsn [ E taemdad ..

The old CA private key is then no longer required. However, the old
CA public key will remain in use for some time. The old CA public
key is no longer required (other than for non-repudiation) when all
end entities of this CA have securely acquired the new CA public key.
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The "new with old" certificate must have a validity period with the same
notBefore time as the "new with new" certificate and a notAfter time by
which

all end entities of this CA will securely possess the new CA public key (at
the latest, at the notAfter time of the "old with old" certificate).

The "new with new" certificate must have a validity period with a notBefore
time that is before the notAfter time of the "old with old" certificate and
a notAfter time that is after the notBefore time of the next update of this
certificate.

The "old with new" certificate must have a validity period with the same
notBefore and notAfter time as the "old with o0ld" certificate.
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## Out-of-band root CA Public Key
{: +d="seet-5-2-5"} id="sect-£.2"}

Each root CA must be able to publish its current public key via some
"out-of-band" means. While such mechanisms are beyond the scope of
this document, we define data structures that can support such
mechanisms.

There are generally two methods available: either the CA directly
publishes its self-signed certificate, or this information is
available via the Directory (or equivalent) and the CA publishes a
hash of this wvalue to allow verification of its integrity before use.

~~~~ asn.l
O0OBCert ::= Certificate

The fields within this certificate are restricted as follows:

* The certificate MUST be self-signed (i.e., the signature must be
verifiable using the SubjectPublicKeyInfo field);

* The subject and issuer fields MUST be identical;

* If the subject field is NULL, then both subjectAltNames and
issuerAltNames extensions MUST be present and have exactly the
same value;

* The values of all other extensions must be suitable for a self-signed
certificate (e.g., key identifiers for subject and issuer must be the
same) .

~~~~ogsn.l
OOBCertHash ::= SEQUENCE {
hashAlg [0] AlgorithmIdentifier OPTIONAL,



certId [1] CertId OPTIONAL,
hashval BIT STRING

The intention of the hash value is that anyone who has securely
received the hash value (via the out-of-band means) can verify a
self-signed certificate for that CA.



