Agnostic to
which vendor’s
log analysis tool.

We will start
with Elastisearch

Log import and

analysis

Enables Reconciliation Server

abstraction of
analysis tool
above

Log record formatter
and multi-vendor
shipping adapter

Can be used as a trigger / filter

Embedded Device
“Recon Server”

Application

Connection Records
Heartbeat Report

Reporter / condition-
based analysis

Publishing for optional customer module

use at device in production

Device Logs and

Sensors

(Customer
embedded

Can be used as a trigger / filter

application reporting '\_//

diag events)

Manifest of ID’s &
associated data such as
SIM ID (ICCID)

Can be used as a trigger / filter

Can be used as a trigger / filter

Enables “what is
normal” both at
remote device
and analysis
layer.

Manifest of registered
events and normal
behavior

Component
association /
relationship

MISSION STATEMENT

We are developing a toolset for rapid feedback(1) to customers on 10T
solution performance. Our system brings unique structure to identifying:
. what is normal

. for what events

. emitted from what system components

in a generic way. This same method can be applied to live production

monitoring systems as well, and that will be demonstrated using a major log

analysis tool.(2)

(1)Power Bl is the current plan
(2)Elastisearch is the current plan

MISSION STATEMENT (Phase 2)
Apply this diagnostic structure to customer fielded devices and servers.

Embed the diagnostic reporting to be shipped up with their application data.
Helps fulfill the vision of JA6268 and IEEE 1856-2017

Production solution option in consultative setup.
Quick Assessment
And, if it’s easy, it could be a quick assessment Method for customer

method. Unknown.

Log Visualization /
Report System

(Kibana, Splunk, etc.)

We will choose ONE Log Analysis

System to integrate wirh. Probably We will use Power Bl for quick
Elastisearch/ELK Stack. assessment and custom visualization
prototyping.
However, our log record maker
should be able to plug into any
vendor’s log shipper, and that is

important from a broad market
appeal.

Log Storage System
(ELK Logstash/elastic,
Splunk, etc.

Vendor’s Log Shipper Ingest
System (ELK Beats,
Splunk log shipper,
etc.)
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accomplish our visualization / reporting goals

Use in reports

Our unique code / methods / system is BELOW this bar

Ship CSV records as logs & Will probably want to
use some strategies to maximize benefits of log format.

Collapsed file(s) for

/ analysis by Power BI

Build file with records Optional log filter

/ trigger
e

Not sure if needed

There are certain things we can do here to simplify choices and work later.

Log Shipper abstraction Lookup and format record.

layer For example, SIM ID isn’t known by the rest of the system.
Look up the device ID and put it in the log string.

There could be other lookup needs such as if we are monitoring
the logs of a connected sensor (which doesn’t know the main device ID) Manifest of expected
events and associated

data

May or may not need

context lookup
Carrier connection
report (CSV format) Needs context lookup

May or may not need
context lookup

Manifest of ID’s and
associated data --what defines normal

for this event

Formatted / Reconciled
Record maker

--SIM card
--onboarding state

Note, unregistered
events are allowed, but
if you want to specify
“normal” you have to
register the event. This
config file can be useful
at multiple levels

(fielded & expected to
be operational, in
factory, in inventory,
flagged for RMA/
return, offboarding,
etc.)

Other report (CSV

format)
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