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Configuring a Magma Access Gateway (AGW) through the Network Management
System (NMS) and adding subscribers involves several steps. This document
includes the creation of network, adding gateway and giving configuration details
in each section of NMS and adding subscribers and validating it.

Steps Executed

1. Login to https://magma-test.magma.test/ to visit NMS Ul.

@ © vagma X @ Magma API Docs

3 C Oa

N

Log in to master user account
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2. Create a network

Create Network

10/25/2023 0 Manage Networks

dhcp_agw

pmn

W Hers [l Events

. . .

3. Give the details of network, click “Save And Continue”

Network Epc

Network ID

networkl

Network Name

networkl

Add Description

networkl

Cancel Save And Continue

v

4. Network Created (Here it is network1). See the snippet below.
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Create Network

3g Manage Networks

dhcp_agw
network1

pmn

Il Aerts [l Ewvents

5. EPC Configuration (5g features are disabled by default. We will change that)

Network

Epc

Enable 5G Features

IP Allocation Made

NAT -

Static IP Assignments

Multi APN IP Allocation

6. Checking the backend configuration. For that login to magma cli.

Go to this path /etc/magma and open gateway.mconfig.
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m/magma.mconfig.Mob1lityD",

Initial value of ‘enable5gFeatures’ is false like the snippet above.

7. Enable the feature in Step 6 and additional options in section EPC are given
below. You can modify according to the requirements or keep as default
values and click ‘Save And Continue’.

MNetwork Epc

Policy Enforcement Enabled

Disabled ~

LTE Auth AMF

o

MCC

oo

MNC

o

TAC

w

Cancel Save And Continue

8. Going to the RAN part. You can modify according to the requirements or
keep as default values and click ‘Save And Continue’.

9. We didn’t attach AGW till now. Network is created. Under one network, you
can create multiple AGWs.

w
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Bandwidth

20 -

Band Type

TDD T

EARFCNDL

44580

Special Subframe Pattern Subframe Assignment

7 v 2 . w

10. After network creation, move to section ‘Equipment’. In this section, we
need to add a gateway.

Upgrade Add New

Equipment " Access Gateway Overview

The Access Galeway (AGW) provides network

Install and configure an Access Gateway services and policy enforcement. In an LTE
network, the AGW implements an evolved packet

Create bootable USB with OS (Ubuntu). View documentation core (EPC). It works with existing, unmodified

Install Magma service commercial radio hardware.

Install rootca . pem and control_proxy.yml. View documental

Restart Magma services

Gather hardware ID and challenge key to add to the NMS (show_gateway_infa.py)

Add an Access Gateway
The Access Gateway (AGW) is configured and managed via the orchestrator and is part of a specific

organization This configuration is made through the NMS as part of adding a new gateway to the
system

Add Gateway

eam more about Access Gateway Gonfiguration
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“Z Gateways Upgrade Add New

P Set up a Gateway Access Gateway Overview

The Access Gateway (AGW) provides network
services and policy enforcement In an LTE
network, the AGW implements an evolved packet

@  Install and configure an Access Gateway

« Create bootable USB with OS (Ubuntu). View documentation core (EPC). It works with existing. unmodified

« Install Magma service commercial radio hardware.
© « Install rootca .pem and control_proxy.yml. View docum

« Restart Magma services

« Gather hardware ID and challenge key to add to the NMS (show_gateway_info.py)

G Add an Access Gateway

The Access Gateway (AGW) is configured and managed via the orchestrator and is part of a specific
1 organization This configuration is made through the NMS as part of adding a new gateway to the
= system

Add Gateway

.
- Learn more about Access Gateway Configuration

Enrichm:

Gateway Name

gateway!

Gateway |D

gatewayl

Hardware UUID

3bed59d2-1c44-4637-85¢5-0008a57312d2

Version

Gateway n L u Enrichment

Hardware UUID

3bed59d2-1c44-4637-85¢5-9008a57312d2

Version

Gateway Description

Gatewayl

Challenge Key

0. qVCPIIWrgHF 1fnzIVAT+gVinOYE7KvbDJOTS|BE2ERZACUF3BOp ErLRZEXn04XPEGA3IzAKwMA irK Y m+ WumWXW

Cancel Save And Continue
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12. We will get ‘Hardware UUID’ from backend. Login to magma. Go to path
/magma/lte/gateway/python/scripts and execute show_gateway _info.py.

Event Aggregation

Log Aggregation

CPE Monitoring

A

14. EPC Section details (default values). Click ‘Save And Continue’.
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o

Nat Enabled

IP Block

192.168.128.0/24

IPV6 Block
DNS Primary

cancel v
DNS Secondary "

SGi network Gateway IP address

SGi management interface IP address

SGi management Gateway IPv6 address

SGi management interface IPv6 address

Cancel Save And Continue v

15. Give details in section ‘RAN’ or keep it with default values.

r Enrichment

Registered eNodeBs

Transmit Enabled 5

eNodeB DHCP Service

conce [FIMYIRINY - |

16. Give requirements in section ‘APN Resources’ or skip it.
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Add New Gateway

Gateway Aggregation Epc Ran APN Resources Header Enrichment NGC AMF

17. Give details in section ‘Header Enrichment’ or keep it with default values.

dd New Gateway

Aggregation =pc Ra APN Resources Header Enrichment NGC AMF
Enable Header Enrichment
Enable Encryption 5

18. Give details in section ‘NGC AMF’ or keep it with default values.
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Gateway Aggregation

Name
L
Pointer
Region ID
Set ID

Header Enrichment

Region ID

Set ID

Default Slice Service Type

Default Slice Descripter

19. Now AGW is added. You can check the state of it. If the health is bad, it is not
connected with backend.
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O a magma-testmagma & 9 f =

Max Lateney Min Latency Avg Latency % Healthy Gateways
oms Oms Oms 100.00

AutreResn

2 Gateways (1)
Staty
L:; Q,

Name D enodeBs Subscribers Health Check In Time Actions
gateway1 gateway 0 1] Good 25/10/2023, 1:35:33 pm

11001 1-10f1

20. Checking from backend. Go to same path mentioned in Step 12 and execute
checkin_cli.py.

nWarning: This package has been renamed to sno

ay/python/scripts$ i

21. Changed value of ‘enable5gFeatures’ can be checked by seeing the backend.
For loading the change, execute:

sudo service magma@ * stop
sudo service magma@magmad start
sudo service magma@mme status

File: /var/opt/magma/configs/gateway.mconfig

Wait for few seconds to reflect on the values like below.
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"subframeAss ignment”

"type.googleapis.com/magma.mconfig.Even

“type.googleapis .con/magra.mconf ig.M

upgradeEnabled":
“autoupgradePollint
‘check inT imec
"dynamicSer

‘eventd”,

"td-agent-bit"

1,
“logLevel”: "IN

"packageVers ion

%
@type": "typ
logLevel”: »

Edit Network Settings

vork Epc

LTE Auth AMF

L]

Epc

LTE Auth AMF

©

B

TAC

v

p— m
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24. Verify the backend. For reflection, it will take a few mins.

Updated values

4" 1. Home BN 2 172.16.9.8 (rameshwar) %13 172.16.9.8 (rameshwar

.googleap1is.com/magma.mconfig.MetricsD",

om/magma.mconfig. MME" ,

25. Before adding subscribers, if you have some additional policy requirements,
add it and save it. Here default setup is considered. Add APN details also. This APN
will be used in adding subscribers. Here APN is internet. Data Plan is also based on
requirements.

@ © vgma % (@ Magma APl Docs X+ ~ - a x

0a e

magma-test.magma;

Network: networkl ~

cies N APNs 4 Data Plans Create New -

b a Policy Palicy Overview

licy 10 the NS by filling out the required fieids A poiicy controls the behavior of a packet flow
and determines if the flow needs to be
allowed/blocked or have its QoS restricted
Policies may also redirect traffic. perform header
enrichment, Include tracking/monitoring and other
advanced configurations.
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Policy

Basic pol

y rule fields
Policy ID

A unique identifier for the policy rule

Priority Level
Higher priority policies override lower priority ones

Network Wide

QoS Profile

Network: network1 =

Create New APN

7
24 Set up an APN APN Overview
® A 20 APN 10 the NMS. The APNS €an then be assigned to subscriber profiles APH IS an access point name. APN s used 1o
Identity the packet data network(PDN). the UE
wants 1o be connected to. From Magma's
Add AP| perspective, APN configuration consists of two
main entities: The APN id and the QoS profile
» s being applied to it
N
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APN ID

internet

Class ID

-]

ARP Priority Level

15

Max Required Bandwidth
Upload

1000000 Ips

26. Add Subscriber.

://magma-testmagma/nms/ne

Network: networkl ~

p Subscribers Subscribers Overview

ubscriber by manualy entering subscriber information. or uploading a CSV file The subscriber page allows you to add. edt
and delete your subscribers. You'l be able to
view current data usage, average daia usage,
| Subscribers last reported time (displayed if subscriber
monitoring is enabled), and ofher status
Information from the substriber table

27. Click ‘Add New Row’ and give values. If the Forbidden network, if you select
both options, this won't work.
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‘Add Subscriber(s)
~
Adding 0 subscriber(s)
Q | © Upload CSV © Add New gow
Forbidden
Subscriber Auth Auth Data Active Active
st Service Network Actions
Name Key oPC Plan APNs Policies
Types
© o ACTIVE default v | & v X
[oPIN Save And Add Subscribers RS
Add Subscriber(s)
Adding 0 subscriber(s)
Q ‘ © Upload CSV ] l © Add New Row
Forbidden
Subscriber Auth Auth Data Active Active
['E] Service Network Actions
Name Key oPC Plan APNs Policies
Types
1000001 subl P ¥ P ACTIVE  ~ default  ~ internet  ~ | default ~ ' X

[oFI-Ml Save And Add Subscribers

28. Wait for a few mins to reflect. After that you can verify the addition of
subscribers from NMS and backend.

£ Config

£x Subscribers & Export Manage Subscribers ~

s Name Service Current Usage Daily Average Last Reported Time Actions

MSI001700000000001 supt ACTIVE 0 [}

@  Subscriber(s) saved successfully
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@ | ® vegma

<

C

X | @ Magma APl Docs x  +

O &

magma-test.magma/n

Sessions

" Subscriber Sessions

Last
Current Daily
Name [IE] service Reported
Usage Average
Time
sub1 ACTIVE 0 0 -

L Type here to search

\264\237\252

\344(

max_bandwidth_ul

max

hon)

bandwidt

vagrant

dl:

internet"

000600

/magma/1te/gateway/python/s

Active
Sessions

Active
APNs

Network: network1

Autorefre:

Session
P Actions
Address
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