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serverspec: A Versatile Test Framework for Testing States of Servers
by Delarative Description

GoSUKE MivasHITAT1:12:2)  KEnTARO KURIBAYASHIT!  Ryosukke MatsumoTo!

Abstract: As the increase of large and complex systems, many ways to describe states of servers as code
are supplied.As the effective process to handle these ways, Test-Driven Infrastructure is proposed.It is the
application of Test-Driven Development to the server configuration.Several test frameworks that support
this process are appearing, but they have difficulty in vesatility because some frameworks depend on specific
configuration management tools and others need the consideration of differences between OSes to write test
code.In this paper, we propose a test framework that doesn’t depend on specific configuration management
tools or OSes for testing states of servers by versatile and readable code.In our proposal, we arrange and gen-
eralize the behavior of OSes and configuration management tools and define the versatile command execution
framework for increasing the versatility. Next, we define the test framework that control the command exe-
cution framework by declarative and natural language like description to increase the level of abstraction and
readability. By this test framework, system administrators can test states of servers easily without considering
the diffrences between OSes or configuration management tools, and can decrease the costs of server oper-
ations.Also by defining the frameworks separated into purposes, we can replace the control test framework
with another one that have original notation easily.We named the proposed test framework serverspec.
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describe file("/etc/password") do
it { should be_file }
end

describe file("/tmp") do
it { should be_directory }
end

describe file("/var/run/unicorn.sock") do
it { should be_socket }
end

describe file("/etc/httpd/conf/httpd.conf") do
its(:content) do
should match /ServerName www.example.jp/
end
end

B 2 serverspec IC&D 77 ANETANTEDa—F

describe user("root") do
it { should exist }
it { should have_uid 0 }
it { should belong_to_group "root" }

it { should have_home_directory "/root" }

it { should have_login_shell "/bin/bash" }

end

describe group("root") do
it { should exist }
it { should have_gid 0 }
end
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Q@test "The package apache2 is installed" {
dpkg-query -f ’${Status}’ -W apache2 \
| grep ’"install ok installed$’
}

Q@test "The apache2 service is running" {

service apache2 status

}

Q@test "Port 80 is listening" {
netstat -tunl | grep ":80 "

}

Q@test "The package apache2 is installed" {
pkg list -H apache2
}

Q@test "The apache2 service is running" {
svcs -1 apache2 | egrep ’“status *online$’

}

Q@test "Port 80 is listening" {
netstat -an | grep LISTEN | grep ".80 "
}
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B 5 bats IZ k5% Solaris L TOFTAFa—F

describe package("apache2") do
it { should be_installed }
end

describe service("apache2") do
it { should be_running }
end

describe port(80) do
it { should be_listning }
end

B 6 serverspec IC& BT AFa—F

Qtest "/etc/sudoers is not readable by others" {
1s -1 /etc/sudoers | egrep °~ -

}

B 7 bats IZ & % /etc/sudoers BMEADSHDH VI EEZT AT
5a—F

describe file("/etc/sudoers") do
it { should_not be_readable.by("others") }
end
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